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Preface

Cybersecurity is one of the most interesting topics and demanding fields in the world. As the world
continues to evolve, the same can be said for our technological advances to help humans improve the
way they perform tasks. However, there are many systems and networks around us that contain hidden
security weaknesses that are taken advantage of by adversaries such as hackers. As a cybersecurity author
and lecturer, I've heard from many professionals, enthusiasts, and students about the importance of
finding a book that guides the reader to thoroughly understand how to efficiently perform reconnaissance
techniques and procedures to identify and reduce the attack surface of their organizations.

Reconnaissance is the first phase of any cyber-attack performed by an adversary. The attacker needs
to understand the infrastructure of the target, identify whether any security vulnerabilities exist
and how to exploit them, and what attack vectors can be used to carry out the attack on the target.
Without such intelligence about the target, the hacker will experience difficulties in compromising the
potential victim. As an aspiring ethical hacker, it’s essential to understand the Tactics, Techniques, and
Procedures (TTPs) that are commonly used by real hackers to discover hidden security vulnerabilities
and apply those TTPs to help improve the cyber defenses of your organization.

Organizations commonly leak too much sensitive data about themselves on the internet without
realizing how such data can be leveraged by a threat actor in planning a future attack on their target.
Learning reconnaissance-based techniques and procedures helps ethical hackers to identify how
organizations are leaking data, determine the potential impact and cyber-risk to an organization if an
attacker were to leverage the leaked data to execute a cyber-attack, and how to mitigate and implement
countermeasures to improve the cyber defenses of the company.

Over the years, I've researched and developed a lot of cybersecurity-related content, and one of the
most important elements of being an ethical hacker and penetration tester is the need to keep up to
date with the ever-changing cybersecurity landscape. There are new tools, techniques, and procedures
that are being developed and used by cybersecurity professionals in the industry to ensure they are at
least one step ahead of cyber-criminals and help secure their organizations’ assets. As a result, ethical
hackers and penetration testers need to be well equipped with the latest knowledge, techniques, skills,
and tools to efficiently perform reconnaissance-based attacks and Open Source Intelligence (OSINT)
penetration testing to determine the attack surface of their organization.

During the writing process of this book, I've used a student-centric and learner-friendly approach to
ensure all readers are able to easily understand the most complex topics, terminologies, and why there
is a need to identify security vulnerabilities in organizations, systems, and networks.
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Preface

This book begins by introducing you to the importance of reconnaissance and how both cybersecurity
professionals and adversaries use it to identify vulnerable points of entry in a company. Then, you’ll
be taken through an exciting journey learning how to apply reconnaissance-based T'TPs that are
commonly used by adversaries to efficiently collect and analyze publicly available data to create a
profile about their targets’ systems and network infrastructure. You will learn how to set up a sock
puppet and anonymize your internet-based traffic to conceal your identity as an ethical hacker to
reduce your threat level during reconnaissance assessments.

Furthermore, you’ll discover how people and organizations are leaking data about themselves and
how adversaries can leverage it to improve their cyber-attacks and threats. You'll also learn how to
leverage OSINT and common tools to identify exposed systems and networks within organizations,
gather leaked employees’ credentials, and perform wireless signals intelligence to better understand
how a potential hacker can compromise their targets.

In addition, you will gain hands-on skills in performing active reconnaissance to identify live systems,
open ports, running services, and operating systems, and perform vulnerability assessments to identify
how an attacker can identify security vulnerabilities on a system and what organizations can do to
mitigate the threat. Furthermore, you'll learn how to identify the attack surface of a target’s website
and infrastructure and discover additional assets owned by the same target. Lastly, you'll discover
how to leverage Wireshark and popular open source tools to identify reconnaissance-based attacks
and threats on a network as a cybersecurity professional.

Upon completing this book, you’ll have been taken on an amazing journey from beginner to expert
by learning, understanding, and developing your reconnaissance-based skills in ethical hacking and
penetration testing as an aspiring cybersecurity professional in the industry.

Who this book is for

This book is designed for ethical hackers, penetration testers, law enforcement, and cybersecurity
professionals who want to build a solid foundation and gain a better understanding of how reconnaissance-
based attacks threaten organizations and their assets. Ethical hackers and penetration testers will find
this book very useful when gathering and analyzing intelligence to gain insights into how a real threat
actor will be able to compromise their targets.

In addition, law enforcement and ethical hackers can use the knowledge found within this book
to find persons of interest and understand how organizations are leaking data that led to a cyber-
attack. Furthermore, cybersecurity professionals will find this book useful in identifying the attack
surface of their organizations and discovering exposed and vulnerable assets on their network, while
understanding the behavior of adversaries.
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What this book covers

Chapter 1, Fundamentals of Reconnaissance, introduces the reconnaissance phase in offensive security
and how it helps organizations improve their cyber defenses.

Chapter 2, Setting Up a Reconnaissance Lab, focuses on setting up systems within a virtualized
environment for practicing active reconnaissance techniques.

Chapter 3, Understanding Passive Reconnaissance, helps you to understand how adversaries can leverage
OSINT to improve their attacks while anonymizing their identity on the internet.

Chapter 4, Domain and DNS Intelligence, teaches you how to efficiently collect and analyze domain-
related information about a targeted organization to identify security vulnerabilities.

Chapter 5, Organizational Infrastructure Intelligence, focuses on collecting and analyzing publicly
available data to profile an organization’s network infrastructure and its employees.

Chapter 6, Imagery, People, and Signals Intelligence, teaches you how to use reconnaissance techniques
to find and locate people, organizations, and wireless network infrastructure.

Chapter 7, Working with Active Reconnaissance, focuses on discovering hosts on a network, enumerating
vulnerable systems, and performing wireless reconnaissance on a targeted network.

Chapter 8, Performing Vulnerability Assessments, teaches you how to set up and perform vulnerability
assessments using common tools in the industry.

Chapter 9, Delving into Website Reconnaissance, explores various tools and techniques used by adversaries
to identify the attack surface on websites and domains.

Chapter 10, Implementing Recon Monitoring and Detection Systems, focuses on identifying suspicious
network traffic using Wireshark and Security Onion.

To get the most out of this book

To get the most out of this book, it’s reccommended to have a solid foundation in networking, such
as understanding common network and application protocols of the TCP/IP, IP addressing, routing
and switching concepts, and the roles and functions of networking devices and security appliances.
Knowledge of virtualization technologies such as hypervisors and their components will be beneficial as
most labs are built within a virtualized environment to reduce the need to purchase additional systems.

Software/hardware covered in the book

Kali Linux 2022.4 Oracle VM VirtualBox
Kali Linux ARM 2023.1 Oracle VirtualBox Extension Pack
Trace Labs OSINT VM 2022.1 Vagrant 2.3.3

OWASP JuiceShop 7-Zip

xiii
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Software/hardware covered in the book
Metasploitable 3 v0.1.0 VMware Workstation 17 Pro
Security Onion 2.3

TOR and TOR Browser

Recon-ng

Nessus Essentials

SpiderFoot
Sherlock
Snlper

Amass

Raspberry Pi 3 B+
Alfa AWUS036NHA - Wireless B/G/N USB Adapter
VK-162 G-Mouse USB GPS Dongle Navigation Module

All labs and exercises were built on a system running Windows 11 Home as the host operating system,
a multicore processor with virtualization enabled, 16 GB of RAM, and 400 GB of free storage for the
virtual machines. Oracle VM VirtualBox was the preferred choice when choosing a hypervisor as it
provides great virtual networking capabilities and it’s free, however, VMware Workstation Pro was
also used to set up the threat detection system at the end of the book.

If you are using the digital version of this book, we advise you to type the code yourself or access
the code from the book’s GitHub repository (a link is available in the next section). Doing so will
help you avoid any potential errors related to the copying and pasting of code.

After completing this book, equipped with your imagination and newfound skills, attempt to create
additional lab scenarios and even extend your lab environment with additional virtual machines to
further improve your skillset. This will help you with continuous learning while developing your skills
as an aspiring ethical hacker.

Download the color images

We also provide a PDF file that has color images of the screenshots and diagrams used in this book.
You can download it here: https://packt. 1 ink/E4kdT.

Conventions used

There are a number of text conventions used throughout this book.
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Code in text: Indicates code words in text, database table names, folder names, filenames, file
extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an example: “For
instance, cybersecurity filetype:pdf will provide results that contain the word cybersecurity
and a PDF file”

A block of code is set as follows:

interface wlanO
static ip_address=192.168.4.1/24
nohook wpa_supplicant

When we wish to draw your attention to a particular part of a code block, the relevant lines or items
are set in bold:

kali@kali:~$ sudo apt update
kali@kali:~$ git clone https://github.com/sherlock-project/sherlock

Any command-line input or output is written as follows:

kali@kali:~$ sudo apt update

Bold: Indicates a new term, an important word, or words that you see onscreen. For instance, words
in menus or dialog boxes appear in bold. Here is an example: “Next, the Editing Wired connection
1 window will appear; select the IPv6 Settings tab, change Method to Disabled, and click on OK”

Tips or important notes
Appear like this.

Disclaimer

The information within this book is intended to be used only in an ethical manner. Do not use any
information from the book if you do not have written permission from the owner of the equipment.
If you perform illegal actions, you are likely to be arrested and prosecuted to the full extent of the law.
Neither Packt Publishing nor the author of this book takes any responsibility if you misuse any of
the information contained within the book. The information herein must only be used while testing
environments with proper written authorization from the appropriate persons responsible.

XV
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Get in touch

Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book, email us at customercare@
packtpub . com and mention the book title in the subject of your message.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen.
If you have found a mistake in this book, we would be grateful if you would report this to us. Please
visit www . packtpub .com/support/errata and fill in the form.

Piracy: If you come across any illegal copies of our works in any form on the internet, we would
be grateful if you would provide us with the location address or website name. Please contact us at
copyright@packt.com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in and you
are interested in either writing or contributing to a book, please visit authors. packtpub.com.

Share your thoughts

Once you've read Reconnaissance For Ethical Hackers, wed love to hear your thoughts! Please click
here to go straight to the Amazon review page for this book and share your feedback.

Your review is important to us and the tech community and will help us make sure were delivering
excellent quality content.
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Download a free PDF copy of this book

Thanks for purchasing this book!

Do you like to read on the go but are unable to carry your print books everywhere?

Is your eBook purchase not compatible with the device of your choice?

Don't worry, now with every Packt book you get a DRM-free PDF version of that book at no cost.

Read anywhere, any place, on any device. Search, copy, and paste code from your favorite technical
books directly into your application.

The perks don’t stop there, you can get exclusive access to discounts, newsletters, and great free content
in your inbox daily

Follow these simple steps to get the benefits:

1. Scan the QR code or visit the link below

https://packt.link/free-ebook/9781837630639

2. Submit your proof of purchase

3. That's it! We'll send your free PDF and other benefits to your email directly

xvii
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Part 1:
Reconnaissance and
Footprinting

In this section, you will learn about the importance of reconnaissance and how ethical hackers use
it to identify the attack surface of organizations, locate persons of interest, and perform wireless
signals intelligence.

This part has the following chapters:

o Chapter 1, Fundamentals of Reconnaissance

o Chapter 2, Setting Up a Reconnaissance Lab

o Chapter 3, Understanding Passive Reconnaissance

o Chapter 4, Domain and DNS Intelligence

o Chapter 5, Organizational Infrastructure Intelligence

o Chapter 6, Imagery, People, and Signals Intelligence
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Fundamentals of
Reconnaissance

As an aspiring ethical hacker, penetration tester, or red teamer, reconnaissance plays an important role
in helping cybersecurity professionals reduce organizations’ digital footprint on the internet. These
digital footprints enable adversaries such as hackers to leverage publicly available information about
a target to plan future operations and cyber-attacks. As more organizations and users are connecting
their systems and networks to the largest network infrastructure in the world, the internet, access to
information and the sharing of resources are readily available to everyone. The internet has provided
the platform for many organizations to extend their products and services beyond traditional borders
to potential and new customers around the world. Furthermore, people are using the internet to
enroll and attend online classes, perform e-commerce transactions, operate online businesses, and
communicate and share ideas with others.

Nowadays, using the internet is very common for many people. For instance, if an organization is looking
to hire an employee to fill a new or existing role, the recruiter simply posts the job vacancy with all the
necessary details that are needed for an interested candidate. This enables anyone with internet access to
visit various job forums and recruiting websites to seek new career opportunities and easily submit an
application via the online platform. Information that’s posted and available online enables adversaries to
collect and leverage specific details about the targeted organization. Such details help hackers to determine
the type of network infrastructure, systems, and services that are running on the internal network of a
company without breaking in. This book will teach you all about how threat actors and ethical hackers are
able to leverage publicly available information in planning future operations that lead to a cyber-attack.

During the course of this chapter, you will gain a solid understanding of the importance of reconnaissance
from both an adversary and cybersecurity professional’s perspective, and why organizations need
to be mindful when connecting their systems and network to the internet. Furthermore, you will
learn the fundamentals of attack surface management, why it’s important to organizations, and how
cybersecurity professionals use it to reduce the risk of a possible cyber-attack on their networks. Lastly,



Fundamentals of Reconnaissance

you will discover the tactics, techniques, and procedures that are commonly used by threat actors,
adversaries, ethical hackers, and penetration testers during the reconnaissance phase of an attack.

In this chapter, we will cover the following topics:

« What is ethical hacking?
» Importance of reconnaissance
o Understanding attack surface management

» Reconnaissance tactics, techniques, and procedures

Let’s dive in!

What is ethical hacking?

The term hacking is commonly used to describe the techniques and activities that are performed
by a person with malicious intentions, such as a hacker, to gain unauthorized access to a system or
network. Since the early days of telephone systems, computers, and the internet, many people have
developed a high level of interest in determining how various devices and technologies operate and
work together. It’s quite fascinating that a person can use a traditional landline telephone to dial the
telephone number of another person and establish a connection for a verbal conversation. Or even
using a computer to send an email message to someone else, where the email message can be delivered
to the intended recipient’s mailbox almost instantaneously compared to traditional postal operations.

Due to the curiosity of people around the world, the idea of disassembling a system to further
understand its functions created the foundation of hacking. Early generations of hackers sought to
understand how systems and devices work, and whether there was any flaw in the design that could
be taken advantage of to alter the original function of the system. For instance, during the 1950s and
1960s in the United States, a security vulnerability was found in a telephone system that enabled users
to manipulate/alter telephone signals to allow free long-distance calls. This technique was known as
phreaking in the telecommunication industry. Specifically, a person could use whistles that operated
at 2600 MHz to recreate signals that were used as the telephone routing signals, thus enabling free
long-distance calling to anyone who exploited this flaw. However, telecommunication providers had
implemented a solution known as Common Channel Interoffice Signaling (CCIS) that separated
the signals from the voice channel. In this scenario, people discovered a security vulnerability in a
system and exploited it to alter the operation of the system. However, the intention varied from one
person to another, whether for fun, experimental, or even to gain free long-distance calling.
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What is ethical hacking?

( 7
Important note

A vulnerability is commonly used to describe a security flaw or weakness in a system. An
exploit is anything that can be used to take advantage of a security vulnerability. A threat is
anything that has the potential to cause damage to a system. A threat actor or adversary is the
person(s) who's responsible for the cyber-attack or creating a threat.

. J

A very common question that is usually asked is why someone would want to hack into another system
or network. There are various motives behind each hacker, for instance, many hackers will break into
systems for fun, to prove a point to others, to steal data from organizations, for financial gain by selling
stolen data on the dark web, or even as a personal challenge. Whatever the reason is, hacking is illegal
around the world as it involves using a computing system to cause harm or damage to another system.

While hacking seems all bad on mainstream media, it’s not all bad because cybersecurity professionals
such as ethical hackers and penetration testers use similar techniques and tools to simulate real-world
cyber-attacks on organizations’ networks with legal permission and intent to discover and resolve
hidden security vulnerabilities before real cyber-attacks occur in the future. Ethical hackers are simply
good people and are commonly referred to as white-hat hackers in the cybersecurity industry, who use
their knowledge and skills to help organizations find and resolve their hidden security weaknesses and
flaws prior to a real cyber-attack. Although threat actors and ethical hackers have similar skill sets,
they have different moral compasses, with threat actors using their skills and abilities for malicious
and illegal purposes and ethical hackers using their skills to help organizations defend themselves
and safeguard their assets from malicious hackers.

The following are common types of threat actors and their motives:

o Advanced Persistent Threat (APT) groups — The members of an APT group design their
attacks to be very stealthy and undetectable by most threat detection systems on a targeted
network or system. The intention is to compromise the targeted organization and remain on
its network while exploiting additional systems and exfiltrating data.

« Insider threats — This is an attacker who is inside the targeted organization’s network infrastructure.
This can be a hacker who is employed within the company and is behind the organization’s
security defense systems and has direct access to vulnerable machines. In addition, an insider
threat can be a disgruntled employee who intends to cause harm to the network infrastructure
of the company.

o State actors — These are cybersecurity professionals who are employed by a nation’s government
to focus on national security and perform reconnaissance on other nations around the world.

o Hacktivists — These are persons who use their hacking skills to support a social or political
agenda such as defacing websites and disrupting the availability of or access to web servers.
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o Script kiddie - This type of hacker is a novice and lacks the technical expertise in the industry
but follows the tutorials or instructions of experts to perform cyber-attacks on targeted systems.
However, since this person does not fully understand the technicalities behind the attack, they
can cause more damage than a real hacker.

o Criminal syndicates — This is an organized crime group that focuses on financial gain and
each person has a specialized skill to improve the attack and increase the likelihood of success.
Furthermore, this group is usually well funded to ensure they have access to the best tools that
money can buy.

o White hat — These are cybersecurity professionals such as ethical hackers, penetration testers,
and red teamers who use their skills to help organizations prevent cyber-attacks and threats.

 Gray hat - These are people who use their hacking skills for both good and bad. For instance,
a gray hat threat actor could be a cybersecurity professional who uses their skills in their day
job to help organizations and at night for malicious reasons.

+ Black hat - These are typical threat actors who use their skills for malicious reasons.

Ethical hackers, penetration testers, and red team operators always need to obtain legal permission
from authorities before engaging in simulating any type of real-world cyber-attacks and threats on
their customers’ systems and network infrastructure, while ensuring they remain within scope. For
instance, the following agreements need to be signed between the cybersecurity service provider and
the customer:

o Non-Disclosure Agreement (NDA)
« Statement of Work (SOW)
o Master Service Agreement (MSA)

o Permission of Attack

The NDA is commonly referred to as a confidentiality agreement, which specifies that the ethical
hacker, penetration tester, or red teamer will not disclose, share, or hold on to any private, confidential,
sensitive, or proprietary information that was discovered during the security assessment of the
customer’s systems and network infrastructure.

However, the SOW documentation usually contains all the details about the type of security testing
that will be performed by the ethical hacker/service provider for the customer and the scope of the
security testing, such as the specific IP addresses and ranges. It’s extremely important that ethical
hackers do not go beyond the scope of security testing for legal reasons. Furthermore, the SOW
will contain the billing details, duration of the security testing, disclaimer and liability details, and
deliverables to the customer.
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The MSA is a general agreement that contains the payment details and terms, confidentiality and
work standards of the provider, limitations and constraints, and delivery requirements. This type of
agreement helps the cybersecurity service provider to reduce the time taken for any similar work
that needs to be provided to either new or existing customers. In addition, the MSA document can
be customized to fit the needs of each customer as they may require unique or specialized services.

Permission of attack is a very important agreement for ethical hackers, penetration testers, and red
teamers as it contains the legal authorization that is needed to perform the security testing on the
customer’s systems and network infrastructure. Consider this agreement, in the form of a document, as
the get-out-of-jail card that is signed by the legal authorities, which indicates the granting of permission
to the service provider and its employee(s) who are performing ethical hacking and penetration testing
services on the customer’s systems and network.

Mindset and skills of ethical hackers

Threat actors are always seeking new and advanced techniques to compromise their target’s systems
and networks for legal purposes. For instance, there are different types of hackers and groups around
the world, and each of these has its own motive and rationale for their cyber-attacks:

o Personal accomplishment/challenge, such as proving they have the skills and capabilities to
break into an organization and its systems

« Financial gain, such as stealing confidential data from organizations and selling it on various
dark web marketplaces

« Supporting a social or political agenda such as defacing and compromising websites that are
associated with a social/political movement

o Cyber warfare, such as compromising the Industrial Control Systems (ICS) that manage the
critical infrastructure of a country

While there are many cybersecurity companies around the world who are developing and improving
solutions to help organizations defend and safeguard their assets from cyber criminals, attacks, and
threats, there’s also a huge demand for cybersecurity professionals in the industry. It's already noticeable
through mainstream media platforms that it’s only a matter of time before another organization is
the target of threat actors. In an online article published by the World Economic Forum on January
21, 2015, What does the Internet of Everything mean for security?, the former executive chairman and
CEO of Cisco Systems, John Chambers, said, “There are two types of companies: those who have been
hacked, and those who don’t yet know they have been hacked.” Each day, this statement is becoming
more evident, and more of a reality, as many companies are reporting data breaches, and some reports
indicate attackers were living off the land for many days or even months before the security incident
was detected and contained.
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The need for ethical hacking skills and knowledge is ever growing around the world, as leadership teams
within small to large enterprises are realizing their assets need to be protected and ethical hackers and
penetration testers can help discover and remediate hidden security vulnerabilities, reduce the attack
surface, and improve the cyber defenses of their company against cyber criminals and threats. Ethical
hackers have the same skill set and expertise as malicious attackers such as threat actors, however,
the difference is their intention. Ethical hackers have a good moral compass and choose to use their
skills for good reasons, whereas threat actors use their skills and knowledge for bad reasons, such as
causing harm and damage to systems for illegal purposes.

The following are common technical skills of ethical hackers in the cybersecurity industry:

« Administrative-level skills with various operating systems such as Windows and Linux
« Solid foundational knowledge of networking, such as routing and switching
o Understanding the fundamentals of common security principles and best practices

o Familiar with programming languages such as Go and Python, and scripting languages such
as Bash and PowerShell

o Familiarity with virtualization, containerization, and the cloud

While the preceding list of foundational skills seems a bit intimidating, always remember the field
of cybersecurity and learning is like a marathon and not a sprint. It’s not how quickly you can learn
something, but ensuring you’re taking the time you need to fully understand and master a topic.

The following are non-technical skills of ethical hackers:

« Being proficient in oral and written communication between technical and non-technical persons
« Being an out-of-the-box thinker
+ Being self-motivated and driven to learn about new topics and expand knowledge

« Ensuring you understand the difference between using knowledge for good and bad intentions

Ethical hackers use the same techniques, tools, and procedures as real threat actors to meet their
objectives and discover hidden security vulnerabilities in systems. There’s a proverb that says if you
want to catch a thief, you need to think like one. This proverb applies to ethical hacking - if you want
to find the security vulnerabilities that real hackers are able to discover and exploit, then you need to
adapt your mindset while using the same techniques, tools, and procedures to help you do the same,
with legal permission and good intentions.
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The following diagram shows the EC-Council’s five stages of ethical hacking:

Figure 1.1 - Stages of hacking

As shown in the preceding diagram, ethical hackers and threat actors start with reconnaissance on their
target, then move on to scanning and enumeration, then onward to gaining access and establishing
a foothold in the system by maintaining access, and then covering tracks to remove any evidence of
an attack. Since this book is based on the concept of Reconnaissance for Ethical Hackers, we'll focus
on reconnaissance, scanning, and enumeration during the course of it.

The importance of reconnaissance

The first phase of ethical hacking is reconnaissance - the techniques and procedures that are used
by the ethical hacker to collect as much information as possible about the target to determine their
network infrastructure, cyber defenses, and security vulnerabilities that can be compromised to
gain unauthorized access and improve attack operations accordingly. From a military perspective,
reconnaissance plays an important role in planning and launching an attack on a target. Collecting
information about the target helps the attacker to determine the points of entry, type of infrastructure,
assets owned, and the target’s strengths and weaknesses.

To put it simply, reconnaissance helps ethical hackers to gain a deeper understanding of an organization’s
systems and network infrastructure before launching an attack. The collected information can be leveraged
to identify any security vulnerabilities that can be exploited, thus enabling the ethical hacker to compromise
and gain a foothold in the targeted systems. For instance, using reconnaissance techniques enables the
ethical hacker to identify any running services and open ports and the service and software versions
on a system, all of which can be used to identify and determine potential attack vectors on the target.

In addition, using reconnaissance techniques such as Open Source Intelligence (OSINT) enables
the ethical hacker to passively collect information about their target that’s publicly available on the
internet. Such information may contain usernames, email addresses, and job titles of employees of the
targeted organization. This information can be leveraged to create various social engineering attacks
and phishing email campaigns that are sent to specific employees within the targeted company.
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The following screenshot shows an example of employees’ information that’s publicly available on
the internet:

Figure 1.2 - Employees’ data

As shown in the preceding screenshot, these are various employees of a specific organization. Their
names, email addresses, and job titles are publicly known on the internet. A threat actor could look for
patterns in their email addresses to determine the format that’s used for all employees of the company.
For instance, let’s imagine there’s an employee whose name is John Doe and his email address is jdoe@
companyname . com and another employee is Jane Foster with an email address of jfoster@
companyname . com. This information shows a pattern and format for employees within the same
organization: { F}{lastname}@domain-name . com, where T is the initial letter of the person’s
first name followed by their last name and the company’s domain name. Such information can help an
ethical hacker to send phishing email campaigns to specific email addresses of high-profile employees
of the targeted organization.
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The importance of reconnaissance

Reconnaissance helps organizations to reduce the risk of being compromised by a threat actor and
improve their cyber defenses. By enabling an ethical hacker to perform reconnaissance techniques and
procedures on an organization’s systems and network infrastructure, the organization can efficiently
identify security vulnerabilities and take the necessary measures to remediate and resolve them before
they are discovered and exploited by adversaries. Furthermore, reconnaissance helps organizations to both
identify and keep track of potential threat actors, enabling the company to gain a better understanding
of the cybersecurity threat landscape while implementing and improving proactive countermeasures to
safeguard their assets, systems, and networks. Hence, reconnaissance is not only important to adversaries
but cybersecurity professionals use the gathered information to help organizations.

Reconnaissance is divided into the following types:

« Passive reconnaissance

« Active reconnaissance

Passive reconnaissance enables the ethical hacker to leverage OSINT techniques to gather information
that’s publicly available from various sources on the internet without making direct contact with the target.

The following are some examples of OSINT data sources:

« Job websites

o Online forums

« Social media platforms

« Company registry websites

o Public Domain Name System (DNS) servers

It's important for ethical hackers to use similar techniques and procedures as adversaries during their
security assessments to provide real-world experience to their customers. In addition, it also helps
the organization to determine whether its security team and solutions are able to detect any security
intrusions that are created by the ethical hacker. If the security team were unable to detect any actions
that were performed during the ethical hacking and penetration testing assessment, it’s a good sign for
the ethical hacker as their techniques were stealthy enough to bypass and evade any threat detection
systems on the network. However, this means the organization’s security team needs to improve their
threat monitoring and detection strategies and tune their sensors to catch any security-related anomalies.

Active reconnaissance involves a more direct approach by the threat actor and ethical hacker to
gather information about the target. In active reconnaissance, the ethical hacker uses scanning and
enumeration techniques and tools to obtain specific details about the targeted systems and networks.
For instance, to determine running services and open ports on a server, the ethical hacker can use
a network and port scanning tool such as Nmap to perform host discovery on a network. However,
active reconnaissance increases the risk of triggering security sensors and alerting the security team
about a possible reconnaissance-based attack being performed.
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In the next section, you will learn how cybersecurity professionals, including ethical hackers, leverage
the information that is collected during reconnaissance to help organizations improve their security
posture and manage their attack surfaces.

Understanding attack surface management

The attack surface is simply the number of potential security vulnerabilities that can be exploited to
gain access to a system, network, and organization using attack vectors. If organizations are unable
to identify their security vulnerabilities and implement countermeasures, they are simply leaving
themselves susceptible and exposed to cyber-attacks and threats. Attack Surface Management (ASM)
is not a new study in the cybersecurity industry, rather it's a new focus for cybersecurity professionals
and organizations around the world. ASM is a strategy that’s used by cybersecurity professionals that
enables them to focus on identifying, analyzing, and reducing the attack surface of an organization.
As aresult, by reducing the attack surface of an organization, it reduces the risk of being compromised
by cyber-attacks and threats while safeguarding its assets, resources, and sensitive information.

Adopting ASM within an organization enables the security team to identify and prioritize security
vulnerabilities based on their vulnerability score and potential impact. The Common Vulnerability
Scoring System (CVSS) is commonly referenced within many vulnerability scanning tools to provide
vulnerability of between O and 10, where O is the least impact and 10 is critical. These scores help
cybersecurity professionals to apply high priority and resources to remediate security vulnerabilities
with higher severity.

For instance, the following screenshot shows the base metrics of the CVSS calculator:

Figure 1.3 - CVSS calculator
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As shown in the preceding snippet, the metrics within the base score influence the vulnerability
score. For instance, if an attacker can compromise a security vulnerability on a targeted system over
a network, where the attack complexity is low and does not require any user interaction or escalated
privileges, where the impact will greatly affect the confidentiality and integrity of the system, the
CVSS calculator provides a vulnerability score of 9.4. Keep in mind, these scores are assigned to a
vulnerability based on the criticality and impact on the system.

Tip
To learn more about the CVSS calculator, please see https://www.First.org/cvss/
calculator/3.1.

The following snippet shows the results of a Nessus vulnerability scan, displaying the number of
security flaws and their scores:

Figure 1.4 — Nessus scan results

As shown in the preceding snippet, the CVSS scores were referenced from the CVSS calculator.
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It’s important to recognize that cybersecurity professionals may identify a security vulnerability that is
critical to the operation of the organization and its business processes but has a low potential impact.
There can be security vulnerabilities that are less critical to the operation of the business but have a
greater potential impact if they’re exploited by a threat actor. Therefore, ASM helps organizations in
prioritizing security vulnerabilities based on their impact levels while allocating their resources to
remediating the most critical security vulnerabilities first.

Additionally, organizations that implement ASM are able to better identify and track changes to
their attack surfaces. For instance, if an organization installs a new update to an existing system, this
new update could introduce new security vulnerabilities and potentially change the attack surface,
enabling a threat actor to use new techniques to compromise the system. Similarly, if an organization
implements a new system or application on its network infrastructure, it has the potential of bringing
new security flaws to the attack surface. However, ASM enables cybersecurity professionals to track
changes that are being made to the attack surface of the organization while ensuring the security team
is aware of any new security vulnerabilities that are introduced during this process. Furthermore, the
organization can take the necessary actions to remediate these security vulnerabilities before they
can be exploited by a threat actor.

Another benefit of ASM is its capability of helping organizations efficiently monitor their attack surface
and identify any suspicious activities. This improves real-time threat detection and response within
the company, enabling the security team to take immediate action to prevent, contain, or remediate
the threat from systems and networks. Lastly, when ASM is implemented properly, it helps security
teams to identify whether any malicious activities or threats that evaded security solutions have gone
undetected on their systems and networks.

The following are the major benefits of ASM within the cybersecurity industry:

o Reducing risk - Organizations that adopted ASM are able to identify and reduce their own
attack surfaces, thereby reducing the risk of potential cyber-attacks and threats, and protecting
their assets from threat actors. Hence, by identifying and remediating security vulnerabilities,
it becomes more difficult for threat actors to compromise systems and gain a foothold.

o Prioritization — ASM helps companies to prioritize their resources to remediate security
vulnerabilities that are more critical than others.

o Continuous monitoring - For organizations to ensure their attack surface is small, continuous
monitoring and maintenance are needed. This helps both cybersecurity professionals and
organizations to always be aware of any new security vulnerability that may exist, either due
to a new implementation or an upgrade to a system, therefore, taking the necessary actions
needed to mitigate any security vulnerabilities before they can be exploited.

« Improving incident response — ASM helps security teams to efficiently identify and respond
to security incidents on their network in real time, as a result, reducing the impact and spread
of a threat.
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o Compliance - There are regulatory standards and frameworks that are needed within organizations
that operate in certain industries. For instance, organizations that operate in the payment card
industry need to ensure their systems and networks are compliant with the Payment Card
Industry Data Security Standard (PCI DSS). Being compliant means the organization’s
systems and networks have the specific security controls in place to ensure data is protected.

o Cost-effectiveness - Since ASM helps organizations to improve the identification and remediation
of security vulnerabilities, it reduces the risk of data breaches and increases the availability of
systems that are critical to the organization.

The following are key steps that organizations and cybersecurity professionals can use to get started
with ASM:

1. Asset management — Ensure all assets within your organization are properly tracked and
entered into your inventory. These may include computers, servers, applications, and mobile
devices. This helps organizations to better understand which assets are to be protected and
identify security flaws in them.

2. Identifying and mapping the attack surface — At this stage, the cybersecurity professionals
are to identify security vulnerabilities and map the attack surface of the organization. This stage
includes potential attack vectors that could be used to deliver an exploit and points of entry
such as open ports and vulnerable running services on systems and networks.

3. Assessing risk — This stage focuses on assessing the risk of each security vulnerability and its
impact on the organization. This phase helps with prioritizing and focusing on the most critical
security vulnerabilities, then on less critical vulnerabilities.

4. Implementing security controls - This phase focuses on implementing security controls and
solutions to remediate and mitigate security vulnerabilities that were identified in the previous
stages. Here, the security team will implement network security devices, threat monitoring and
prevention solutions, network segmentation, and so on.

5. Monitoring and maintenance - For ASM to be effective, continuous monitoring of all assets,
systems, and devices is required. It's important to continuously monitor and maintain security
controls that are responsible for mitigating cyber-attacks and threats from exploiting security
vulnerabilities. In addition, continuous monitoring and maintenance help ensure security
controls are effective in safeguarding the assets of the organization.

6. Continuously perform reconnaissance - To identify new security vulnerabilities on the attack
surface, organizations need to continuously perform reconnaissance on their assets, systems,
and network infrastructure. Once new security vulnerabilities are identified, the lifecycle of
ASM is repeated, taking the necessary steps to mitigate the security risk.
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In addition to using the preceding key steps, there are several tools that will help both cybersecurity
professionals and organizations with ASM:

« Vulnerability scanners - These are specialized, automated tools that help cybersecurity
professionals identify security vulnerabilities in a system and provide recommendations on
how to remediate the issue. Furthermore, these tools provide severity ratings, vulnerability
scores, and potential impact.

« Network scanners and mappers — This type of tool helps cybersecurity and networking
professionals to determine live hosts, open service ports, and running applications on host
devices. In addition, they help organizations to map their entire network infrastructure and
identify unauthorized devices that are connected to the company’s network.

« Configuration management tools — This type of tool helps organizations track and manage
their configurations on systems and networks. It also helps cybersecurity professionals to
identify new security vulnerabilities such as misconfigurations that are introduced onto a
device after a new change.

» Application security testing tools — These are specialized tools that are commonly used by
cybersecurity professionals to perform security testing on applications and software to identify
any unknown security flaw.

o Attack Surface Reduction (ASR) tools — These tools are designed to help organizations reduce
their attack surfaces. It works by identifying and denying any malicious network traffic and
disabling unnecessary services on systems and protocols.

« Risk management tools - Risk management tools enable organizations to both track and manage
the risk as it’s associated with their attack surface. Furthermore, this tool helps cybersecurity
professionals to monitor the effectiveness of the security controls that are in place to prevent
cyber-attacks and threats.

« Security Information and Event Management (SIEM) — This is a security solution that
collects, aggregates, and analyzes security-related log messages generated from systems and
devices within an organization to identify any potential cyber-attack and threat in real time.

While these tools are simply recommendations, it’s important to remember no single tool has the
capability of providing complete coverage of the attack surface of an organization. Therefore, a
combination of different tools, techniques, and procedures is required to ensure the organization can
effectively manage its attack surface. Furthermore, as many tools are software-based, it’s important they
are regularly updated to ensure they have the capability of detecting the latest security vulnerabilities
and threats in the industry.

In the next section, you will learn about the tactics, techniques, and procedures that are used by
adversaries during the reconnaissance phase of a cyber-attack.
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Reconnaissance tactics, techniques, and procedures

As you have learned thus far, before an adversary launches an attack against an organization, they need
to perform reconnaissance to gather as much information as possible on the target to determine its
attack surface (points of entry). While there are many techniques that are used by both threat actors
and ethical hackers, MITRE has created its well-known MITRE ATT&CK framework, which outlines
the Tactics, Techniques, and Procedures (TTPs) of adversaries that are based on real-world events.
These TTPs are commonly used by cybersecurity professionals, researchers, and organizations to both
develop and improve their threat modeling and cyber defenses.

MITRE ATT&CK includes reconnaissance TTPs that help us to better understand the methods that
are used by adversaries to collect information about their targets prior to launching an attack. These
TTPs are also used by ethical hackers to efficiently identify security vulnerabilities and how a threat
actor could compromise the attack surface of their client’s network infrastructure.

The following are common reconnaissance TTPs that are used by adversaries:

o Active scanning - During active scanning, adversaries use various scanning tools to collect
information about the target that can be leveraged in future operations. These scanning tools
send special probes to targeted systems and networks to determine live hosts, operating
systems, open ports, and running services on the host machine. Active scanning is an active
reconnaissance technique that involves scanning IP network blocks and public IP addresses of the
target, vulnerability scanning to identify security weaknesses that can be exploited, and wordlist
scanning to retrieve possible passwords for future password-based attacks against the target.

o Gathering victim host information - This technique enables the attacker to collect specific
details about the target’s devices such as their hostnames, IP addresses, device types/roles,
configurations, and operating systems. Additionally, the adversary is able to collect hardware,
software, and client configuration details that can be used to improve the plan of attack. This
technique involves using a combination of both active and passive reconnaissance as a threat
actor can gain a lot of intelligence from OSINT alone and can perform active reconnaissance
to identify specific details that are not easily available on the internet.

o Gathering victim identity information - This technique focuses on collecting details about
the target’s identity — personal data such as employees’ names, email addresses, job titles, and
users’ credentials. This type of information can be collected using passive reconnaissance and
leveraged for future social engineering attacks and gaining access to the target’s systems.

« Gathering victim network information — Adversaries can use passive reconnaissance techniques
to collect information on the target’s network infrastructure such as IP ranges, domain names,
domain registrar details (physical addresses, email addresses, and telephone numbers), and
DNS records. However, active reconnaissance techniques will help the attacker to better identify
the target’s network topology, networking devices, and security appliances. Such information
helps the adversary to better understand the target’s network infrastructure.
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o Gathering victim organization information - This technique enables adversaries to collect
specific information about the target’s organization such as names of departments, business
operations and processes, and employees’ roles and responsibilities. Such information can be
collected using passive reconnaissance. Furthermore, adversaries use this technique to determine
physical locations, business relations, and operating hours.

« Phishing for information — Adversaries send phishing email messages to employees of the
target organization with the intention of tricking a victim into performing an action such as
downloading and installing malware on their system or even revealing sensitive information
such as their user credentials. Adversaries can use spear phishing services from online service
providers, insert malicious attachments in email messages, and insert obfuscated links within
the body of the email message. Since the attacker is using a direct approach, this is an active
reconnaissance technique.

+ Searching closed sources — The adversary may attempt to collect information about the
target from closed sources, where the information is available as a paid subscription (passive
reconnaissance). Such information includes threat intel vendors such as private details from
threat intelligence sources that can be used to compromise the target. Furthermore, adversaries
can purchase information about the target from Dark Web marketplaces/black markets.

» Searching open technical databases — There are many public online sources that enable anyone
to collect information about a target. This technique focuses on leveraging public information
that can be used to improve the plan of attack against an organization. For instance, the adversary
can leverage public DNS records, WHOIS data (domain registration details), digital certificates
(help identify sub-domains), and public databases that contain IP addresses, open ports, and
server banner details about the target. This is another passive reconnaissance technique to
collect information about the target.

« Searching open websites and domains — Adversaries use this technique to search various online
websites and platforms such as social media, internet search engines, and code repositories (such
as GitHub) to collect information that can be used to compromise the target. Searching open
websites and domains is another passive reconnaissance technique for collecting public information.

o Searching victim-owned websites — This technique is used by the adversary to search the
target’s websites for any details that can be leveraged, such as organizational details, physical
locations, email addresses of employees, high-profile employees, and even employees’ names
and contact details. This is an active reconnaissance technique since the attacker establishes a
direct connection to the target’s asset.

These are common strategies used by threat actors, and it helps ethical hackers to efficiently identify
security vulnerabilities within organizations. Additionally, keep in mind that reconnaissance TTPs
are continuously expanding as adversaries are developing new techniques and tools to compromise
organizations. However, cybersecurity professionals and organizations can leverage reconnaissance
TTPs to improve cyber defenses, identify and remediate security vulnerabilities, and reduce their
attack surface and risk of a cyber-attack.
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Summary

Summary

In this chapter, you have learned the importance of ethical hacking and how it helps organizations
to improve their security posture. You have also discovered why threat actors spend a lot of time
collecting information about their targets and how it can be leveraged to identify security vulnerabilities.
Furthermore, you have learned why ethical hackers use similar techniques and strategies to help
organizations identify and remediate their security vulnerabilities before a real cyber-attack occurs.

In addition, you have explored the need for attack surface management within the cybersecurity
industry and how it helps organizations improve their defenses against cyber-attacks and threats.
Lastly, you have gained an insight into reconnaissance TTPs that are commonly observed around
the world as it helps security professionals and organizations to improve their threat modeling and
strategies in safeguarding their assets from cyber criminals.

I hope this chapter has been informative for you and helpful on your journey in the cybersecurity
industry. In the next chapter, Setting Up a Reconnaissance Lab, you will learn how to construct a
security lab environment that will be safe for performing active reconnaissance and vulnerability
assessments on your personal computer.

Further reading

« Basics of footprinting and reconnaissance: https://www.eccouncil .org/
cybersecurity-exchange/ethical-hacking/basics-footprinting-
reconnaissance/

o Attack surface management: https://www.crowdstrike.com/cybersecurity-101/
attack-surface-management/

o MITRE Reconnaissance: https://attack._mitre.org/tactics/TA0043/

o What does the Internet of Everything mean for security?: https://www.weforum.org/
agenda/2015/01/companies-fighting-cyber-crime/
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2
Setting Up a
Reconnaissance Lab

Learning about various cybersecurity topics is always exciting as there are so many new technologies
and content that are quite interesting, especially using various tools and techniques to discover
sensitive details on vulnerable systems and applications. However, obtaining sensitive details about
systems such as their operating systems, known vulnerabilities, open service ports, and running
services requires the ethical hacker to send specially crafted probes to the target. To put it simply, the
ethical hacker can create a script or use an automated software-based scanning tool to send probes
and analyze the responses to determine whether security vulnerabilities exist on the target. However,
scanning is illegal and should not be performed on any system without obtaining legal permission
from the necessary authorities.

As an aspiring or seasoned ethical hacker, it’s important to set up your own lab environment as it
enables you to perform intrusive security testing on your own devices, without worrying about causing
harm or damage to someone else’s systems.

During this chapter, you will learn how to set up and build your personal lab environment to learn
reconnaissance techniques and hone your skills as a cybersecurity professional. You will learn how to
deploy a hypervisor to create virtual machines and implement virtual networking. Additionally, you'll
learn how to get both Kali Linux and Trace Labs OSINT virtual machines up and running. Lastly, you
will learn how to set up both a vulnerable web application and server to learn active reconnaissance
safely on your personal lab. Active reconnaissance requires the ethical hacker to perform various types
of scans on a target that are considered to be intrusive and illegal due to the type of information that
can be collected about the target.



22 Setting Up a Reconnaissance Lab

In this chapter, we will cover the following topics:

Lab overview and technologies

Setting up a hypervisor and virtual networking
Deploying Kali Linux

Deploying an OSINT virtual machine

Implementing vulnerable systems

Let’s dive in!

Technical requirements

To follow along with the exercises in this chapter, please ensure that you have met the following
hardware and software requirements:

Oracle VM VirtualBox: https://www._virtualbox.org/

Oracle VM VirtualBox Extension Pack: https://www.virtualbox.org/wiki/
Downloads

7-zip: https://www._7-zip.org
Kali Linux 2022.4: https://www.kali.org/get-kali/

Trace Labs OSINT VM 2022.1: https://www.tracelabs.org/initiatives/
osint-vm

Vagrant: https://www.vagrantup.com/
OWASP Juice Shop: https://owasp.org/www-project-juice-shop/

Metasploitable 3: https://app -vagrantup.com/rapid7/boxes/metasploitable3-
win2k8

Lab overview and technologies

Building a personal lab environment enables you to explore and improve your technical skills without
the need to acquire expensive hardware or pay for a subscription service. A personal lab environment
provides a lot of scalability and flexibility options such as enabling you to add and remove systems as
needed based on your learning objectives and goals. For instance, by leveraging the power of virtualization
technologies, you can create an entire virtual network with multiple virtual machines running on
your personal computer without any hidden expenses or need for physical hardware components.
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Lab overview and technologies

To better understand the components that are needed for our lab environment, let’s take a look at the
role and function of each major component:

Hypervisor — The hypervisor will enable you to create virtualized environments for installing
and running multiple operating systems simultaneously on top of your existing hardware on
your personal computer. In the lab environment, Oracle VM VirtualBox will be the preferred
hypervisor as it’s free and works with many host operating systems and hardware.

Virtual networking — The hypervisor contains virtual networking components such as a
virtual Switch (vSwitch) and virtual Network Interface Card (vNIC), which enables a virtual
machine to intercommunicate with other virtual machines on the same hypervisor and systems
on the physical network.

Attacker machine - The attacker machine(s) will be used to perform passive and active
reconnaissance and scanning techniques. We'll use Kali Linux 2022.4 (not Kali Linux Purple)
and Trace Labs OSINT VM as these are free and contain all the necessary tools you’ll need to
learn and perform reconnaissance and scanning.

Vulnerable server - To perform active reconnaissance and scanning on a target, a vulnerable
server is needed within the lab environment. The preferred choice will be Metasploitable 3
Windows VM as it’s designed for learning about ethical hacking and penetration testing.

Vulnerable web application - To safely perform active reconnaissance on a web application, we'll
set up OWASP Juice Shop, a vulnerable web application that’s designed to help cybersecurity
professionals better understand the OWASP Top 10: 2021 Web Application Security Risks
in the industry.

The following diagram shows the lab topology that will be built and run on your personal computer:

Figure 2.1 — Lab infrastructure
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The hypervisor will be installed on your host operating system, which enables you to create virtual
machines. Kali Linux, Trace Labs OSINT VM, and Metasploitable 3 Windows VM will run as virtual
machines on the hypervisor when needed. Additionally, the hypervisor will assign vNICs to each
virtual machine to interface with the virtual and physical networks via vSwitches. The PentestNet
(172.30.1.0/24) is a virtually isolated network between Kali Linux and the Metasploitable 3
Windows VM machines that will be strictly used for active reconnaissance. However, Kali Linux and
the Trace Labs OSINT VM will be connected to the internet.

In the next section, you will learn how to set up the hypervisor and virtual network environments
on your computer.

Setting up a hypervisor and virtual networking

There are many hypervisors that are available in the industry; however, we'll be using Oracle VM
VirtualBox as it’s free and simple to use while containing all the important features and components
needed for our lab environment. In this section, you will learn how to set up a hypervisor and
virtual networking.

Before getting started, please ensure your system meets the following requirements:

« Ensure the VT-x/AMD-V feature is supported on your processor

« Ensure the virtualization feature is enabled on the processor via the BIOS/UEFI
Most modern processors support VT-x (Intel) or AMD-V (AMD), a technology that enables the host
operating system and applications to leverage the virtualization features of the Central Processing
Unit (CPU). However, some computer vendors do not enable the operating system to leverage the
virtualization feature of the processor. Hence, it’s important to manually access the BIOS/UEFI and

ensure virtualization is enabled under the processor menu, or else the hypervisor may not work
as expected.

Part 1 - setting up the hypervisor
To get started with setting up the hypervisor on your host operating system, please use the following steps:

1. Firstly, to download the Oracle VM VirtualBox application, go to https://www.
virtualbox.org/ and click on Download VirtualBox, as shown here:
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Figure 2.2 - VirtualBox website

Next, you'll be redirected to the Downloads page at https://www.virtualbox.org/
wiki/Downloads. Click on Windows hosts to download the VirtualBox 7.0.4 platform

package on your computer:

VirtualBox binaries

By downloading, you agree to the terms and conditions of the respective license.

If vou're looking for the latest VirtualBox 6.1 packages, see VirtualBox 6.1 builds.

VirtualBox 7.0.4 platform packages

ExWindows hosts
=rmacOs [ Intel hosts
=» Developer preview for macOS / Arme4 (M1/M2) hosts
Linux distributions
=*Solaris hosts

« =+ Spolaris 11 IPS hosts

The binaries are released under the terms of the GPL version 3.

Figure 2.3 - VirtualBox platform packages
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3. Once the platform package has been downloaded, scroll down on the same Downloads page
to the VirtualBox 7.0.4 Oracle VM VirtualBox Extension Pack section and click on All
supported platforms to download the extension pack onto your system:

VirtualBox 7.0.4 Oracle VM VirtualBox Extension Pack

« = All supported platforms h

Support VirtualBox RDP, disk encryption, NWMe and PXE boot for Intel cards.
See this chapter from the User Manual for an introduction to this Extension
Pack. The Extension Pack binaries are released under the VirtualBox Personal
Use and Evaluation License (PUEL). Please install the same version extension
pack as your installed version of VirtualBox.

Figure 2.4 - VirtualBox extension pack

4. Next, install the Oracle VM VirtualBox platform package that was downloaded during Step
2. During the installation process, use the default setting by the installer to complete this step.

5. Next, to install the VirtualBox 7.0.4 Oracle VM VirtualBox Extension Pack, right-click on
the package and select Open With > VirtualBox Manager. Accept the user agreement and
proceed with the installation.

At this point, both VirtualBox Manager and VirtualBox Extension Pack are installed on the host
operating system of your computer. Next, you will create the PentestNet virtual network using the
networking capabilities of VirtualBox.

Part 2 - creating a virtual network

The PentestNet virtual network will enable Kali Linux to communicate with the Metasploitable 3
Windows VM within our lab environment. To get started with this exercise, please use the following steps:

1.  On your Windows host operating system, open the Command Prompt.

2. Next, use the following commands to change the working directory to the installation location
of VirtualBox and create a Dynamic Host Configuration Protocol (DHCP) server within
VirtualBox Manager:

C:\Users\Glen> cd C:\Program Files\Oracle\VirtualBox

C:\Program Files\Oracle\VirtualBox> vboxmanage dhcpserver
add --network=PentestNet --server-ip=172.30.1.1
--lower-ip=172.30.1.20 —-upper-ip=172.30.1.50
--netmask=255.255.255.0 --enable
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The following snippet shows the result of executing the preceding commands on the Windows
Command Prompt:

™ Command Prompt x + | = o %

Microsoft Windows [Version 18.8.22621.1185]
(c) Microsoft Corporation. All rights reserved.

C:\Users\Glen> cd C:\Program Files\Oracle\VirtualBox

C:\Program Files\Oracle\VirtualBox>vboxmanage dhcpserver add --network=PentestNet --server-ip=172.36.1.1
—-lower-ip=172.30.1.20 --upper-ip=172.30.1.50 --netmask=255.255.255.8 ——enable

Figure 2.5 - Configuring virtual networking

Once the commands are executed correctly, the PentestNet virtual network will be automatically
created and VirtualBox Manager will enable us to connect any virtual machine on it and receive an
IP address from the virtual DHCP server.

Tip
To learn more about VirtualBox networking commands, please see https://www.
virtualbox.org/manual/ch06 _html.

Having completed this section, you have learned how to set up a hypervisor and create a virtual network
using Oracle VM VirtualBox. Next, you will learn how to both deploy and get up and running with
Kali Linux as a virtual machine.

Deploying Kali Linux

Kali Linux is the most popular Linux-based penetration testing operating system within the cybersecurity
industry. It contains all the essential tools an ethical hacker and penetration tester would need to
discover and exploit security vulnerabilities on systems, networks, and applications.

Part 1 - setting up Kali Linux as a virtual machine
To get started with deploying Kali Linux as a virtual machine, use the following steps:

1. Firstly, go to the official Kali Linux website at https://www_kali.org/get-kali/
and click on Virtual Machines, as shown in the following screenshot:
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Figure 2.6 — Kali Linux download page

2. Next, click on VirtualBox 64 to download the Kali Linux VirtualBox file, as shown in the
following screenshot:

Figure 2.7 - Kali Linux virtual file
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5.

This will be a compressed (zipped) file that contains the Kali Linux virtual hard disk and setup
configurations and enables us to easily import it into VirtualBox Manager.

After downloading the Kali Linux VirtualBox file, you will need an unzipping application
such as 7-Zip to extract the contents of the downloaded file. You can download 7-Zip from
https://www.7-zip.org/ and install it.

Next, right-click on the Kali Linux zipped file and select Show more options, as shown in the
following screenshot:

Figure 2.8 — Displaying more options

Next, select 7-Zip > Extract Here to extract the contents within the present working directory:
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Figure 2.9 — 7-Zip extract options

Once the extract process begins, the following window will appear showing the status
until completion:

Figure 2.10 — Extraction status window

Once the extraction is completed, the contents will be available within the same directory.
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6. Next, open the VirtualBox Manager application, and click on Machine > Add..., as shown
in the following screenshot:

Figure 2.11 - Adding a new virtual machine

7. A new window will appear. Navigate to the location of the extracted folder, select the kali-
linux-2022.4-virtualbox-amd64 file, and click on Open, as shown in the following screenshot:

Figure 2.12 - Selecting the virtual machine file

Once you've clicked on Open, the Kali Linux virtual machine will automatically be imported
into VirtualBox Manager.
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8. Next, we need to assign one network adapter to our Kali Linux virtual machine for internet
connectivity and another to access the PentestNet virtual network. Select the Kali Linux virtual
machine and click Settings, as shown in the following screenshot:

Figure 2.13 - Virtual machine settings

9. Next, select the Network category and use the following configurations for Adapter 1:

Enable Network Adapter: Check the box to enable

Attached to: Bridged Adapter

Name: Select the physical network adapter that is connected to the internet
Cable Connected: Yes — check the box

The following snippet shows the configurations of Adapter 1:
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Figure 2.14 - Network Adapter 1 settings

10. Next, select Adapter 2 and use the following configurations:

Enable Network Adapter: Check the box to enable
Attached to: Internal Network

Name: Manually type PentestNet into the field
Cable Connected: Yes - check the box

Promiscuous Mode: Allow All
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The following snippet shows the configurations of Adapter 2:

Figure 2.15 - Configuring Adapter 2

11. Lastly, click on OK to save the configurations of the virtual machine.

Part 2 - getting started with Kali Linux

In my years of experience in deploying Kali Linux as a virtual machine, sometimes there’s no internet
connectivity when it’s connected to both an IPv4 and IPv6 network. Therefore, we'll need to disable
IPv6 within Kali Linux to bypass this issue for our future exercises. Additionally, it's good practice to
change the default user credentials, and verify whether Domain Name System (DNS) is working as
expected and theres internet connectivity on the virtual machine.

To get started with this exercise, please use the following steps:

1. Let’s power on the Kali Linux virtual machine; select Kali Linux and click on Start, as shown
in the following screenshot:
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Figure 2.16 — Booting Kali Linux

2. Next, to log in to Kali Linux, use the default user credentials of kal i for both Username and
Password, as shown in the following screenshot:

Figure 2.17 - Login interface
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3. Once youre logged in, the display of the guest operating system (Kali Linux) may not automatically
scale to fit your monitor’s resolution. To automatically scale the display, select View and toggle
with Auto-resize Guest Display, as shown in the following screenshot:

Figure 2.18 — Scaling the display

After toggling with the Auto-resize Guest Display option, the display will automatically scale
to fit your monitor’s resolution onward, even after reboots.

4. Next, to disable IPv6 on Kali Linux, click on the Kali Linux icon in the top-left corner to open
the menu and select the Settings icon, as shown in the following screenshot:

INVESTIGADOR Z



Deploying Kali Linux 37

Figure 2.19 - Kali Linux menu
As shown in the preceding snippet, the pre-installed tools are categorized based on the phases
of ethical hacking and penetration testing.

When the Settings menu appears, click on Advanced Network Configuration, as shown in
the following screenshot:
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Figure 2.20 - Settings menu

6. Next, the Network Connections window will appear; select Wired connection 1 and click the
gear icon as shown in the following screenshot:

Figure 2.21 — Network connections window

If you recall on the virtual machine settings of Kali Linux, Adapter 1 is connected to the physical
network with the internet connection, hence we selected Wired connection 1, as these are the
same network interfaces.
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7. Next, the Editing Wired connection 1 window will appear; select the IPv6 Settings tab, change
Method to Disabled, and click on Save, as shown in the following screenshot:

Figure 2.22 - Disabling IPv6

8. Next, close both the Network Connections and Settings windows.

9. Lastly, restart Kali Linux for the changes to take effect. The power options are located in the
top-right corner of the Kali Linux user interface.

Part 3 - changing the password and testing connectivity

To get started with changing the default password and testing network connectivity, please use the
following steps:
1. Firstly, log in to Kali Linux by using the default user credentials (kal i/kal i).

2. Next, click on the Kali Linux icon in the top-left corner to expand the Kali Linux menu and
select Terminal Emulator, as shown in the following screenshot:
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Figure 2.23 - Locating the Terminal

3. Next, use the following command to change the default password for the kal i user account:
kali@kali:~$ passwd

When you're entering passwords on a Linux Terminal interface, it’s invisible for security reasons,
as shown in the following screenshot:

Figure 2.24 — Changing passwords

4. Next, use the following commands to display the IP addresses, Media Access Control (MAC)
addresses, and status of the network adapters on Kali Linux:

kali@kali:~$ ip address
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6.

The following snippet shows the two network adapters on Kali Linux - ethO, which is
connected to the internet, and ethl, which is connected to the PentestNet network on the
172.30.1.0/24 subnet:

Figure 2.25 - Checking network adapters

The ethO network adapter should have an IP address from your personal network, while eth1l
is assigned an IP address from the PentestNet virtual network.

Next, to test DNS resolution and internet connectivity on Kali Linux, use the following
command to send four Internet Control Message Protocol (ICMP) echo request messages
to Google’s web server:

kali@kali:~$ ping www.google.com -c 4

The following snippet shows that Kali Linux was able to resolve the hostname to an IP address
and successfully reach Google’s web server on the internet:

Figure 2.26 — Testing internet connectivity

Next, use the following commands to update the package repository list on Kali Linux:

kali@kali:~$ sudo apt update
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The following snippet shows the execution of the preceding commands:

Figure 2.27 — Updating package repository

Updating the package repository list on Kali Linux ensures it will download both the latest
software packages and updates from the official sources.

Having completed this section, you have learned how to deploy and set up Kali Linux as a virtual
machine. In the next section, you will learn how to set up a dedicated virtual machine for collecting
Open Source Intelligence (OSINT).

Deploying an OSINT virtual machine

The Trace Labs OSINT VM is a customized version of Kali Linux that’s designed for learning and
performing reconnaissance. It has all the essential pre-installed software-based tools an ethical hacker
will need to collect information about their targets. In addition, the Trace Labs OSINT VM is free for
everyone to download and set up as a virtual machine on a hypervisor.

Part 1 - setting up OSINT VM

To get started setting up Trace Lab OSINT VM, please use the following steps:

1. Firstly, go to https://www.tracelabs._org/initiatives/osint-vmand click
the Download OVA button, as shown in the following screenshot:
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Figure 2.28 — Trace Labs download page

2. Next, select the TL OSINT VM 2022.1 OVA release file to download:

Figure 2.29 — OSINT VM OVA file

3. After the OVA file has been downloaded onto your computer, open VirtualBox Manager,
select Tools, and click on Import, as shown in the following screenshot:
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Figure 2.30 - VirtualBox Manager

4. Next, a new window will appear; simply navigate to the location where the OSINT VM OVA
file is stored, select it, and click on Open, as shown in the following screenshot:

Figure 2.31 — OSINT VM OVA file

5. Next, the Import Virtual Appliance window will appear; click on Next:
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<« Import Virtual Appliance

Appliance to import

Please choose the source to import appliance from. This can be a local file system to import OVF archive or one of known doud service providers to import cloud VM from.

Source: Local File System A

Plesse choose 2 file to import the virtual appliance from. VirtualBox currently supports importing appliances saved in the Open Virtuslization Format (OVF). To continue, sslect the fie
to import below.

File:  C:\Users\Glen\Downloads\Recon for Ethical Hackers\TL-OSINT-VM-2022.1.ova

Figure 2.32 - Importing the virtual appliance

6. Next, the configurations window will appear; click on Import:

&« Import Virtual Appliance

Appliance settings

These are the virtual machines contained in the appliance and the suggested settings of the imported VirtualBox machines, You can change many of the properties showmn by double-
clicking on the items and disable others using the check boxes below.

Virtual System 1
28 Name TL OSINT VM 2022.1
H Guest 05 Type 4 oracle (64-bit)
& cru 2
& ram 2048 MB
@ pvD a
£ USB Controller [/]
ip Sound Card @ ICH ACa7
E Network Adapter @ Intel PRO/1000 MT Desktop (82540EM)

O Storage Controller (IDE)  PliX4
0 Storage Controller (IDE)  PlIX4
v ’ Storage Controller (SATA) AHCI
Q Virtual Disk Image TL OSINT VM 2022.1-disk001.vmdk
Base Folder DAVirtualBox VM
ﬁ Primary Group /

Machine Base Folder:  — D:\VirtualBox VM

MAC Address Policy: | Generate new MAC addresses for all network adapters

Additional Options: [ Import hard drives 2s VDI

Appliance is not signed

Figure 2.33 - Appliance settings window
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Once the import process begins, the following status window will appear:

Figure 2.34 — Importing status window

After the import process is completed, the OSINT VM will appear within VirtualBox Manager.

7. Next, let’s connect the OSINT VM to the physical network by bridging the vNIC of the virtual
machine to the physical NIC of your computer. Select the OSINT VM and click on Settings:

Figure 2.35 - VirtualBox Manager

Tip
Within the OSINT VM settings, you can increase the allocated memory to the virtual machine.
Within the virtual machine, go to Settings > System > Motherboard > Base Memory. If you

have additional memory on your host computer, consider increasing the memory allocation
to 4,096 MB (4GB) of RAM.
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8. Next, click on Network and use the following settings for Adapter 1:

= Enable Network Adapter: Check the box to enable

= Attached to: Bridged Adapter

* Name: Select the physical network adapter that is connected to the internet
Cable Connected: Yes — check the box

The following snippet shows the configurations:

Figure 2.36 — Network adapter configurations

9. Next, click on OK to save the configurations for the OSINT VM.
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Part 2 — getting started and testing connectivity
To get started with OSINT VM, please use the following steps:

1. Open VirtualBox Manager, select the TL OSINT VM, and click on Start to power on the
virtual machine.

2. Once the OSINT VM is powered on, log in using 0Sint for both Username and Password,
as shown in the following screenshot:

Figure 2.37 - OSINTVM

3. Once youre logged in, use the steps in the previous section to disable IPv6 on the OSINT VM
and restart for the changes to take effect.

4. (Optional) To change the default password of the 0STINt user account, open the Terminal and
use the passwd command.
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5. Next, open the Terminal and use the following commands to identify the network adapters
and their IP addresses, and test connectivity to the internet:

osint@osint:~$ ip address
osint@osint:~$ ping www.google.com -c 4

The following snippet shows the expected results:

Figure 2.38 — OSINT VM connectivity test

As shown in the preceding snippet, the @thO network adapter has an IP address from the
DHCEP server on the physical network. This IP address will be different based on your network
settings. Additionally, the OSINT VM was able to successfully perform DNS resolution and
was able to connect to Google’s web server on the internet.

Tip
Executing some commands on Kali Linux and OSINT VM requires the usage of sudo followed

by the commands to invoke root privileges, such as sudo ip address. To use the root
account, use the sudo su - command on the Terminal.

Having completed this section, you have deployed the OSINT VM as a virtual machine. In the next
section, you will learn how to set up a vulnerable web application and server within the lab environment.

Implementing vulnerable systems

In this section, you'll learn how to set up the OWASP Juice Shop vulnerable application on Kali Linux
to safely learn how to perform active reconnaissance on web applications. Additionally, you will learn
how to set up Metasploitable 3 Windows VM as a virtual machine within our lab environment.
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Setting up a vulnerable web application
To get started with setting up OWASP Juice Shop on Kali Linux, please use the following steps:

1. Firstly, power on the Kali Linux virtual machine within VirtualBox Manager.
2. Open the Terminal and use the following command to update the package repository list:

kali@kali:~$ sudo apt update

The following snippet shows the successful execution of the command:

Figure 2.39 - Updating package list

3. Next, use the following command to install the Docker repository on Kali Linux:

kali@kali:~$ printf "%s\n" "deb https://download.docker.com/
linux/debian bullseye stable™ |

sudo tee /etc/apt/sources.list.d/docker-ce.list

The following snippet shows the preceding command when executed on the Terminal:

Figure 2.40 — Adding the Docker repository
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4.

Next, use the following commands to import the GNU Privacy Guard (GPG) key on Kali Linux:

kali@kali:~$ curl -fsSL https://download.docker.com/linux/
debian/gpg |

sudo gpg --dearmor -o /etc/apt/trusted.gpg-d/docker-ce-
archive-keyring.gpg

The following snippet shows the execution of the preceding commands:

Figure 2.41 - Importing the GPG key

Next, re-update the package repository list on Kali Linux:

kali@kali:~$ sudo apt update

The following snippet shows the package list was updated again:

Figure 2.42 - Package list updated

Next, use the following commands to install docker-ce:

kali@kali:~$ sudo apt install -y docker-ce docker-ce-cli
containerd.io

The following snippet shows the installation process:
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Figure 2.43 — docker-ce installation

7. Next, use the following commands to pull the OWASP Juice Shop Docker container and install
it on Kali Linux:

kali@kali:~$ sudo docker pull bkimminich/juice-shop

The following snippet shows the download and setup process of OWASP Juice Shop:

Figure 2.44 - Setting up OWASP Juice Shop
8. Next, to run the OWASP Juice Shop Docker container, use the following commands:

kali@kali:~$ sudo docker run --rm -p 3000:3000 bkimminich/juice-
shop

INVESTIGADOR Z



Implementing vulnerable systems 53

The following snippet shows the execution of the preceding commands:

Figure 2.45 — Running OWASP Juice Shop

9. Lastly, open the web browser on Kali Linux and go to http://1ocalhost:3000/ to view
the OWASP Juice Shop web application, as shown in the following screenshot:

Figure 2.46 — OWASP Juice Shop web interface


http://localhost:3000/
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Important note

The official instructions for setting up Docker on Kali Linux can be found at: https://www .
kali.org/docs/containers/installing-docker-on-kali/.

Having completed this exercise, you have learned how to set up Docker and OWASP Juice Shop on
Kali Linux. Next, you will learn how to set up Metasploitable 3 Windows VM in our lab environment.

Setting up a vulnerable machine
To get started on setting up Metasploitable 3 Windows VM, please use the following steps:

1. Firstly, you will need to download and install Vagrant, an open source application that enables
a user to build and maintain virtual machines and applications. On your host computer,
open the web browser and go to https://developer .hashicorp.com/vagrant/
downloads, then download the Vagrant 2.3.3 AMD64 version on your computer:

Figure 2.47 — Vagrant download page
2. After downloading Vagrant, double-click on the installer package to install the application

on your host computer. After the installation is complete, you’ll be prompted to restart your
computer for the changes to take effect.
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3. After restarting your computer, open the Windows Command Prompt and use the following
commands to reload and install additional Vagrant plugins:

C:\Users\Glen> vagrant plugin install vagrant-reload
C:\Users\Glen> vagrant plugin install vagrant-vbguest

The following snippet shows the results of running the preceding commands:

C:\Users\Glen> vagrant plugin install vagrant-reload
==> vagrant: A new version of Vagrant is available: 2.3.4 (installed version: 2.3.3)!
==> vagrant: To upgrade visit: https://www.vagrantup.com/downloads.html

Installing the 'vagrant-reload' plugin. This can take a few minutes...
Installed the plugin 'vagrant-reload (0.0.1)'!

C:\Users\Glen> vagrant plugin install vagrant-vbguest
Installing the 'vagrant-vbguest' plugin. This can take a few minutes...

Installed the plugin 'vagrant-vbguest (0.31.8)'!

C:\Users\Glen>

Figure 2.48 - Installing Vagrant plugins

4. Next, use the following commands to download the Metasploitable 3 Windows VM files from
the Vagrant repository:

C:\Users\Glen> vagrant box add rapid7/metasploitable3-win2k8

Ensure you enter 1 to specify VirtualBox as the provider, as shown in the following screenshot:

C:\Users\Glen> vagrant box add rapid7/metasploitable3-win2k8

==> box: Loading metadata for box 'rapid7/metasploitable3-win2k8'
box: URL: https://vagrantcloud.com/rapid7/metasploitable3-win2k8

This box can work with multiple providers! The providers that it

can work with are listed below. Please review the list and choose

the provider you will be working with.

1) virtualbox
2) vmware
3) vmware_desktop

Choose 1 and hit Enter

Enter your choice: 1

Figure 2.49 - Selecting the provider type
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Vagrant will begin to download the Metasploitable 3 Windows VM files, as shown in the
following screenshot:

Figure 2.50 - Download status

5. Next, open Windows Explorer and navigate to C-\Users\yourusername\.vagrant.d\
boxes, where you will find the rapid7-VAGRANTSLASH-metasploitable3-win2k8
folder. Rename the rapid7-VAGRANTSLASH-metasploitable3-win2k8 folder
to metasploitable3-win2k8.

6. Next, on the Windows Command Prompt, use the following commands to change the working
directory and initialize the build configurations for the Metasploitable 3 Windows VM:

C:\Users\Glen> cd .vagrant.d\boxes

C:\Users\Glen\.vagrant.d\boxes> vagrant init metasploitable3-
win2k8

7. Next, use the following command to start the build process of the virtual machine:
C:\Users\Glen\.vagrant.d\boxes> vagrant up

The following snippet shows the build process:
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Figure 2.51 — Vagrant build process

Important note

If the vagrant up command gives an error, execute it again.

This process usually takes a few minutes to complete.

8. Once the process is completed, open VirtualBox Manager, where you will find the Metasploitable
3 Win VM running in the background. Select the virtual machine and click on Show:

Figure 2.52 — Metasploitable 3 Windows virtual machine
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9. Once the virtual machine window appears, click on Input > Keyboard > Insert Ctrl-Alt-Del,
as shown in the following screenshot:

Figure 2.53 - Boot screen

10. Next, select the Administrator account and use the default password (vagrant) to log in, as
shown in the following screenshot:

Figure 2.54 - Login window
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Once you're logged in, simply close all the windows that appear and do not activate the
operating system.

11. Next, click on the Windows icon in the bottom-left corner and shut down the virtual machine,
as shown in the following screenshot:

Figure 2.55 — Powering off the virtual machine

12. Once the virtual machine is powered off, select it and click on Settings:
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Figure 2.56 - VirtualBox Manager

13. Next, select Network and use the following configurations on Adapter 1:

Enable Network Adapter: Check the box to enable
Attached to: Internal Network

Name: Manually type PentestNet into the field
Cable Connected: Yes — check the box
Promiscuous Mode: Allow All

The following snippet shows the configurations of Adapter 1:
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14.
15.

Figure 2.57 — Network adapter settings

Next, click on OK to save the configurations.

Lastly, power on and log in to the Metasploitable 3 Win VM with the Administrator user
account, open the Command Prompt, and use the ipconfig command to verify the virtual
machine is assigned an IP address from the 172.30.1.0/24 network, as shown:
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Figure 2.58 - Verifying network connectivity

16. Lastly, power oft the virtual machine.

Having completed this section, you have learned how to set up the Metasploitable 3 Windows VM as
a vulnerable server within the lab environment.

Summary

During the course of this chapter, you have discovered the importance and benefits of building your
personal lab environment for learning and gaining hands-on experience when learning about various
cybersecurity topics. Additionally, you have learned how to set up a virtualized environment and network,
how to deploy Kali Linux and OSINT VM, and how to set up vulnerable systems for security testing.

I hope this chapter has been informative for you and helpful in your journey in the cybersecurity industry.
In the next chapter, Understanding Passive Reconnaissance, you will learn about the fundamentals
and importance of using passive reconnaissance techniques to discover organizations’ assets that are
exposed on the internet.
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Further reading

Kali Linux official documentation: https://www.kali.org/docs/
VirtualBox documentation: https://www.virtualbox.org/wiki/Documentation

Trace Labs OSINT VM documentation: https://github.com/tracelabs/tlosint-
live/wiki

OWASP Juice Shop documentation: https://owasp.org/www-project-juice-shop/

Metasploitable 3 documentation: https://github.com/rapid7/metasploitable3/
wiki
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Understanding Passive
Reconnaissance

As more people and organizations are connecting to the largest network in the world, the internet is
becoming a massive storage medium. Lots of people are uploading various types of data on many websites
and online platforms. While the internet is known as the information super-highway, enabling people
around the world to share information and collaborate, it has become a medium for storing data about
people, organizations, systems, and networks. Such information can be leveraged by adversaries with
malicious intent to plan future cyber-attacks on a target. As an aspiring ethical hacker, it’s important
to understand how adversaries are able to discover and leverage publicly available information to
create a profile of their target and improve their strategies and techniques in their cyber operations.

During the course of this chapter, you will learn about the fundamentals and importance of passive
reconnaissance and the best practices that are used by industry experts such as ethical hackers and
penetration testers, as well as how these techniques are aligned with adversaries. Furthermore, you
will explore the fundamentals of Open Source Intelligence (OSINT) and how it helps organizations
to reduce their attack surface. Additionally, you will also learn how to efficiently conceal your online
identity as an ethical hacker when performing passive reconnaissance and how to anonymize your
internet traffic.

In this chapter, we will cover the following topics:
o Exploring passive reconnaissance
« Fundamentals of OSINT
« Concealing your online identity

« Anonymizing your network traffic

Let’s dive in!
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Technical requirements

To follow along with the exercises in this chapter, please ensure that you have met the following
hardware and software requirements:

« Kali Linux: https://www.kali.org/get-kali/

o Instructions on how to set up the The Onion Router (TOR) service and browser on Kali
Linux: https://www.kali.org/docs/tools/tor/

Exploring passive reconnaissance

As time goes on, the internet is becoming a more valuable resource every day to many people and
organizations, helping everyone to collaborate and share ideas with others beyond traditional borders.
The internet was originally referred to as an information super-highway, enabling a user with an internet
connection and a computer to easily visit websites, participate in online forums and communities, and
perform e-commerce transactions without visiting a traditional brick-and-mortar store.

In today’s world, smartphones with a data plan enable a user to easily access the internet and its
resources within a few seconds. For instance, imagine youre looking to advance your career in the
cybersecurity industry and want to identify any organization that’s hiring professionals within your
region. Using the web browser on your smartphone and Google Search, you can quickly research
the top cybersecurity organizations within your region, check their career portal, and explore their
hiring process. Additionally, you can further determine the mission, vision, core values, interviewing
process and panel, and job responsibilities and requirements of a suitable candidate. However, some
organizations leak too much data in their job posts, which is leveraged by threat actors in planning
future cyber-attacks.

Every day, many people around the world use the internet and upload documents, audio, video, and
other file types. This data is not automatically erased from the internet when a user decides to delete
it. For instance, the Internet Archive is a public digital library that indexes and keeps a record of
everything it knows on the internet for the past 20 years. To put it simply, if you upload or create anything
on the internet and delete it after, it’s not erased from the internet because it can be retrieved using
the Wayback Machine on the Internet Archive to view historical data on the internet. Hence, threat
actors leverage data collected from the Internet Archive about their targets to improve their attacks.

The following figure shows the Wayback Machine, which allows anyone to insert a Uniform Resource
Locator (URL) within the search field:
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Figure 3.1 — The Wayback Machine

Once a valid URL is entered, the Wayback Machine will check its archival records for any snapshots
of the website and provide a timeline, allowing a user to select an available date to view the web page
at that point in time.

Important note

To learn more about the Internet Archive, the Wayback Machine, and its resources, please
visit https://archive.org/.

Data privacy is a major concern around the world as more people, organizations, and governments
are becoming more aware of the impact of confidential data being available to anyone with malicious
intentions, such as adversaries and other threat actors. There are many data privacy concerns when
visiting websites, such as whether users’ data is being collected and how it’s going to be used by the
website owner. For instance, some websites do not have any security protection for their users and will
transmit data between the web server and the user’s web browser in plaintext, enabling an adversary
to intercept and capture any sensitive data. For instance, websites insert cookies into the visitor’s web
browser, which enables the website to track the visitor’s activities and information about the user while
improving the user experience. If a threat actor were to capture and analyze the data found within
cookies, the adversary will be able to retrieve session IDs and determine the user’s web activities. If
the user is authenticated on the website, the session ID enables the threat actor to gain unauthorized
access to the victim’s account on the same website without knowing the victim’s user credentials.

With the growth of the internet came many social media websites, which enable people to digitally
connect and share updates with their family, friends, and co-workers using an online digital platform.
Social media platforms have grown a lot over the past decade as many people and organizations use
these platforms to start online communities, advertise their products and services, and share news and
updates. While social media websites encourage everyone to connect with each other, it’s important
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to understand these websites create a web of people who are linked to each other with a mutual
connection. For instance, when you visit someone’s profile on a social media platform as a logged-in
user, the platform shows your mutual connections or friends. If you click on a mutual contact, you're
redirected to the person’s profile where you may see additional mutual connections or friends, which
creates a digital web of people who are interconnected in some way.

While social media platforms help people stay connected digitally, some people's online profiles may be
less secure than others, leaking your data to threat actors. For instance, if you do not use social media
and others do, you may appear in pictures that are posted by your family, friends, or co-workers with less
secure profile. This provides the opportunity for a threat actor to use facial recognition to determine the
identity of a person from a picture and use Google Images to perform reverse image searches to identify
any websites that contain similar pictures to determine the identity or location of someone or something.

Tip
To learn more about advanced Google searching, please refer to Chapter 4, Domain and DNS

Intelligence. To learn more about reverse image searching, please refer to Chapter 6, Imagery,
People, and Signals Intelligence.

The following figure shows the Search by Image feature on Google Images:

Figure 3.2 — Google Images

Important note

Google Images leverages Google Lens, an advanced image recognition technology, to help
identify location, text, and objects.

There are many data sources that threat actors and ethical hackers use to collect information about
organizations and people. Data brokers are organizations that buy, collect, analyze, and sell data about
people and organizations without first gaining permission. Data brokers often sell data to anyone such as
advertising agencies, people search engines, financial institutions, and marketing companies around the
world. Data brokers collect data from many sources, including tracking information found within website
cookies that are placed on users’ web browsers, usage information collected from mobile applications
that are installed on smartphones and tablets, and public information that is found on the internet.
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Data brokers analyze and process the collected data to create profiles and dossiers on millions of
people around the world, including their activities, preferences and dislikes, travel and health status,
and residential location. The availability of such public information can be leveraged by a threat actor
who is targeting a user, group of people, or organization.

Thus, so far, you have gained an understanding of how the internet is currently being used as a massive
storage medium for various types of data and anyone with internet connectivity will be able to access
public data. This means threat actors can spend a lot of time fine-tuning their internet searches to
collect specific data from various online sources, with the intent of creating a profile and understanding
the attack surface of their target.

Reconnaissance is the tactics and techniques used by threat actors and ethical hackers to collect
information that can be used to discover and exploit security vulnerabilities on a target. The following
are the two categories of reconnaissance:

« Passive reconnaissance

¢ Active reconnaissance

Passive reconnaissance is when a threat actor or ethical hacker does not directly interact with or connect
to the target, and instead relies heavily upon publicly available information to collect intelligence that
can be used to compromise the target.

The following are the key advantages of performing passive reconnaissance:

o Increasing stealth: The techniques used during passive reconnaissance ensure a threat actor
or ethical hacker does not directly interact with the target. It reduces the likelihood of being
detected by security systems.

« More data sources: The internet contains a massive wealth of information that can be found on
websites, social media platforms, and internet search engines and used for passive reconnaissance
by ethical hackers.

o Reducing legal concerns: Since passive information gathering involves collecting data from
public sources, this process does not have the same risks as active reconnaissance and it’s
generally legal.

o Reducing cost: Since ethical hackers collect publicly available information from the internet
to create a profile of their target, passive reconnaissance is often less expensive and does not
require the same resources as compared to active reconnaissance.

« Improving safety: Since the ethical hacker is collecting publicly available information from
the internet, they are at less risk of detection. Therefore, using passive reconnaissance is a safer
option as compared to active reconnaissance.
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While passive information gathering is commonly used by both threat actors and ethical hackers,
there are some disadvantages, such as the following:

» Limited data: Since passive reconnaissance leverages publicly available information, the data
found may be outdated or inaccurate, and access may be limited.

o Inaccurate data: Using passive reconnaissance to collect information can lead to gathering
inaccurate or misleading data about the target, which can further lead to discovering fake
websites and making inaccurate conclusions. Hence, ethical hackers depend on the availability
and accuracy of information collected from the internet.

o Time-consuming: The internet contains massive amounts of data. An ethical hacker may
require a lot of time to locate and gather specific data about the target from various data sources.

However, active reconnaissance enables a threat actor or ethical hacker to directly interact with or
connect to the targeted system to retrieve specific details that are unlikely to be collected during passive
reconnaissance. It usually involves ethical hackers using specialized tools and techniques to send probes
to determine the technical architecture of a system, operating system, running services and open
ports, and security vulnerabilities. Unlike passive reconnaissance, active reconnaissance techniques
are more intrusive and have a higher risk of being detected and triggering alerts by security systems.

Important note

Since active information-gathering techniques are intrusive, as they collect sensitive details about
systems, it's generally illegal to perform scanning on systems without first obtaining legal permission.

Ethical hackers and penetration testers use the same techniques as real hackers to efficiently determine
the attack surface and identify security vulnerabilities and their associated security risks within
organizations. Isn't it illegal to use the same techniques to compromise systems and networks that
are owned by organizations? The simple answer is yes as hacking is generally illegal. However, ethical
hackers and penetration testers need to obtain legal permission from the authorities before starting
any work on their client’s systems and networks.

The following are the benefits of why ethical hackers use the same techniques as real hackers:

o Efficiently testing the security of a system: Using the same techniques as threat actors, ethical
hackers are able to efficiently test whether the security of a system is working as expected or
contains possible security flaws.

» Efficiently discovering security vulnerabilities: By simulating real-world cyber-attacks
on an organization’s systems, ethical hackers are able to efficiently discover hidden security
vulnerabilities and recommend countermeasures to prevent or mitigate a real cyber-attack.
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o Improving security awareness: Many organizations do not fully understand the impact of a
cyber-attack on their systems and network. By simulating a real-world cyber-attack, the ethical
hacker will be able to demonstrate the impact and severity if a real cyber-attack were to occur.
Opverall, it raises the importance of cybersecurity to decision-makers of an organization.

« Providing evidence: Since ethical hackers use the same techniques as real hackers to test the
security of a system and discover hidden security vulnerabilities, the ethical hacker can collect
solid evidence of security vulnerabilities and understand their severity risk levels, which can be
used to help the organization’s security team prioritize resources to improve their security posture.

o Keeping up to date: Since there are new cyber-attacks and threats every day, ethical hackers
and penetration testers always need to stay up to date on the latest techniques that are used by
real hackers to efficiently test for hidden security vulnerabilities on systems.

o Discovering data leaks: Many organizations leak data about themselves, which can be leveraged
by real hackers to plan future cyber-attacks on their targets.

To better understand what type of data should be collected and how it can be processed to create
meaningful information, let’s take a look at the concept of footprinting.

Understanding footprinting

Using the internet to find and collect sensitive data about a person or organization is quite fascinating
for many, especially aspiring ethical hackers and penetration testers. However, collecting tons of data
about a target is meaningless if we don’t understand what we are looking for and how to process and
convert it into information that’s meaningful for us to develop a profile about a target.

Footprinting is the technique used by threat actors and ethical hackers to gather specific details
about a target, such as the host operating system, open ports, and running services. The information
collected during footprinting can be leveraged by an ethical hacker to identify the number of security
vulnerabilities that can be exploited to gain unauthorized access to a system, network, or organization.
Additionally, footprinting helps ethical hackers to gain a better understanding of the security posture
of an organization and their infrastructure.

The following diagram displays the link between footprinting and reconnaissance:
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Figure 3.3 — Footprinting

Data that’s collected during footprinting is generally classified into the following categories:

o System information
o Network information

o Organizational information

System information helps ethical hackers to determine what’s running on the device, such as the host
operating system, running services and applications, and usernames and passwords. The ethical hacker
can use the operating system information to research and identify whether the operating system
is vulnerable and can be exploited. Within many organizations, there are outdated and vulnerable
applications and services that are running on hosts, which creates the opportunity for an ethical hacker
to identify and exploit security vulnerabilities on running services to gain unauthorized access to the
target. Furthermore, ethical hackers may be able to retrieve valid user credentials, which can be used
to gain unauthorized remote access to a targeted system.

Network information helps ethical hackers to identify whether there are any vulnerable network
protocols and services running between systems on the network. Many common network protocols
were not designed with security in mind, thus enabling threat actors to exploit their security weaknesses
to perform cyber-attacks. An attacker can intercept and identify sensitive network information, such
as Domain Name System (DNS), Link-Local Multicast Name Resolution (LLMNR), Address
Resolution Protocol (ARP), domain names, sub-domain names, and firewall rules. For instance,
if a threat actor were to capture DNS queries and replies, the attacker may be able to identify the
organization’s DNS servers and attempt to retrieve internal hostnames and IP addresses.

( 7
Important note

DNS is an application-layer protocol that enables a system to resolve the hostname to an IP
address. LLMNR is a layer 2 protocol that enables systems to resolve hostnames on a Local
Area Network (LAN). ARP is a network protocol that allows systems to resolve the IP address

to a Media Access Control (MAC) address.
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Vulnerable network protocols, such as LLMNR and ARP, are susceptible to various layer 2-based
attacks, which enables an attacker to intercept and inject unsolicited packets into hosts on a network.
Furthermore, identifying the domain name of an organization provides focus to enumerate sub-domains.
Some organizations will enforce additional security controls on their primary domain name but neglect
some of their sub-domains. The attacker can identify whether compromising a vulnerable sub-domain
will lead to gaining unauthorized access to the organization’s network.

Organizational information helps ethical hackers to identify who the employees of the company are,
their contact information, such as telephone numbers and email addresses, and an organizational chart
that displays high-profile employees with high-privilege user accounts. The organizational information
can be leveraged when planning various social engineering attacks, such as spear-phishing email
campaigns that are targeted toward the employees of the organization.

While there are various methodologies used by ethical hackers and threat actors, the following is a
common set of guidelines for getting started with footprinting a target:

o Use internet search engines

o Perform advanced Google searches (Google hacking/dorking)

o Collect information from social media websites

o Collect information from the target’s website

o Perform footprinting on email messages originating from the target
o Use an online domain registry to retrieve domain information

o Perform DNS information gathering

o Perform network footprinting

o Performing social engineering

Tip
Ethical hackers can use the Google Dork *"login' site:microsoft.com to find login

pages that are associated with the microsoft.com domain or site:microsoft.com
AND intitle:"login" to find pages that contain the keyword login.

You will explore the preceding techniques in the next chapter, which focuses on advanced intelligence
gathering, to develop the industry skills that are needed by ethical hackers and penetration testers.
Having completed this section, you have learned the fundamentals of passive information gathering
and how the internet can be leveraged to collect data about a target. In the next section, you will learn
the fundamentals of OSINT and how it’s used to help ethical hackers to profile their targets.
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Fundamentals of OSINT

OSINT is simply the process and techniques that are used by ethical hackers to search for, collect, and
analyze data that’s found on public sources such as the internet. While many people post and upload
various types of data every day on the internet, ethical hackers can leverage the data on the internet
to create a profile and better understand their target. While OSINT may seem to be as simple as using
a search engine such as Google Search to find answers to questions, many people typically use the
information and resources that are displayed on page 1 of the search results as it’s generally the most
related to the search criteria. However, not many people will check the remaining pages of the search
results, such as pages 2-10, to determine whether the answers to the search criteria are accurate and
provide comprehensive details to the user.

Ethical hackers spend a lot of time collecting data from various public sources to ensure sufficient
data is gathered about their targets; however, this data does not always provide meaning and context
and needs to be thoroughly analyzed to create meaning, enabling ethical hackers to better understand
the system details and network and organizational information about the target. Hence, it’s essential,
when using internet search engines to find data, to go beyond page 1 to collect more data about the
target. The idea is to collect everything, then analyze the collected data to create meaning and provide
context as it relates to the target.

The following are common types of data that are found and available from public sources:

o Media: This includes audio, video, and pictures that are uploaded to the internet
o Text: These are documents, articles, and blogs that are posted online

o Maps: Geolocation data about a person or organization

These common data types are usually posted directly either by the target or by others about the target
and they contain useful data to better understand and profile the target. For instance, if a target posts
photos about their vacation on social media, an ethical hacker can observe the details of the pictures,
such as the date posted and background. The date helps the ethical hacker to determine when and
how often the target visited the location, specific times when the target took a vacation, and whether
there are any other patterns that can be leveraged to track the target's movement. Furthermore, the
background within each photo reveals identifying information about the physical location of where the
photo was taken and enables the ethical hacker to use online search engines, such as Google Images,
to perform a reverse image lookup to determine the geolocation of the target.

Additionally, if an ethical hacker is assigned to perform a penetration test on the target’s wireless network
infrastructure, identifying the geolocation helps the ethical hacker to identify the physical location
of the target’s premises. Furthermore, videos and vlogs that are posted online contain information
about the target’s environment, such as their office locations and spaces, where they’ve been, and how
often they have visited a location.
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Collecting data from documents, articles, and blogs enables an ethical hacker to identify the technologies,
projects, and work that were done by the target. For instance, many people on LinkedIn post specific
details about technical projects and systems they’ve implemented within their organization. Such
information helps an attacker or ethical hacker to determine the type of infrastructure and security
controls that exist within the company.

Hence, it's important for organizations to be aware of the risk of leaking data online that can lead to
a possible cyber-attack and how this data is retrieved and exploited by cyber-criminals. As an ethical
hacker, the most valuable data about your target is simply data that’s directly posted by the target and
others about them.

The following diagram shows the various sources of data when performing OSINT operations:

Figure 3.4 - OSINT data sources

As shown in the preceding diagram, there are various online sources that anyone can use to collect
data about a target, then analyze the collected data to provide meaning and context. Using multiple
internet search engines to research the target is essential as one search engine may provide additional
data as compared to another. Many organizations and people use social media to connect and share
information about themselves and their company with others. Sometimes, people leak sensitive data
without realizing the impact if the data is exploited. Many organizations will post technical details and
technologies within the description of a job post for hiring a new employee. Some of this information
contains specific details, such as the operating systems of their servers, server types and architectures,
cloud computing services, and even networking devices.

The OSINT life cycle

The OSINT life cycle helps ethical hackers to better understand the various phases that are involved
in collecting, analyzing, and reporting data during the reconnaissance phase of ethical hacking and
penetration testing.
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The OSINT life cycle generally consists of the following phases:

1. Understanding the requirements for information gathering
2. Performing data collection and retrieval

3. Conducting data analysis of collected data
4

Pivoting and reporting the analysis

The following diagram shows the continuous processes when performing OSINT:

Requirements for Gathering
Information

A

Pivoting and Reporting of
Analysis

A

4{ Analysis of Collected Data -

Figure 3.5 — OSINT life cycle

Data Collection and Retrieval

During phase 1, Requirements for Gathering Information, it's important for the ethical hacker to have
a clear understanding of what the organization wants. Therefore, the following are some questions
that should be asked to the client to gain clarity:

o What are the deliverables at the end of the OSINT penetration test?
o Is the organization interested in identifying whether their data is being leaked online?

o How will an attacker identify the points of entry (attack surface) and security vulnerabilities
within their organization?

o What would the risk level and impact be if an attacker were to leverage OSINT to compromise
the organization’s systems and network?

In phase 2, Data Collection and Retrieval, the ethical hacker uses Tactics, Techniques, and Procedures
(TTPs) that are similar to that of real hackers to collect data about the target from publicly available
sources. During this phase, it's important to collect all sufficient data, such as photos, videos, documents,
and other media types, from various data sources on the internet that can provide context about the
targeted organization. However, it’s essential the ethical hacker identifies what data is considered to
be relevant information and at what point sufficient data has been collected.
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During phase 3, Analysis of Collected Data, the ethical hacker carefully analyzes the collected data to
better understand how it will be applicable to meet the customer’s requirements while sorting it into
both meaningful and useful categories. During this phase, the ethical hacker sometimes discovers
something interesting and decides to go deeper into collecting more data. For instance, if an ethical
hacker discovers the targeted organization is hiring an IT professional to manage their self-hosted
servers, the ethical hacker may attempt to find additional information from current and past job posts
for any technical details that may reveal the operating systems of the target’s internal servers. Diving
deeper, the ethical hacker may use social media, such as LinkedIn, to collect intelligence on any IT
systems that were implemented by past and current employees of the target.

The collected data is processed and converted into meaningful information by determining the following:

o Is the collected data accurate?
o Was the data collected from credible sources?
o Is the collected data factual or subjective?

« Is more data needed to better understand a specific area of the target?

In phase 4, Pivoting and Reporting of Analysis, the ethical hacker may pivot into collecting additional
data in a different area about the target. For instance, if sufficient data is collected and analyzed about
the organizational structure of the targeted organization, pivoting into collecting data about the social
media presence of each employee may be beneficial in finding additional data leaks about the target.
For instance, pivoting can lead to discovering the social media accounts of IT professionals of the
targeted organization, and enable you to identify the technologies that are used within the company
if they are posted online.

Once enough/sufficient data is analyzed about the target, the ethical hacker then moves into the
reporting phase, which contains the relevant data, information, and the analysis that was performed.
It's important to notify the client/customer about the evidence collected during OSINT and why it
should be important to them. Hence, provide awareness on how the data was leaked by employees
and how it can be leveraged by real hackers to plan a possible future cyber-attack on the company.

When collecting data about a target, sometimes the process becomes a bit overwhelming and determining
whether to pivot into another direction creates uncertainty. To help provide a clear visual map and
interconnection of OSINT data, Your OSINT Graphical Analyzer (YOGA) is a free online resource
that helps cybersecurity professionals to easily visualize how they can move on to another data point
and collect more data during the OSINT process.

The following figure shows the YOGA user interface and data points:
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Figure 3.6 - YOGA data points and map

As shown in the preceding figure, YOGA shows how one data point is interconnected with another,
which enables the ethical hacker to easily follow the map to another data point to collect additional
intelligence about the target.

Important note

To learn more about the YOGA interactive map for OSINT data points, please see https://
yoga.myosint.training/.

Next, you will discover how OSINT helps law enforcement discover new criminal activities and
increase awareness, and how it can be leveraged by ethical hackers.

Benefits of using OSINT

Having knowledge and understanding of how to use OSINT in the right way makes a person very
powerful. Similarly, there’s a lot of publicly available data on the internet but understanding how to collect
and analyze such data to create meaning and context on a topic can be used with both good and bad
motives and intentions. As ethical hackers and penetration testers, we'll focus on using OSINT with good
intentions, such as helping organizations to reduce their attack surface and improve their security posture.
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Concealing your online identity

OSINT is commonly used for both good and lawful purposes. For instance, law enforcement leverages
the data from OSINT to determine the location and additional details about persons of interest and
wanted persons. A wanted person may use social media to brag about their evasion from being caught
by the local law enforcement agency and make an online post showing they are having fun at a party.
Law enforcement professionals can monitor their target and any posts that are made about the target
to determine their location and activities. Photos and video footage that are posted on social media
help law enforcement to discover new crimes. Furthermore, there are people who break the law and
overshare their activities on social media, which leads to self-incrimination and helps law enforcement
become aware of unlawful acts.

As previously mentioned, social media platforms were created to help people stay connected and share
updates with each other. However, social media platforms are commonly used by law enforcement
as modern-day wanted posters to help raise awareness of suspects and criminal activities with the
intention of reaching a larger audience.

There are many missing people around the world. Using OSINT can help you and law enforcement to
find missing people by leveraging the information collected from the internet about the missing person.
For instance, a missing person may have a social media account that contains data about their daily life
and activities, friends, and groups. The daily activities can be used to identify common patterns of the
missing person and whether something unusual occurred recently. The victim’s friend list can help law
enforcement determine who was able to view the victim’s activities, posts, photos, and videos prior to
the incident, and whether any of these people had a motive to do something unlawful. What if a stalker
was on the victim’s friend list, masking as a law-abiding citizen but secretly monitoring their daily
activities and using the information to plan criminal activities? Overall, cybersecurity professionals
who work with law enforcement can use OSINT to find missing people and catch unlawful persons.

As an ethical hacker, it’s important to conceal your identity while performing OSINT operations on
a target. In the next section, you will learn about the importance of hiding your online identity when
collecting information about your target.

Concealing your online identity

To better understand the importance of concealing your identity as an ethical hacker when performing
OSINT, let’s imagine your organization was compromised by a threat actor who sent a phishing email
message to a high-profile employee of the company who was tricked into clicking an obfuscated link
that looked safe. Upon clicking the obfuscated link, malware was downloaded and executed on the
victim’s system, which enabled the threat actor to gain unauthorized access and exfiltrate confidential
data from the organization’s servers and other devices. Afterward, the threat actor sent an email
message to the organization that indicated the type of data that was exfiltrated from the servers and
requested the company send a payment of cryptocurrency within 24 hours, or else the threat actor
would sell the data on the dark web to the highest bidder.
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Within the organization, Bob is the security professional who manages and oversees the company’s
security operations and is the go-to person for security-related concerns. The security breach was
brought to Bob’s attention quickly as the leadership team was concerned about their intellectual property
and other confidential data being sold on the dark web to other hackers. Bob decided to inspect the
source code of the email message that was sent by the threat actor to identify any information that
could be used to find the sender of the email and the location of the attacker. For instance, the origin
IP address can be used to determine the geolocation and network provider of the sender.

( A
Important note

Within the header of email messages, the origin IP address is sometimes unmasked, which
enables the recipient to identify the real IP address of the sender. However, many email providers
mask their sender’s real IP addresses on outbound messages, hence increasing the complexity of
tracing an email back to its real source. However, you can attempt to social engineer the hacker
by creating and sending a canary token via email to the threat actor. Canary tokens (https://
canarytokens.org/generate) are used to help cybersecurity professionals determine
whether their systems or networks are breached and trick an adversary into announcing
themselves and revealing their geolocation.

. J

However, Bob was unable to find the threat actor’s real IP address from the email header and decided
to perform an online search using the sender’s name and alias that was found within the message.
Performing a Google search on the threat actor’s alias may provide some results or none at all. Searching
on social media websites such as LinkedIn for any profile that has the sender’s name will trigger an
alert to the profile owner, therefore cybersecurity professionals need to be mindful about alerting
their targets. For instance, if you use your personal account to search and view someone’s profile on
LinkedIn, the target will be notified and given the identity of who viewed their profile. Imagine if Bob
used his personal account to find the attacker, who may be using a fake profile on LinkedIn. Then, the
threat actor will be notified that someone from the victim organization is performing an investigation
for the perpetrator of the cyber-attack. To put it simply, Bob should use a different account that cannot
be traced back to him or his company to prevent the target from being aware of the investigation.

Fundamentals of sock puppets

Whether you're performing an OSINT investigation on a cyber-criminal or as an ethical hacker for an
organization, its important to hide your real identity to avoid the target identifying who is collecting information
and tracing it back to you. Hence, it’s always recommended to never use personal accounts for work.

Ethical hackers use a socket puppet to conceal or hide their identity when performing investigations
and OSINT operations on a target. A sock puppet is one or more alternate social media accounts
that are set up and operated by the ethical hacker for the purpose of performing OSINT, such as
collecting intelligence from various online data sources. The concept of using a sock puppet is to be
pseudo-anonymous and it should never be traced back to you, the ethical hacker. It provides privacy
while gathering intelligence.
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Furthermore, sock puppets enable ethical hackers to create multiple custom social media accounts for
the purpose of collecting intelligence about the target. However, the sock puppet accounts should have
a realistic persona, making it convincing to anyone that the account is real and not fake, including the
target. The sock puppet account should be an online personality that will acquire followers and encourage
others to connect, enabling the ethical hacker to connect with the target and gather more information.
Additionally, the sock puppet excellently conforms to Operational Security (OPSEC) practices as the
account does not trace back to you. Remember, when you're performing OSINT operations or investigating
a target, it's important that the target is unaware you are investigating or collecting intelligence about them.

Setting up a sock puppet

Before setting up a sock puppet, it’s important the ethical hacker determines whether anonymity and/
or persistence is required. If anonymity is required, this implies you do not want the target to find or
trace who you are while performing intelligence gathering on them. To ensure anonymity, you will be
required to carry out a lot more work when setting up a sock puppet. If persistence is required on the
sock puppet, this means the ethical hacker wants to ensure the fake persona will interact with others on
social media, following and connecting with others, and frequently posting new statuses and updates
regularly to ensure the sock puppet has a real persona and is not identified as a fake account. Persistence
also means the ethical hacker will need to infiltrate social networks, such as groups, for weeks, months,
or years to build a trusted online presence. However, if you're not looking for persistence, then the
sock puppet will be easier to set up and maintain compared to a persistent account.

Important note

Never use personal accounts for work-related activities, such as OSINT operations, investigations,
ethical hacking, or penetration testing.

The following are guidelines and recommendations for creating a sock puppet:

o When creating a sock puppet, your origin details are important. Do not use your own IP
address when creating and setting up a social media account. Consider visiting a local coffee
shop with free wireless internet.

o Do not use Virtual Private Network (VPN) or TOR services as social media platforms can
detect when origin traffic is being sent through a proxy or VPN and will require you to further
validate your identity.

o Ensure your online appearance on social media looks like a normal, regular person to avoid
being flagged as a fake user account.

o Use a burner email address when signing up for a social media account. Consider using Proton
Mail (https://proton.me/) as it provides additional privacy and data encryption. However,
you can also use a typical email service, such as Gmail, Yahoo Mail, or Hotmail. Ensure the
email address is very vanilla (basic).

81


https://proton.me/

82

Understanding Passive Reconnaissance

o When using Facebook, use the mobile version of the website (https://m.Ffacebook.
com/) as it performs fewer security checks and validations as compared to the desktop version
of the website.

» Ensure you share content regularly, such as status updates, photos, and videos, and interact
and connect with people on the social media platform.

» Do not use someone else’s pictures. It’s very easy to perform a reverse image search to determine
whether a picture is fake or not.

The following are useful resources when creating a sock puppet:

« Fake Name Generator: https://www. Fakenamegenerator.com/

« This Person Does Not Exist: https://www.thispersondoesnotexist.com/

o Privacy Cards: https://privacy.con/

« Remote browser: https://webgap.io/
Fake Name Generator enables an ethical hacker to quickly generate a fake identity that can be used
when creating a sock puppet. The website allows you to customize the identity, such as gender, name
set, and country, to create a believable persona. This Person Does Not Exist is a website that uses
Artificial Intelligence (AI) to create fake pictures of people who do not actually exist. Privacy Cards
is a website that enables you to create a proxy for your real credit card such that you do not need to
insert your real credit card details on an e-commerce website when making purchases; a proxy credit
card is created that can be used instead. Therefore, the e-commerce merchant will not know your

real credit card number and details. WEBGAP provides remote browser isolation services that enable
anyone to browse the internet using a remote browser for additional security and privacy.

The following are additional resources that may be needed based on the OSINT operations:

o A burner telephone number from a service provider who does not recycle the numbers each
month. This burner telephone number can be used for account verification purposes.

« A proxy credit card can be used to purchase the burner phone and additional items if needed.
o Virtual machines for performing OSINT operations and investigations.
o A VPN service if needed.

o Always use a dedicated computer when performing OSINT operations as you do not want the
target to trace anything back to you. Consider inexpensive microcomputers, such as Raspberry Pi.

Having completed this section, you have learned the importance and how to get started with using a
sock puppet to hide your online identity when performing OSINT operations on a target. Next, you
will learn how to anonymize your internet traffic.
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Anonymizing your network traffic

As an ethical hacker who is performing OSINT operations, it’s important to ensure the target is not
able to trace who is collecting data about them. Skilled cybersecurity and network professionals are
able to capture and analyze the data found within network packets and logs to determine the source
of the traffic; hence, it’s recommended to anonymize your network traffic while using the internet to
mask your real geolocation and source public IP address.

The following are common techniques that are used to anonymize internet-based traffic:

o VPNs
o ProxyChains
« TOR

The following sub-sections will describe the advantages and how each of the preceding technologies
works to anonymize your internet-based traffic.

VPNs

A VPN enables a user to establish a secure communication channel over an unsecure network, thus
providing confidentiality and mitigating eavesdropping attacks over a network. VPNs are commonly
used by organizations to establish secure and remote connectivity between their remote offices and
the main office without requiring a managed Wide Area Network (WAN) from a telecommunication
service provider. These are commonly referred to as site-to-site VPNs. There are also remote access
VPNs, which are implemented by organizations to enable their remote workers to securely connect
and access resources on the corporate network.

Ethical hackers can either set up their own remote access VPN server on the cloud or subscribe to a
commercial VPN provider. Setting your own remote access VPN on the cloud requires some technical
skills, such as knowing how to set up a virtual machine on your preferred cloud service provider
environment and some networking skills. The advantage of owning the VPN server is that no one
else sees your VPN traffic logs but you, hence, there’s added privacy. However, it’s very important that
you secure the operating system of your server on the cloud to prevent threat actors from gaining
unauthorized access to it. Additionally, when setting up your virtual machine on the cloud, you'll
need to select a hosting location. This location will be the exit point for all traffic that uses your VPN
channel. Therefore, if you're located in the United States (US) and your VPN server is hosted in the
United Kingdom (UK), then all your internet-based traffic that’s routed through your VPN will exit
in the UK and the source public IP address will be shown as a UK-based address.
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The following diagram shows the concept of using a VPN to anonymize your traffic:

Figure 3.7 — VPN concept

As shown in the preceding diagram, the attacker machine is being used by the ethical hacker while
it connects to the VPN server on the cloud. All internet-based traffic is sent through the VPN tunnel
and exits at the hosting location (country) before it’s sent to the target. Therefore, if the target captures
and analyzes the network packets, it'll be traced back to the exit node (the VPN server) and not to
the ethical hacker’s machine.

( A
Tip
OpenVPN provides a self-hosted Access Server option that enables you to connect up to two
devices for free. This enables you to set up your own OpenVPN Access Server on your own
device or on the cloud. Please refer to the following link to learn more: https://openvpn.
net/access-server/.

. J

Some ethical hackers will prefer to use a commercial VPN service provider, which reduces the need
for configuring and setting up a virtual server on the cloud. One of the major benefits of using a
subscription-based VPN service is that it enables the subscriber to connect to multiple VPN servers
around the world in various countries that are all managed by the same commercial VPN provider.
Therefore, you can easily switch between different countries and choose the location of the exit-node
that will be routing your traffic to the Internet.

The following are general considerations for using VPNs:

o Whether you're hosting a VPN server on the cloud or using a commercial VPN service, there’s
a cost that’s attached to it.

o Ensure your preferred VPN service provider does not keep logs about your traffic.
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Ensure your preferred VPN service provider does not sell your data.
Ensure your preferred VPN service provider has unmetered bandwidth usage.
Ensure the VPN client is supported by your computer’s host operating system.

Many cloud providers, such as Microsoft Azure and Amazon AWS, have a preconfigured
OpenVPN Access Server available for quick deployment.

When using a VPN, ensure your DNS traffic is not leaked outside the VPN, or else your real
geolocation will be revealed. Consider testing your DNS leakage by using DNS leak test
at https://www.dnsleaktest.con/.

If your VPN service does not support IPv6, ensure IPv6 is disabled on your machine to prevent
leakage of your geolocation.

While there are many commercial VPN service providers, the list of the top VPN service providers
changes from time to time based on their services, features, performance, and reviews. Take some time
to research which commercial VPN provider is most suitable for your needs or whether a self-hosted
solution is better. Next, you will learn about Proxychains and how to set it up.

Proxychains

Proxychains is a common technique and tool used by ethical hackers to mask the origin of their
network traffic while increasing privacy and security. Proxychains enables network traffic to be routed

through multiple proxy servers on the internet, creating a chaining effect, and is useful when more

than one proxy server is used to improve the desired level of anonymity and security.

The following are the advantages of using proxy servers and Proxychains for OSINT operations:

Providing anonymity: Proxychains simply allows your internet-based traffic to be routed
through more than one proxy server. This enables an ethical hacker to hide their real source
IP address and identity during OSINT operations.

Bypassing geo-restrictions: There are many networks and organizations that restrict access
to specific websites and services. Using proxy chaining enables ethical hackers to bypass these
geolocations and gain access to the target.

Circumventing security measures: There are security systems that are implemented by
organizations that are designed to detect and prevent malicious traffic based on their source
address and geolocation. Using proxy chaining enables an ethical hacker to make it more
difficult for these security systems to detect and restrict their traffic.
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The Proxychains tool enables an ethical hacker to configure a list of proxy servers that will be used to route
network traffic through them in a chain-like format. This is commonly referred to as proxy chaining.
When the ethical hacker sends traffic to a target, the packets pass through the first proxy server in the
chain, then onto another until the packet reaches the target. When the target responds, the returning
packets travel in reverse order through the chain of proxy servers back to the ethical hacker’s machine.

The following diagram shows the chaining of proxy servers:

Figure 3.8 — Proxy chaining

Each proxy server within the chain of proxies operates as a relay, which then forwards the packet onto
the next proxy server within the list until it arrives at the target. This technique enables an ethical
hacker to hide their identity, their real public IP address, and their location. The target will see the
exit node or the last proxy server from the chain of proxies as the origin of the traffic.

Tip
There are many websites on the internet that provide a list of free proxy servers. Consider
checking out https://spys.one/en/.

The proxychains4 . conf file on Kali Linux enables you to configure the Proxychains tool and add
specific servers to the list of preferred proxy servers to create the proxy chaining effect. Additionally,
Proxychains supports the following types of proxy servers:

« HTTP

o« HTTPS
+ SOCKS$4
+ SOCKS5
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Each of these specific types of proxy servers has its own set of security features. Proxy servers that
use HTTP to relay and forward traffic do not provide data encryption, while proxy servers that use
HTTPS will encrypt the traffic. It is important to conduct additional research on the type of proxy
servers that are the best fit for your needs prior to your OSINT operation on a target.

To get started setting up Proxychains, please use the following instructions:

1.
2.

Open VirtualBox Manager and power on the Kali Linux virtual machine.

Once the Kali Linux virtual machine is powered on, log in and open the Terminal and use
the following commands to update the filename database and search for the Proxychains
configuration file:

kali@kali:~$ sudo updatedb
kali@kali:~$ locate proxychain

As shown in the following figure, the proxychains4 . conf file is found:

Figure 3.9 - Locating the Proxychains configuration file

Next, open your web browser and go to https://spys.one/en/ for a list of various
Proxy servers.

After choosing a few proxy servers from the previous step, you will need to configure the
proxychains4.conf file to use the chosen proxy servers. Use the following command to
open the proxychains4 . conf file with a command-line text editor:

kali@kali:~$ sudo nano /etc/proxychains4.conf

Next, when proxychains4.cont is opened in Terminal, scroll down to the line that contains
dynamic_chain and uncomment the line by removing the # character at the start of the
line. Also, insert a # character at the start of the line that says strict_chain to makeita
comment as shown:
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Figure 3.10 - Enabling dynamic chaining

As shown in the preceding figure, uncommenting a line of code simply enables the feature,
such as dynamically chaining multiple proxy servers, and commenting a line disables the strict
chaining feature.

6. Next, scroll down to the end of the proxychains4 . conf file and insert a # character at the
beginning of socks4 127.0.0.1 9050 to comment it out from being read, and insert
your additional proxies at the bottom of the list, as shown:

Figure 3.11 — Adding proxies

INVESTIGADOR Z



Anonymizing your network traffic

9.

Next, to save the configuration file, press Ctrl + X on your keyboard, then hit Y to confirm the
filename, and hit Enter to exit and return to Terminal.

To use Proxychains, use the following command to launch a Firefox browsing instance that
will route internet-based traffic via the chain of proxy servers:

kali@kali:~$ proxychains4 firefox

As shown in the following screenshot, Firefox is routing outbound traffic via the list of proxies
from the configuration file:

Figure 3.12 - Using Proxychains

Next, to determine whether you have anonymized your network traffic from Firefox, using the
same web browser, go to https://whatismyipaddress.com/ to verify your public IP
address, as shown in the following screenshot:
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Figure 3.13 - Verifying public IP address for anonymity

As shown in the preceding figure, the public IP address is detected as the exit node, which is
the last proxy server on the list from the proxychains4. conf file and not the real source
IP address.

10. Lastly, always remember that whenever you want to use Proxychains, simply ensure the proxy
servers are online and insert the proxychains4 command at the start of Terminal, as shown
in step 8.

Next, you will learn how to anonymize your internet-based traffic through the dark web using TOR.

TOR

TOR is an open source project that enables anyone to anonymously browse the internet. The TOR
network routes a user’s internet-based traffic through multiple nodes, which enables the user to hide
their identity and geolocation while using the internet. This is very useful for ethical hackers. When a
user sends traffic through the TOR network, it will encrypt the network traffic and wrap it in multiple
layers of encryption. As the encrypted traffic is passed onto another node, the receiving node will
remove a layer of encryption to reveal the next node to forward the traffic toward, and this process is
repeated until the traffic arrives at the target. At this point, the target receives the encrypted data and
will not be able to trace the real origin of the packets back to the sender.
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The following diagram shows the general concept of using TOR:

Figure 3.14 - Routing using TOR

Within the TOR network, each node only knows the previous and the next node to create a chaining

effect similar to proxy chaining. However, the nodes do not know the sender (source) or the final
destination (target) of the traffic. This creates a lot of complexity for any node within the TOR
network or anyone to determine the real origin and destination of the traffic that’s routed over the

TOR network. As an additional layer of security, the traffic is encrypted, decrypted, and re-encrypted
multiple times to prevent anyone who is intercepting the traffic to identify the original data or the
source of the traffic. Using TOR enables users to browse the internet and access dark web websites
that use the .onion domain.

The following is the process of what happens when you connect to the TOR network:

1.
2.
3.

The ethical hacker will connect to TOR and open the TOR Browser.
The TOR browser will encrypt the outbound traffic to the first relay node within the TOR network.

The first node will receive the traffic, decrypt the first layer of encryption to determine the next
node, and forward the traffic to the next node.

This process is repeated along the way as each node will decrypt one layer of encryption on the
traffic, then forward the traffic to the next until it reaches the final (exit) node on the TOR network.

The final or exit node in TOR will forward the request to the target.

When the target responds, the returning traffic is sent back through the TOR network using
the same path in reverse order. Each node will encrypt the traffic before forwarding it to the
next. This process is repeated until it arrives at the final (exit) node in reverse order.

The final (exit) node will forward the encrypted traffic back to your TOR browser, which will
decrypt and display the returning data from the target.
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To get started setting up TOR and the TOR browser, please use the following instructions:

1.  Open VirtualBox Manager and power on the Kali Linux virtual machine.

2. Once the Kali Linux virtual machine is powered on, open Terminal and use the following
command to update the package repository list:

kali@kali:~$ sudo apt update

The following figure shows the complete execution of the preceding command:

Figure 3.15 — Updating the package repository

3. Next, use the following command to download and install both TOR and the TOR browser
on Kali Linux:

kali@kali:~$ sudo apt install -y tor torbrowser-launcher

The following figure shows the expected output when executing the preceding commands:

Figure 3.16 — Setting up TOR
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4.

5.

Next, use the following command to launch the TOR browser:

kali@kali:~$ torbrowser-launcher

The following figure shows the TOR browser is set up before launch:

Figure 3.17 — Tor Browser services

Next, the TOR browser will automatically appear. Click on Connect to establish a connection
from the TOR browser to the TOR network, as shown in the following screenshot:

Figure 3.18 —- TOR browser

Then, you will see the connection is being established to the TOR network, as shown in the
following screenshot:
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Figure 3.19 — Connecting to the dark web

6. Once the connection is established, go to https://whatismyipaddress.com/ to verify
whether your real address and geolocation are anonymized, as shown in the following screenshot:

Figure 3.20 — Verify anonymity
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As shown in the preceding figure, the real source address and geolocation were not revealed. However,
only web traffic that is originating from the TOR browser is anonymized via the TOR network.

Important note

If you want to visit any website on the dark web that has a . onion address, ensure you use
only TOR and the TOR browser. Do not download anything, do not trust anything, and do
not trust anyone. Only visit at your own risk. Be warned.

7.  Next, close the TOR browser to terminate the connection to the TOR network.

To route traffic from other applications and tools from Kali Linux through the TOR network, you’ll
need to modify the proxychains4. conf file by using the following instructions:

1.  OnKali Linux, open Terminal and use the following command to open the proxychains4.
conf file using nano as the command-line text editor:
kali@kali:~$ sudo nano /etc/proxychains4.conf
2. Next, when the proxychains4.conf file appears, scroll down to the end, uncomment

socks4 127.0.0.1 9050, and insert comments (#) at the beginning of each line that
contains a proxy server, as shown in the following screenshot:

Figure 3.21 — Modifying the Proxychains file

3. Next, to save the configuration file, press Ctrl + X on your keyboard, then Y to use the current
filename, and Enter to confirm and return to Terminal.

4. Next, use the following commands on Terminal to start the TOR service and verify its status:

kali@kali:~$ sudo systemctl start tor
kali@kali:~$ sudo systemctl status tor
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5. Next, use the following commands to connect to https://ifconfig.co/ and verify
whether your internet-based traffic is anonymized:

kali@kali:~$ proxychains4 curl ifconfig.co

The following figure shows the public IP address that was detected by the website. Since the
internet-based traffic was routed through the TOR network, it was anonymized as the address
shown is the IP address of the exit node on the TOR network and not the real address:

Figure 3.22 — Verifying anonymity through TOR

6. Next, since the TOR service is running on Kali Linux, we can use the proxychains4 command
to launch any application while routing its traffic through the TOR network:

kali@kali:~$ proxychains4 firefox

The following figure shows Firefox is establishing a TOR circuit:

Figure 3.23 - Routing application traffic through TOR

7. Next, when Firefox appears on the desktop, go to https://whatismyipaddress.com/
to verify whether the internet-based traffic and geolocation are anonymized, as shown in the
following screenshot:
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Figure 3.24 — Using TOR to anonymize traffic

As shown in the preceding figure, the IP detector website was able to identify the exit node
from the TOR circuit, and not the real IP address or geolocation.

8. Next, to stop the TOR service and terminate the TOR circuit, use the following commands:

kali@kali:~$ sudo systemctl stop tor
kali@kali:~$ sudo systemctl status tor

The following figure shows the expected results of executing the preceding commands:

Figure 3.25 - Disabling the TOR service

As shown in the preceding figure, the TOR service is now inactive.

Having completed this section, you have learned how to anonymize your internet traffic to prevent
your target from tracing your OSINT operations back to you.
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Summary

During the course of this chapter, you learned how ethical hackers can use passive information-
gathering techniques and OSINT to collect, gather, and analyze publicly available data from the
internet to better understand their targets and security vulnerabilities. Additionally, you discovered
how to hide your identity and anonymize your internet-based traffic as an ethical hacker using a
VPN, Proxychains, and TOR.

I hope this chapter has been informative for you and is helpful in your journey in the cybersecurity
industry. In the next chapter, Chapter 4, Domain and DNS Intelligence, you will gain the practical skills
that are needed in the industry to efficiently perform OSINT operations on a target as an ethical hacker.

Further reading

« Steps of footprinting: https://www.eccouncil.org/cybersecurity-exchange/
penetration-testing/footprinting-steps-penetration-testing/

« Understanding OSINT: https://www.crowdstrike.com/cybersecurity-101/
osint-open-source-intelligence/

+ Creating a sock puppet: https://www.maltego.com/blog/creating-sock-
puppets-for-your-investigations/

o Installing TOR on Kali Linux: https://www.kali1.org/docs/tools/tor/
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Domain and DNS Intelligence

As the internet continues to grow, there’s more access to information. Open Source Intelligence
(OSINT) can be collected from any publicly available sources, such as the internet. Hackers collect
OSINT about their target to help improve the Tactics, Techniques, and Procedures (TTPs) for their
cyber-attack and operations. Hence, it’s important for cybersecurity professionals such as ethical
hackers and penetration testers to have a solid understanding of how an adversary can collect and
leverage OSINT, with the intention of the ethical hacker to use the same TTPs to help reduce the risk
of a cyber-attack or threat and improve the cyber defenses of their organization.

Throughout the course of this chapter, you will learn about and gain practical skills commonly used
by ethical hackers and penetration testers to gather publicly available information from various online
sources and use popular techniques and tools to efficiently profile an organization. You will learn
how to leverage data collected from internet search engines, acquire domain intelligence, identify
sub-domains from organizations, and perform Domain Name System (DNS) reconnaissance.

In this chapter, we will cover the following topics:

o Leveraging search engines for OSINT
« Domain intelligence
o Discovering sub-domains

« DNS reconnaissance

Let’s dive in!

Technical requirements

To follow along with the exercises in this chapter, please ensure that you have met the following
hardware and software requirements:

« Kali Linux: https://www._kali.org/get-kali/
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Leveraging search engines for OSINT

The internet is the largest network in the world, and navigating and finding resources can be challenging
at times, especially if we don’'t know the domain name or Uniform Resource Locator (URL) of a specific
website. To help us quickly find the right domain name for a website, we can use an internet search
engine. Internet search engines crawl and index everything on the internet, which enables a person to
perform an internet search using keywords to find all relevant resources while providing safe results.

Without internet search engines, a person needs to know the right domain name, hostname, or URL
for the website they want to visit. For instance, imagine a world without internet search engines;
each person would need to keep an up-to-date record of each new website and its IP address. If an
organization changed its domain name, perhaps due to rebranding, the information would need to
be shared with all internet subscribers. However, since the world is a very large place, the update may
not reach everyone immediately, and some people may attempt to connect to the old domain name,
which may not resolve to the new domain or website.

Hence, internet search engines play an important role on the internet by crawling billions of domain
names, websites, and their pages using web crawlers. Web crawlers (bots or spiders) enable the internet
search engine provider to navigate the internet, download each web page, and follow web links to
efficiently discover new websites and pages that are available on the internet. Hence, internet search
engines are tools to help us find and collect intelligence about an organization. As ethical hackers, we
can use various internet search engines to find and collect information about our organization and
determine what the company has exposed through data leaks.

The following are common internet search engines:

« Google: https://www.google.com/

« Yahoo!: https://www.yahoo.com/

« Bing: https://www.bing.com/

o DuckDuckGo: https://duckduckgo.com/
o Yandex: https://yandex.com/

Important note

The DuckDuckGo internet search engine focuses on privacy and does not store the user’s
internet searches or track their browser. Yandex is a Russian-based internet search engine that
focuses on content within the Asia and Europe regions.
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A typical person may choose one of the preceding internet search engines, perform an internet search
using a keyword(s), and will most likely click on a link on the first page of the search results. As an
ethical hacker, it's important to understand that page 1 of the search results usually provides the
most accurate data based on the search criteria; however, checking through page 2 and onward will
provide additional information that may be meaningful to us about the target. Since internet search
engines collect and record data, it’s essential to examine all the search results for any connections to
the targeted organization.

In addition, each internet search engine uses a unique algorithm for how they crawl and index websites
on the internet. As an ethical hacker, using only one internet search engine may not provide the same
results that another internet search engine may provide. For instance, if you're looking for specific data
about a target, one internet search engine may not provide it due to its algorithm, while another may
provide it to you. Hence, it’s recommended to always use multiple internet search engines to collect
and analyze data found on the first 10 pages of each internet search engine’s result pages.

On many websites, you will find a robots . tXt file that contains a list of directories. This file is
commonly used by web administrators to allow or disallow the indexing of specific directories of a
website by internet web crawlers. For instance, if a web administrator wanted to prevent internet search
engines from indexing and displaying the administrator portal of their website to anyone searching
the organization’s domain name, they could insert a disallow Zadministrator/ statement
within the robots . txt file.

The following screenshot shows the contents of a sample robots. txt file:

Figure 4.1 - robots.txt file
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As shown in the preceding screenshot, the robots . txt file seems to contain a listing of sensitive
directories that should not appear on internet searches. Since the robots. txt file is publicly available
on a website, ethical hackers can collect and analyze the data found within it to discover hidden
directories of a target, which can be used to plan future operations. Furthermore, visiting each hidden
directory may lead to discovering additional data leaks and resources exposed by an organization.

However, since you’ll be directly accessing the robots. txt file on the target’s website, this is a
form of active reconnaissance, and the target will know you’ve made contact. Therefore, it’s always
recommended to anonymize your internet traffic to help conceal your online identity and reduce your
threat level during the reconnaissance phase.

Google hacking techniques

Google hacking (dorking) is a common technique used by ethical hackers to leverage Google’s internet
search algorithm to find sensitive information about people, places, organizations, and other things on
the internet. The term Google hacking does not mean we're actually hacking into Google’s infrastructure
or systems in any ways; it is simply a term that’s used to describe how we are leveraging the power of
Google’s search engine to find specific details about our target without performing illegal activities.

For instance, searching for an organization based on a single keyword provides billions of results, as
shown in the following screenshot:

Figure 4.2 — Google search
As an ethical hacker, it’s important to collect and analyze the data found not only on page 1 of the

search results but all others to create a better profile of the target. However, as with any typical internet
search on Google, it provides generic results that are associated with the keyword.
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Tip

Ensure you are not signed in to your Google account or the Chrome web browser when
collecting information about a target.

To perform Google hacking techniques, it’s essential to understand how advanced Google search
operators can help us filter specific results. The following are common Google advanced search operators:

- (minus)—The dash is used to negate a term from the search results. For instance,
cybersecurity -Cisco will provide results that contain the word cybersecurity but
remove all entries that contain Cisco.

OR—This is a conditional operator to provide results of either one term or the other. For
example, cybersecurity OR networking will provide results containing either the
word cybersecurity or networking in them.

AND—This conditional operator is used to provide results that include two terms. For instance,
football AND england will return results that contain both keywords.

intitle:—This operator is used to search for title pages that contain a specific term(s). For
instance, intitle: administrator will search for all websites where administrator is
found in the title and return these results.

inurl - —This operator searches for URLs that contain a specific keyword. For example,
inurl:security provides all URLs that contain the keyword security.

intext: —This operator enables Google to examine whether a specific keyword is found
within the body of a website and provide results for those websites only. For example,
intext:cryptocurrency provides results of web pages that contain the word cryptocurrency
within their body.

ext:/ Filetype:—These operators are used to specify a file extension. For instance,
cybersecurity fTiletype:pdf will provide results that contain the word cybersecurity
and a PDF file.

site: —This operator is used to provide results for a specific domain name. For example,
site:microsoft.com will provide results for microsoft. com only.

before: yyyy-mm-dd—This operator filters results before a particular time. This is useful
if you're interested in finding results or data that was published before a certain time.

after: yyyy-mm-dd—This operator filters results after a particular time. This is useful if
you're interested in finding results or data that was published after a certain time.

* (asterisk)—This operator is used as a wildcard to match any keyword. For example, cyber
* will provide results showing anything that starts with cyber.
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o Keywordl keyword2—This search format is used to provide results with specific keywords.
For instance, cybersecurity microsoft provides results on these related terms.

. "* (quotation marks)—Quotation marks are used to enclose a specific search term such as
"John Doe".

The following are common scenarios for using Google advanced search operators to collect intelligence
on a target:

« Imagine you want to filter the Google results for a specific domain only. Using the site:domain-
name syntax provides the following results:

site:microsoft.com

Q Al [ Bocks [ Images [E News i More

About 176,000,000 results (0.29 seconds)

https://careers. microsoft.com

Careers at Microsoft | Microsoft jobs

Experienced professionals Want to make a difference? So do we. Step in to explore the wealth
of career opportunities and take your career to the next level.

https.//partner.microsoft.com

Welcome to the Microsoft Cloud Partner Program
Drive customer purchasing as you sell through the Microsoft commercial marketplace, build
partner-to-partner sales channels, and use sales tools and resources.

https:/ivisualstudio.microsoft.com» d... - Translate this page

Downloads - Visual Studio - Microsoft

27 Sept 2022 — Global - Visual Studio currently does not run on Android or iCS. - Visual Studio
for Mac currently does not run on Android or iOS. - Visual Studio ...

https:/iwww.microsoft.com » es-sv - Translate this page

Microsoft: pagina principal

Iconos del conjunto de aplicaciones de Microsoft 365, como Teams, Word, Outlook,. Microsoft
365. Todo Io que necesitas para lograr mas en menos tiempo

Figure 4.3 - Filtering for a specific domain
« Imagine you're interested in searching for a specific security vulnerability on a particular domain

such as Microsoft’s website. Using the printnightmare site:microsoft.com syntax
will provide results for PrintNightmare on Microsoft’s website:
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Figure 4.4 - Combining a keyword with the site operator
o Ifyou're interested in finding the customer portals on a targeted website, using the customer

AND login site:domain-name syntax filters the search results to look for customers
and logins on a specific domain, as shown in the following screenshot:

Figure 4.5 — Finding customer portals on a domain
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« Ifyoure looking for login portals on a specific domain, using the **login* site:domain-
name syntax will filter results with the specific keyword login on the domain, as shown in the
following screenshot:

Figure 4.6 — Finding login portals

« Imagine you're interested in finding specific file types on a domain. Using site:domain-
name Filetype:txtorsite:domain-name filetype:pdf filters the Google
search results, as shown in the following screenshot:

Figure 4.7 — Searching for file types on a domain
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o Imagine you're interested in looking for all websites that contain the word login within their title
for a specific domain. You can do this by using the site:zdomain-name intitle:login
syntax, as shown in the following screenshot:

Figure 4.8 — Finding login portals

« To find sub-domains for an organization, use the site-domain-name -www syntax to
exclude the www parameter, as shown in the following screenshot:

Figure 4.9 - Finding sub-domains
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( A
Tip
Additionally, you can use the site:*_domain.com -site:www.domain.com Google
dork syntax to find sub-domains of a target. For instance, if you want to find sub-domains of
microsoft.com, the site:*_microsoft.com -site:www.microsoft.com syntax
will filter the Google search results.

. J

Many possible combinations of Google advanced search operators will provide unique results for
us. To help ease the learning curve with Google’s advanced search operators, Google has included
an Advanced Search feature on their main Google search page that reduces the need to use specific
advanced search operators.

To access Google’s Advanced Search feature, please use the following instructions:

1.  Go to Google’s home page at https://www.google.com/ and click on Settings, as shown
in the following screenshot:

Figure 4.10 - Google home page
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2. Next, click on Advanced search as shown:

Figure 4.11 — Advanced search

3. Lastly, you'll access the Advanced Search menu, which provides many fields to help you perform
advanced Google searches, as shown in the following screenshot:
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Advanced Search

Find pages with

all these words:

this exact word or phrase:
any of these words:

none of these words:

numbers ranging from: to

Then narrow your

results by...

language: any language
region: any region
last update: anytime

site or domain:

terms appearing: anywhere in the page
file type: any format
usage rights: not filtered by licence

Advanced Search

To do this in the search box.
Type the important words: tri-colour rat terrier
Put exact words in quotes: "rat terrier”

Type OR between all the words you want miniature OR standard

Put a minus sign just before words that you don' want
-rodent, -"Jack Russell”

Put two full stops between the numbers and add a unit of measurement:
1e..35 kg, £20@..£508, 2016..2011

Find pages in the language that you select.
Find pages published in a parficular region.

Find pages updated within the time that you specify.

Search one sife (like wikipedia.org ) or limit your resuls fo a domain
like .edu, .org or .gov

Search for lerms in the whole page, page lifle or web address, or links to
the page you're looking for

Find pages in the format that you prefer

Find pages that you are free to use yourself.

Figure 4.12 — Google Advanced Search menu

Additionally, Exploit Database (https://www.exploit-db.com/) manages the Google Hacking
Database (GHDB), a public repository of advanced Google search operators and combinations to
find exposed systems and resources on the internet. The GHDB can be found at https://www.
exploit-db.com/google-hacking-database.

The following screenshot shows some of the many Google dorks found on the GHDB:
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Figure 4.13 - GHDB

As shown in the preceding screenshot, each Google dork can be used to find sensitive and unintentionally
exposed systems and files on the internet. Please be very mindful and careful when lurking around
using Google hacking techniques. Do not use the information you find for malicious purposes or to
cause harm to a system or network.

Important note

As an ethical hacker, Google dorks can help you find publicly exposed documents that contain
metadata of username structures, which allows you to gain further insights into the way
usernames are created for a targeted organization.

Having completed this section, you have learned how to use internet search engines to collect intelligence
about a target. In the next section, you will learn how to collect domain intelligence.
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Domain intelligence

Domain intelligence focuses on collecting and analyzing domain registry details and DNS records
of a targeted organization to identify their systems, network infrastructure, and attack surface. As
the internet continues to expand, there are more registered domain names on the internet as more
organizations create an online presence to extend their market reach to new customers around the
world. In addition, it’s quite easy for anyone to register a public domain name on the internet and use
the namespace for their personal usage. Domain names have been around for quite some time, and
they help us to easily access websites on the internet. For instance, imagine how challenging it would
be for each person to know and record the IP addresses of each website they wanted to visit. If the
IP address were unknown, then the user would not know how to connect to the destination website.
Similarly to a postal service, if the destination mailing address is unknown, then the courier won’t
be able to deliver the letter.

Domain names are easy-to-remember addresses that are unique on the internet, and they help us
connect to websites such as google .com and amazon . com. However, a domain name is a string of
unique characters that are usually mapped to an IP address of a device on a network. Domain names
usually end with a Top Level Domain (TLD) such as .com, .net, .org, and so on. Different root
DNS servers are managed by the Internet Assigned Numbers Authority (IANA). For instance, the
-com root DNS server will contain the records for all domain names that have the .com TLD and
their associated IP addresses. Therefore, if a user wants to retrieve the IP address for www.google.
com, they will need to query the . com root DNS server, which searches its database for all records
of google.com. Once the google.com domain is found within the DNS server, the server
then searches for the www record and its associated IP address and responds to the user’s computer.
You can think of DNS servers as very large directories that contain many records of hostnames and
their associated IP addresses, which helps many people around the world to easily connect to their
destination websites and servers.

( R

Important note

DNS is a common network protocol that allows a device to resolve a hostname to an IP address.
DNS operates on User Datagram Protocol (UDP) port 53 to handle DNS queries and responses
between clients and the DNS server. However, DNS servers also use Transmission Control
Protocol (TCP) port 53 for the zone transfer of records between one DNS server and another.
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The following diagram shows the concept of a root DNS server:

Figure 4.14 - Root DNS server structure

Prior to using DNS servers for domain name resolution, each computer used a HOSts file that
contained a list of hostnames and their associated IP addresses. This HOStS file required frequent
updates to ensure it had the latest records. However, managing this file on all client computers became
a challenging task, and DNS servers were used to overcome this issue. However, the HOStS file on
Windows-based operating systems can be found in the C:\Windows\System32\drivers\etc
folder directory. However, when a computer connects to a network, the Dynamic Host Configuration
Protocol (DHCP) server usually provides the network’s DNS server IP addresses to the client. Therefore,
the host operating system of the client device no longer queries the HOSts file, instead sending all
DNS queries to the DNS servers.

The following screenshot shows the contents of the HOStS file of a Windows 11 operating system:
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Copyright (c) 1993-20@9 Microsoft Corp.
This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

This file contains the mappings of IP addresses to host names. Each
entry should be kept on an individual line. The IP address should

be placed in the first column followed by the corresponding host name.
The IP address and the host name should be separated by at least one
space.

Additionally, comments (such as these) may be inserted on individual
lines or following the machine name denoted by a '#' symbol.

For example:

102.54.94.97 rhino.acme.com # source server
38.25.63.10 X.acme.com # x client host

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

localhost name resolution is handled within DNS itself.
127.0.0.1 localhost
il localhost

L S

Figure 4.15 — Hosts file

As shown in the preceding screenshot, the file was originally created to map hostnames to IP addresses.
However, all the lines are commented by default to prevent the operating system from reaching any
of its contents, including the default entries.

The following are the general steps taken when performing a DNS query for a hostname:

1. When a user enters a domain name or hostname into the address bar of their web browser, the
client device checks its local DNS cache for any previous entries that match the hostname. If no
previous entries are found, the client device sends a DNS query to the preferred DNS server,
as shown in the following screenshot:
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Figure 4.16 - DNS query

Tip
The ipconfig /displaydns command will display the local DNS cache on a Windows-
based operating system.

2. 'The DNS server will check its local database for the request record and respond with a DNS reply
to the client device with the IP address for the hostname, as shown in the following screenshot:

Figure 4.17 — DNS response
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3. When the client device receives the IP address, it will insert it as the destination IP address
within the Layer 3 header of the IP packet and send it out on the network to establish a
connection to the destination web server, as shown in the following screenshot:

Figure 4.18 — Connection to the destination server

Domain owners and DNS server administrators can create various types of DNS records for a domain,
such as the following:

o A: This record maps a hostname to an IPv4 address

o AAAA: This record maps a hostname to an IPv6 address

o MX: This record is used to specify the (e)mail exchange servers for the domain
« NS: Contains the name servers for the domain

o CNAME: Specifies the canonical name (alias) for the domain or a sub-domain
o PTR: Used to resolve an IP address to a hostname

o RP: Used to specify the responsible person for the domain

o TXT: This record allows the domain owner to specify a text record, which is commonly used
to validate ownership of the domain

« SRV: Used to specify a service port

« SOA: This record is used for storing administrative information about the domain
Public DNS servers are available to anyone on the internet and usually contain a copy of the DNS records
for many registered domain names. As an ethical hacker or penetration tester, you can leverage both the

domain registration details and DNS records of a domain name to help you better understand the target’s
network infrastructure, publicly available servers, and additional assets that are owned by the target.
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The following diagram shows a visual mind map of key areas for collecting domain intelligence:

Figure 4.19 — Domain intelligence mind map

As shown in the preceding diagram, ethical hackers can collect domain registration details from public
WHOIS databases, identify sub-domains using various tools and internet search engines, and retrieve
DNS records from public DNS servers.

Working with WHOIS databases

Registering a domain name on the internet is quite a simple process. The user visits an online domain
registrar, checks the availability of a preferred domain, and registers it for a number of years. During
the registration process, the domain registrar collects a lot of Personally Identifiable Information
(PII) about the new domain owner, such as the following:

o Full name

o Physical address

o Email address

o Telephone number
o Mobile number

o Organization name
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By registering a domain on the internet, the registration details are publicly available by default, enabling
anyone to identify the owner of the domain name and other sensitive details. However, many domain
registrars provide an additional paid service to keep the registration details private for the duration
of the lease. In addition, during the registration process, many people and organizations will choose
to pay an additional fee to protect their privacy and keep their domain registration details private.
However, not everyone chooses to pay the additional privacy charges, thus leaving their registration
details exposed on the internet.

As an ethical hacker, you can leverage the information found on a WHOIS database to create a
profile about a target and identify their contact details and physical location. The following are public
WHOIS databases:

o https://who.is/
o https://www.whois.com/whois/

« https://whois.domaintools.com/

The preceding list is just a few of the many public WHOIS online databases available. When performing
a WHOIS lookup, it’s important to query the targeted domain on multiple WHOIS databases to ensure
the information is accurate and available.

To get started with performing WHOIS lookup and retrieving domain registration information, please
use the following instructions:

1.  Firstly, power on your Kali Linux virtual machine and verify there’s internet connectivity on it.

2. Next, open the Terminal on Kali Linux and use the WhO 1S command, like so:

kali@kali:~$ whois apple.com

The following screenshot shows the Who s response for the targeted domain:
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Figure 4.20 — whois response

As shown in the preceding screenshot, the Who 1S tool attempted to retrieve all the domain
registration details, such as the domain registration period, the name servers, the owner’s
personal information, and their contact details. However, the domain owner has domain privacy
to protect their registration details from being exposed on the internet.

Next, open the web browser within Kali Linux, go to https://mxtoolbox.com/Whois.
aspx, and enter a targeted domain name, as shown in the following screenshot:

Figure 4.21 - MXToolbox Whois Lookup
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As shown in the following screenshot, the MXToolbox WHOIS database provided the name servers
of the domain and registration details:

SuperTool Beta?

apple.com Whois Lookup ~ ~

whois:apple.com | EUERGE S 2 whais

Name
Registrar
MName Server
Name Server
Name Server

Name Server

Name

Domain Name

Registry Domain D
Registrar WHOIS Server
Registrar URL

Updated Date

Creation Date

Registry Expiry Date
Registrar

Registrar IANA 1D

Registrar Abuse Contact Email

Value

CSC Corporate Domains, Inc.
ANS.APPLE.COM
B.MS.APPLE.COM
C.MNS.APPLE.COM

D.MS.APPLE.COM

Value

APPLE.COM
1225976_DOMAIN_COM-VRSN
whois_corporatedomains.com
http:/fcscdbs.com
2023-02-16T06:14:382
1987-02-19T05:00:002
2024-02-20T05:00:00Z2

CSC Corporate Domains, Inc.
299

domainabuse@cscglobal.com

Figure 4.22 - WHOIS results

Most organizations will opt to pay additional fees to ensure their registration details are kept private
from users on the internet. However, it’s a good practice to perform a WHOIS lookup because you

may find something interesting to help you plan future operations in ethical hacking.

Using nslookup for reconnaissance

The nslookup tool is a popular network administration tool that is built into many operating
systems such as Windows and Linux and enables IT professionals to troubleshoot DNS issues on a
network. As an ethical hacker, you can leverage nsSlookup to retrieve domain information such as
DNS records from the targeted DNS server and other publicly available DNS servers on the internet.
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To get started with learning how to use Nslookup, please use the following instructions:

1. Firstly, power on the Kali Linux virtual machine and ensure it has internet connectivity.

2. Next, open the Terminal on Kali Linux and execute the NS lookup command. After executing
the command, the Terminal prompt will change, and all queries on the Terminal will be sent
to the IP address of the DNS server that’s configured on Kali Linux.

3. To change the current server to Google’s DNS server, use the server 8.8.8._8 command.
This command will send all DNS queries that are performed on the Terminal to Google’s
DNS servers.

4. Next, enter a domain such as amazon.com to perform a query, as shown in the
following screenshot:

Figure 4.23 - nslookup tool

As shown in the preceding screenshot, nslookup sends the DNS query to 8.8.8.8 (Googles
DNS server), retrieves the DNS A records for the domain name, and shows the public IPv4
addresses of their web servers.

Important note

The non-authoritative answer means the information was retrieved from a DNS server other
than the server with the original DNS records. Non-authoritative DNS servers usually have a
cached copy of the original DNS records.
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5. Next, use the set type=mx command to change the query type and enter the targeted
domain again to retrieve the email server information:

Figure 4.24 - Retrieving email server information

As shown in the preceding screenshot, the hostname of the email server was found.

6. To resolve the email server hostname to an IP address, use the set type=a command, then
enter the hostname of the email server, as shown in the following screenshot:

Figure 4.25 - Resolving a hostname to an IP address

As shown in the preceding screenshot, the public IPv4 address of the email server was retrieved from
a public DNS server. Hence, it’s important to understand the type of records that are created on a DNS
server and how ethical hackers can collect and analyze such information to create a profile about a target.

Discovering sub-domains

Sub-domains are used to both organize and develop a hierarchical structure for domain names,
such as dividing a parent domain into smaller parts that can be easily managed by IT professionals.
Furthermore, sub-domains are easily created by adding a prefix value to an existing parent domain. For
instance, Google owns the google . com domain and created mai I .google . com as a sub-domain
that points to its online email platform. This means that sub-domains can have their own IP address,
content, and hosting server, and can be managed separately from the parent domain.
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Discovering sub-domains

As an ethical hacker, it’s important to discover sub-domains of a target as they can provide valuable
information during your reconnaissance phase. They can help you identify additional systems and
network infrastructure and determine the security posture of the target. In addition, you can expand
the attack surface, discovering security vulnerabilities that can lead to compromising the target and
gaining a foothold. Furthermore, ethical hackers can spoof sub-domains that appear to be legitimate to
a target’s domain name during a social engineering attack, tricking employees into revealing sensitive
details such as their user credentials and even downloading malware onto their company-owned systems.

Certificate searching

Certificate Search is an online database that collects information from digital certificates that are
publicly available and found on the internet. Digital certificates enable a user to validate the authenticity
of a system on an untrusted network such as the internet. For instance, hackers can easily set up
fake websites on the internet to perform social engineering attacks on their victims, such as tricking
a person into revealing their user credentials for their online account. Digital certificates are used
to help a user verify the identity of a website or device while identifying the certificate issuer, the
organization, and its location.

Keep in mind that digital certificates play an important role in e-commerce as they are used to help
improve the security of online transactions and communication to ensure all transmitted data between
the user’s web browser and the server is encrypted, thus ensuring the encrypted data can only be
decrypted by the intended recipient.

Digital certificates are commonly issued by a third-party, trusted organization known as a certificate
authority (CA) on the internet. The CA is responsible for validating the identity of the certificate
holder; therefore, the issued certificate contains the following data:

o Subject name—This field contains the name of the entity that will be using the certificate. The
entity can be a person, website, server, or organization.

o Public key—This field contains the public key that will be used with the entity to perform data
encryption between the client and server.

o Issuer name—This field contains the name of the CA that issued the certificate.

« Validity dates—This field indicates the validity duration of the certificate, after which the
certificate will expire and become untrusted if it’s not renewed by the entity/certificate holder.

o Certificate serial number—The serial number is a unique value assigned by the CA for
identifying the certification.

« Signature algorithm—This field contains the cryptographic algorithms that are used by the
CA to digitally sign the certificate.

o Thumbprint—This field contains a unique identifier (UID) value that is used for verification.
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The following screenshot shows general information on a digital certificate for www . amazon . com:

Certificate

WWW.amazon.com

DigiCert Global CA G2 DigiCert Global Root G2

Subject Name

Common Name

Issuer Name

Country
Organization

WWw.amazon.com

us
DigiCert Inc

Common Mame DigiCert Global CA G2

Validity

Mot Before
Not After

Tue, 17 Jan 2023 00:00:00 GMT
Tue, 16 Jan 2024 23:59:59 GMT

Subject Alt Names

DNS Name
DNS Name
DNS Name
DNS Name
DNS Name
DNS Name

dmazZon.com
amzn.com
uedata.amazon.com
us.amazon.com
WWW.amaZon.com
WWww.amzn.com

Figure 4.26 - Certificate details

As shown in the preceding screenshot, anyone can identify the CA as DigiCert Global Root CA, the
intermediate CA as DigiCert Global CA GA, the holder of the certificate as www . amazon . com, and
its details. Additionally, the Subject Alt Names field indicates this digital certificate can be used with
the additional sub-domains listed within this field. As an ethical hacker, this field helps us to easily
discover additional sub-domains of a targeted organization, which can lead to additional points of
entry into a target.
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Discovering sub-domains

Certificate Search can help us to efficiently discover the digital certificates of an organization using
passive reconnaissance. To get started with using Certificate Search as an online OSINT tool to discover
the sub-domains of an organization, please use the following instructions:

1. Open the web browser on your computer or Kali Linux virtual machine, and go to the official
website of Certificate Search at https://crt.sh/.

2. Once the website loads, enter a public domain and click on the Search button, as shown in
the following screenshot:

Figure 4.27 - Certificate Search

As shown in the preceding screenshot, Certificate Search allows anyone to enter an identity
such as a domain name or organizational name, or a certificate fingerprint.

3. Next, Certificate Search will return all results from its database showing all digital certificates
that contain apple . com as the domain, and sub-domains:

Figure 4.28 - Certificate results
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As shown in the preceding screenshot, the results contain the crt.sh ID, the logged date,
validity period, Common Name (CN), matching identities, and additional details. The Matching
Identities field displays the sub-domains of the organization; these hostnames can be easily
resolved to IP addresses using the DNS protocols.

4. Next, click on any crt.sh ID to view the details within a digital certificate:

Figure 4.29 - Certificate details

As shown in the preceding screenshot, the digital certificate contains the locale information
about the organization, which can be used to find the physical location of the company. Such
information is important when conducting a black-box penetration test on a target when only
the organization name is given to the ethical hacker or penetration tester. It’s important that
the ethical hacker finds the accurate physical location of the company to identify the company’s
wireless networks and physical security presence.

As you have seen in the preceding steps, Certificate Search is a valuable resource to help us discover
digital certificates associated with a target and displays their locale and sub-domain information,
which helps ethical hackers to create a profile about their targets. Next, you will learn how to discover
sub-domains using an OSINT tool on Kali Linux.
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Working with Recon-ng

Recon-ng is a popular open source reconnaissance tool that helps ethical hackers and penetration
testers collect and analyze OSINT from the internet. This tool can be used to identify whether an
organization is leaking sensitive data that can be leveraged by potential threat actors when planning a
future cyber-attack. Recon-ng provides a command-line interface and contains various modules that
are designed for specific tasks and collecting OSINT from various data sources.

The following are some advantages of using Recon-ng for collecting and analyzing OSINT:

Automation—Recon-ng can be automated to collect OSINT from online data sources

Modules—There are a lot of built-in modules that can be customized to provide additional
features and capabilities

Data management—Recon-ng has tools that enable a user to both organize and manage
collected data efficiently during reconnaissance

Reporting—There are multiple reporting modules and features that enable the user to generate
reports in formats such as HyperText Markup Language (HTML), Extensible Markup
Language (XML), and Comma-Separated Values (CSV) files

To get started with using Recon-ng to discover and collect sub-domains of a target, please use the
following instructions:

1.
2.

Firstly, power on the Kali Linux virtual machine and ensure it has internet connectivity.

Next, open the Terminal and execute the following command to start Recon-ng:
kali@kali:~$ recon-ng

Next, Recon-ng has an online marketplace with additional modules that can be downloaded

and installed. To install all modules from the marketplace, use the following commands:

[recon-ng][default] > marketplace install all

The following screenshot shows the additional modules are being downloaded and installed
on Recon-ng:

127



128 Domain and DNS Intelligence

Figure 4.30 - Installing modules

After the modules are installed, Recon-ng will reload all modules on the application, and you
will see a lot of warning messages similar to these:

Figure 4.31 — Missing application programming interface (API) keys

As shown in the preceding screenshot, many Recon-ng modules require a valid API key to
communicate with an online data source to query and retrieve data about a target. In a later
step, you will learn how to add API keys for various Recon-ng modules.

4. Next, to display a list of API keys and the associated module, use the following command:

[recon-ng][default] > keys list

As shown in the following screenshot, there are no API keys assigned to any module by default:

Figure 4.32 - Checking API keys
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Next, to get an API key for BuiltWith, go to https://bui ltwith.com/ and create a free
account. After creating an account, log in and click on Tools > API Access to get your API key.

Next, to get an API key for HunterIO, go to https://hunter. i0/ and create a free
account. When you're logged in, click on your profile and select </> API to view your API key
for this platform.

Repeat the previous steps to get API keys from VirusTotal at https://www.virustotal .
com/, Censys at https://search._censys. 10/, and Shodan at https://www.
shodan . 10/. Feel free to get additional API keys for supported modules on Recon-ng.

Next, to add an API key to an API-supported module, use the keys add <AP1 module
name> <API key value>command on Recon-ng—for instance, keys add builtwith_
api 12345,

Next, use the keys 1ist command to verify the API keys were added successfully, as shown
in the following screenshot:

Figure 4.33 — Verifying APl keys

10. Next, when collecting data about a target, it's good practice to keep your physical and digital

workspace organized to easily find information when needed. Therefore, use the following
commands to create a digital workspace on Recon-ng:

[recon-ng][default] > workspaces create targetl_recon
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11. Next, use the following command to view a list of all created workspaces within Recon-ng:

[recon-ng][targetl_recon] > workspaces list

As shown in the following screenshot, the newly created workspace is available and we're
currently operating within it:

Figure 4.34 - Viewing workspaces
12. Next, let’s use the modules search command to find the bing_domain module that
will help us identify the geo-location and sub-domains of a target:

[recon-ng][targetl _recon] > modules search bing_domain

The following screenshot shows two modules were identified and returned:

Figure 4.35 — Search results

13. Next, let’s use the recon/domains-hosts/bing_domain_web module and display
its description:

[recon-ng][targetl_recon] > modules load recon/domains-hosts/
bing_domain_web

[recon-ng][targetl_recon][bing_domain_web] > info
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The following screenshot shows the module’s description and the required options to use
the module:

Figure 4.36 — Displaying module descriptions

As shown in the preceding screenshot, the SOURCE value must be set before using the module
to collect OSINT from the internet.

14. Next, let’s set microsoft.com as the target and execute the module using the
following commands:
[recon-ng][targetl_recon][bing_domain_web] > options set SOURCE
microsoft.com
[recon-ng][targetl_recon][bing_domain_web] > run

Tip
To unset a value within a module, use the options unset <parameter/value>command.

The following screenshot shows the module has started collecting OSINT about the targeted
domain name:
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Figure 4.37 - Running a module

15. Once the module has finished collecting OSINT on the target, execute the show hosts
command to view the collected data:

Figure 4.38 - Viewing collected data

16. To exit the current module on Recon-ng, type back and hit Enter.
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Important note

The show command can be used with show [companies] [credentials] [hosts]
[locations] [ports] [pushpins] [vulnerabilities] [contacts]

[domains] [leaks] [netblocks] [profiles] [repositories] to view specific
information that was collected by Recon-ng.

~N

17. Next, display a summary of all OSINT that was collected by Recon-ng:

[recon-ng][targetl_recon] > dashboard

18. The following screenshot shows the summary of activities that were performed and collected

by Recon-ng:

Figure 4.39 - Activity summary on Recon-ng
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19. Next, to generate a report using an HTML reporting module, use the following commands:

[recon-ng][targetl recon] > modules load reporting/html
[recon-ng][targetl_recon][html] > info
[recon-ng][targetl_recon][html] > options set CREATOR Glen

[recon-ng][targetl_recon][html] > options set CUSTOMER
NewCustomerl

[recon-ng][targetl_recon][html] > options set FILENAME /home/
kal i/Recon-Reportl._html

[recon-ng][targetl_recon][html] > run

The following screenshot shows the execution of the preceding commands:

Figure 4.40 - Using the reporting module

As shown in the preceding screenshot, a report was generated and stored in the /home/
kal i/ directory.

20. To view the report using a web browser, open a new Terminal and use the following commands:

kali@kali:~$ firefox /home/kali/Recon-Reportl.html
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The following screenshot shows the HTML version of the report with the data collected about
the target domain name:

Figure 4.41 - HTML report

21. Lastly, to access the web interface of Recon-ng, open a new Terminal and execute the recon-
web command, then open a web browser and go to http://127_.0.0.1:5000/, as shown
in the following screenshot:
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Figure 4.42 — Recon-ng web interface

Having completed this exercise, you have learned the fundamentals of using Recon-ng to collect and
analyze OSINT. Next, you will learn how to perform DNS reconnaissance on a target.

DNS reconnaissance

DNS reconnaissance is a common technique used by ethical hackers and threat actors to collect
information about a target by gathering publicly available information from DNS servers on the
internet. If you recall, DNS is a network protocol that allows a system to resolve a hostname to an
IP address, and there are many DNS servers on the internet that contain public DNS records about
various registered domain names.

As an ethical hacker, DNS reconnaissance focuses on sending DNS queries to either the target-owned
DNS server or a public DNS server to retrieve DNS records about the target’s domain name, IP
addresses, and sub-domains. The collected responses are analyzed to identify any valuable information
about the target such as their systems and network architecture, potential security vulnerabilities, and
application platforms.

In this section, you will learn how to use various tools and techniques to efficiently collect and analyze
DNS information to create a profile about a target.
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Using DNSenum

DNSenum is a common DNS enumeration tool that’s used to collect OSINT on domain names.
It operates by sending various types of queries to a DNS server about a targeted domain name, IP
addresses, email servers, name servers, and sub-domains.

To get started with using DNSenum to collect DNS information about a targeted domain name, please
use the following instructions:

1. Firstly, power on the Kali Linux virtual machine and ensure it has internet connectivity.

2. Next, open the Terminal and use the following command to query Google’s DNS server for
DNS records that belong to apple . com:

kali@kali:~$ dnsenum --dnsserver 8.8.8.8 apple.com

As shown in the following screenshot, DNSenum is attempting to retrieve all DNS record types
and name servers of the target domain name:

Figure 4.43 — DNSenum output

As shown in the preceding screenshot, DNSenum was able to retrieve the public IP addresses
of the target’s web server, name servers, and email servers.
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Once DNSenum has collected general DNS record details, it will automatically attempt to
perform sub-domain enumeration by using a default wordlist to identify common sub-domains
of the target, as shown in the following screenshot:

Figure 4.44 - Sub-domain enumeration

As shown in the preceding screenshot, DNSenum was able to enumerate many sub-domains
of the target by performing a brute-force query to Google’s DNS server.

Having completed this exercise, you have learned how to automate the collection of DNS records
of a target from a public DNS server. Next, you will learn how to use DNSRecon for performing
DNS reconnaissance.

Working with DNSRecon

DNSRecon is another common DNS reconnaissance tool that enables ethical hackers and penetration
testers to discover DNS records about their target’s domain name. This tool helps automate the processes
of retrieving various DNS records found on public DNS servers about a specific domain name.

To get started with using DNSRecon, please use the following instructions:

1.
2.

Firstly, power on the Kali Linux virtual machine and ensure it has internet connectivity.

Next, open the Terminal and use the following commands to query Google’s DNS server for
the DNS records of apple . com:

kali@kali:~$ dnsrecon -d apple.com -n 8.8.8.8

As shown in the following screenshot, DNSRecon was able to retrieve the public DNS records
of the target:
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Figure 4.45 - DNSRecon output

As shown in the preceding screenshot, DNSRecon was able to retrieve various types of DNS
records such as A, AAAA, MX, TXT, NS, and more.

3. Lastly, DNSRecon attempted to automatically enumerate the SRV record for the targeted
domain, as shown in the following screenshot:

Figure 4.46 — Enumerating SRV records

Having completed this exercise, you have learned how to enumerate DNS records using the DNSRecon
tool to find sub-domains and IP addresses of a target. Next, you will learn how to perform DNS zone
transfers on a misconfigured DNS server.
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Performing DNS zone transfers

As you have learned so far, DNS servers have an important role in internal networks and on the
internet. A DNS zone transfer is the process of copying the zone records or entire contents of a DNS
zone from a primary DNS server onto another DNS server. DNS zone transfers are used to ensure DNS
data is synchronized between primary and secondary DNS servers. However, the primary (master)
DNS server holds the master zone record, and the secondary DNS server holds a copy of the same
zone record file. Whenever there’s a change to the master zone record on the primary DNS server,
the secondary DNS server needs to update its copy of the zone record too, hence the need for DNS
zone transfers between DNS servers.

However, if a DNS server is misconfigured on a network or on the internet, an ethical hacker can
attempt to copy the master zone records of an organization to identify security vulnerabilities on the
assets owned by the target. Imagine a targeted organization did not separate its internal and external
namespaces on its DNS server. If a DNS zone transfer is possible, the ethical hacker will be able to
retrieve information about the organization’s internal systems and external systems. Keep in mind
that it's important to ensure ethical hackers obtain explicit permission before attempting to perform
DNS zone transfers on customers’ DNS servers.

Important note

The folks at DigiNinja (https://digi.ninja) have created a vulnerable DNS server
environment for learning how DNS zone transfers can impact organizations and have created
the zonetranster .me domain, which contains a DNS zone transfer security vulnerability.

To get started with learning how to perform a DNS zone transfer on a vulnerable DNS server, please
use the following instructions:

1. Firstly, power on the Kali Linux virtual machine and ensure it has internet connectivity.

2. Next, open the Terminal on Kali Linux and execute the following commands to discover the
DNS records of the zonetransfter .me domain:

kali@kali:~$ host zonetransfer.me

The following screenshot shows the DNS A and MX records for the targeted domain name:
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Figure 4.47 - Finding DNS records

Next, use the following command to retrieve the name servers of the targeted domain:

kali@kali:~$ host -t ns zonetransfer.me

The following screenshot shows the name servers of the targeted domain were found:

Figure 4.48 — Retrieving name servers

As shown in the preceding screenshot, the following are the two name servers for the domain:
* nsztm2.digi-ninja
= nsztml.digi.ninja

As ethical hackers, we can use these two name servers to determine whether the targeted
domain is leaking zone records.

Next, let’s query the targeted domain name with one of the newly discovered name servers:
kali@kali:~$ host -1 zonetransfer.me nsztml.digi.ninja

The following screenshot shows the DNS records that were retrieved from the nsztml._digi .
ninja name server for the zonetransfer .me domain name:
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Figure 4.49 — DNS records

As shown in the preceding screenshot, there are many sensitive and interesting hostnames
found within the results. Some of these hostnames and IP addresses may not be intentionally
exposed by the organization; however, such information can be leveraged by an ethical hacker
to expand the attack surface.

Important note

When performing DNS reconnaissance and zone transfers, ensure you query all name servers
for a targeted domain as one server may lack proper security configuration compared with
the others.

5. Next, let’s use DNSenum to automate the DNS zone transfer process on the target domain name:

kali@kali:~$ dnsenum zonetransfer.me

The following screenshot shows that DNSenum was able to successfully perform a DNS zone
transfer from the vulnerable nsSztm2 .digi . ninja name server of the target:
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Figure 4.50 - DNS zone transfer

Furthermore, DNSenum was able to retrieve additional interesting records from the vulnerable
DNS server:

Figure 4.51 — Zone records



144

Domain and DNS Intelligence

The information collected from zone transfers can help ethical hackers to identify the network
infrastructure of the targeted organization such as the hostname of systems and their IP addresses.
Having completed this exercise, you have learned how to use perform DNS zone transfers on a vulnerable
DNS server. Next, you will how SpiderFoot helps ethical hackers during their reconnaissance phase
in penetration testing.

Exploring SpiderFoot

SpiderFoot is a popular OSINT tool used by cybersecurity professionals for reconnaissance, threat
intelligence (TT), and investigation purposes. SpiderFoot can help ethical hackers to automate the
collection of OSINT from various data sources on the internet. For instance, SpiderFoot operates by
collecting data from various internet search engines, social media platforms, DNS records, WHOIS
databases, and other publicly available sources. Then, SpiderFoot will both organize the collected data
and present information in a way that helps ethical hackers easily analyze it.

Important note

To learn more about the SpiderFoot project, please visit https://github.com/smical lef/
spiderfoot.

To get started with using SpiderFoot for reconnaissance, please use the following instructions:

1.  Firstly, power on the Kali Linux virtual machine and ensure it has internet connectivity.

2. Next, open the Terminal on Kali Linux and execute the following command to start the
SpiderFoot web interface:

kali@kali:~$ spiderfoot -1 0.0.0.0:1234

The following screenshot shows the web interface for SpiderFoot has started:

kaliakali:~$ spiderfoot -1 ©.0.0.0:1234
2023-03-12 20:35:09,884 [INFO] sf : Starting web server at 0.0.0.0:1234 ...

Fhkhkkhkhkhkhkkkrhkhkhkhkhkrhkrhhhkdhhkhhkhdhhhrhkhhhhkrhkdhhhdhkdhhhhhdrhhhhhik
Use SpiderFoot by starting your web browser of choice and

browse to http://127.0.0.1:1234
*hkkkkdhhkhkrhkrhdhrhhhkdhkdhdhhddrdhdrhdhdhrhdhrhrhdhdrddhrhrdxd

2023-03-12 20:35:09,906 [WARNING] sf :
Fhkkkkdhdkhhkdhkrhrdrhrhdhdhdhddhrdhdrdhdhdhohddrhrhdhdrddhdhodrdhhihdis
Warning: passwd file contains no passwords. Authentication disabled.
Please consider adding authentication to protect this instance!
Refer to https://ww.spiderfoot.net/documentation/#security.
Fhkkkkdhdkhhkdhkrhrdrhrhdhdhdhddhrdhdrdhdhdhohddrhrhdhdrddhdhodrdhhihdis

Figure 4.52 - Starting the web interface for SpiderFoot
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3. Next, open the web browser within Kali Linux and go to http://127.0.0.1:1234 to
access the web interface.

4. Next, click New Scan, set a Scan Name value, set a Scan Target value, select Passive, and click
on Run Scan Now, as shown in the following screenshot:

Figure 4.53 - Setting up a new scan

5. Next, the scan will start, and SpiderFoot will automatically populate the scan progress with the
collected OSINT, as shown in the following screenshot:
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Figure 4.54 — Summary data

6. Next, selecting the Browse sub-tab within the current scan will display the number of collected
data elements for each type of artifact:

Figure 4.55 - Viewing artifact data
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7. Next, select the Internet Name artifact to view a list of sub-domains for the targeted domain name:

Figure 4.56 — Viewing sub-domains

8. Next, click on Browse > Physical Location to view a list of the target’s geo-location data:

Figure 4.57 — Geo-locations
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After the entire scan is completed, ensure you visit all the artifact categories to view all collected
OSINT about the target to improve the profile of the target and identify any security vulnerabilities
that can be exploited to gain a foothold.

Having completed this section, you have learned how to use various tools and techniques to efficiently
discover sensitive information about a target such as its hostname, IP address, and even geo-locations.

Summary

In this chapter, you have learned how to use leverage internet search engines to discover sensitive
information about organizations. Additionally, you have gained hands-on skills to perform Google
hacking techniques to find interesting domain names and sub-domains for a company. Furthermore,
you have explored how to use various techniques and tools to discover and collect OSINT on domain
names, sub-domains, and DNS information.

I hope this chapter has been informative for you and helpful in your journey in the cybersecurity
industry. In the next chapter, Organizational Infrastructure Intelligence, you will gain the practical
skills needed to identify the network and organizational infrastructure of a targeted organization.

Further reading

o DNS servers: https://www.cloudflare.com/learning/dns/what-is-a-
dns-server/

o DNSrecords: https://www.cloudflare.com/learning/dns/dns-records/

« SpiderFoot: https://github.com/smicallef/spiderfoot
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Organizational Infrastructure
Intelligence

As more systems and networks are connecting to the internet, there’s a lot more data and information
publicly available to everyone around the world. Sometimes, organizations leak data about their assets
and network infrastructure without realizing it, and this enables threat actors to strategically collect
and analyze those data leaks to plan their future attacks on a target. As an aspiring ethical hacker, it’s
important to understand the Tactics, Techniques, and Procedures (TTPs) that are commonly used by
threat actors, and how such knowledge can be used to help organizations safeguard their infrastructure
and reduce their attack surface to prevent a real hacker from compromising their systems and networks.

During the course of this chapter, you will learn how to use various online and offline tools to harvest
data from the internet using Open Source Intelligence (OSINT) techniques to identify the infrastructure
of an organization. Additionally, you will discover how ethical hackers and threat actors are able to
discover vulnerable and exposed systems and devices on the internet and gain a better understanding
of how attackers are able to gain a foothold into a target’s network.

In this chapter, we will cover the following topics:
« Harvesting data from the internet

« Discovering exposed systems

« Collecting social media OSINT

Let’s dive in!
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Technical requirements

To follow along with the exercises in this chapter, please ensure that you have met the following
hardware and software requirements:

« Kali Linux: https://www.kali.org/get-kali/
o Trace Labs OSINT VM: https://www.tracelabs.org/initiatives/osint-vm
o Sherlock: https://github.com/sherlock-project/sherlock

Harvesting data from the internet

The internet contains lots of websites, open databases, and servers that store data about people,
networks, and organizations. Before an adversary launches a cyber-attack on their target, the attacker
spends sufficient time researching the target to better understand their infrastructure and identify any
security vulnerabilities that can be exploited to gain a foothold. Attackers gather and analyze OSINT
from multiple data sources to create a profile of their target, which helps to identify targeted hosts,
servers, operating systems, network block information, IP addresses, geo-location, subdomains, and so
on. Such information is very useful in planning a cyber-attack as it enables the attacker to determine
the attack surface of the targeted organization.

As an ethical hacker with a good moral compass and intentions, using the same TTPs as adversaries
can help organizations identify how they are intentionally or unintentionally leaking sensitive data
about their infrastructure, and how an attacker can leverage the same information collected from data
leaks to compromise their systems and networks.

The following are popular websites and open databases for gathering information:

o www.netcraft.com: Identify servers, their host operating systems, and web application
« www.shodan. i0: Identify servers and Internet of Things (IoT) devices

« censys. i0: Identify attack surface on servers and other connected systems

« hunter. 10: Identify email addresses of employees

« urlscan. io: Identify web applications and web servers

o intelx.io: Gather OSINT from multiple data sources

o www.wigle_net: Identify wireless networks around the world

o Tullhunt.io: Collect attack surface data

« vulners.com: A search engine for security intelligence and vulnerabilities

« Viz._greynoise. io: Identify threat intelligence

o builtwith.com: Identify the web infrastructure of a domain
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Harvesting data from the internet

The preceding list of search engines will be valuable within your arsenal of tools and resources when
performing passive information gathering on your target as an ethical hacker. Ensure you take the
time to visit each of these websites to gain a better understanding of how they work, and the type of
data they provide about a target.

Over the next few subsections, you will learn how to use both Netcraft and Maltego to collect and
analyze OSINT about an organization.

Netcraft

Netcraft provides various internet security services that collect and analyze data on various systems
and networks found on the internet. One of the most popular services that is leveraged by cybersecurity
professionals such as ethical hackers and penetration testers is the Web Server Survey tool, sometimes
referred to as the Site Report tool on the Netcraft website. This tool enables anyone to identify the
technologies and usage of web servers, their web applications, host operating systems, software version,
hosting providers, and network blocks.

Netcraft provides the following data about a targeted domain and its web servers:

o Background: Provides information about the website title, rank, description, and when it was
first seen on the internet

o Network: Provides information about the IPv4 and IPv6 addresses, network block owner,
hosting providers and country, name servers, and domain registrar details

o IP delegation: Contains information about the allocation of IP addresses to the domain

« IP Geolocation: Provide geo-location details about the domain name and its associated IP
address, such as city and country

o SSL/TLS: Provides information about the digital certificate for the domain name
« Site Technology: Provides information about the web technologies on the web server

o Hosting History: Provides information on the network block owner, name of the web application
and host operating systems, and IP address of the web server

While the data provided by Netcraft is intended to help both IT and cybersecurity professionals to
improve their organization’s security posture, threat actors can also leverage such information for
malicious activities and planning future attacks on a target. However, as an ethical hacker, you can
also leverage the information from Netcraft to help you better understand what type of data is being
leaked about your organization’s web servers and its infrastructure, and whether there are any known
security vulnerabilities on them.
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To get started using Netcraft to profile a web server, please use the following instructions:

1.  Open your web browser and go to https://sitereport.netcraft.com/, then insert
a target domain name such as https://microsoft. com within the URL input field, and
click on Look up, as shown in the following screenshot:

Figure 5.1 — Netcraft lookup

2. Netcraft will take a few seconds to analyze the targeted domain and its technologies and then
present the information, as shown in the following screenshot:

Figure 5.2 — Netcraft data

3. Next, scroll down to the SSL/TLS section to identify the geo-location of the company and
subdomains from the digital certificate:
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Figure 5.3 - Identifying interesting data

As shown in the preceding snippet, the digital certificate indicates the country and state of the
organization. Additionally, the Subject Alternative Name field indicates the various subdomains
that are associated with this digital certificate.

Next, scroll down to the Hosting History section to identify the host operating system, running
web application, and IP addresses of the target’s web server on the internet:

Figure 5.4 — Hosting History

Determining the host operating system and running web applications helps an ethical hacker
to improve their planning and identify known security vulnerabilities that can be exploited to
gain access to the target’s network infrastructure.

Lastly, Netcraft can be used to provide a list of subdomains of a parent domain; go to https://
searchdns.netcraft.com/ and enter .microsoft.com within the search field and
click on Search, as shown in the following screenshot:
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Figure 5.5 - Subdomain lookup

After a few seconds, Netcraft will provide the results showing a list of subdomains, their network
blocks, host operating systems, and the date first seen, as shown in the following screenshot:

Figure 5.6 - Finding subdomains

As shown in the preceding snippet, Netcraft can be used to collect and identify subdomains
of a target organization.

Having completed this exercise, you have learned how to use Netcraft to identify the public infrastructure
of an organization. Next, you will learn how to use Maltego to collect and analyze OSINT from multiple
data sources to improve the profile of a target.

Maltego

Maltego is a powerful data collection, visualization, and analysis tool for performing passive
reconnaissance on people, networks, and organizations. This tool was created to assist cybersecurity
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investigators and analysts in efficiently collecting and analyzing large amounts of OSINT from various
data sources, such as online databases, websites, and even social media platforms.

Maltego helps cybersecurity professionals such as ethical hackers and penetration testers to better
understand the relationships between complex datasets by showing patterns and associations between
different pieces of collected data, which can help identify interesting patterns. This tool is commonly
used by ethical hackers during their reconnaissance phase when collecting and analyzing data about
their targets.

To get started using Maltego for reconnaissance, please use the following instructions.
Part 1 - setting up Maltego
To set up Maltego, follow these steps:
1. Firstly, open your web browser and go to https://www.maltego.com/

ce-registration/ to register for a Maltego CE account on the official website.

2. Next, open the VirtualBox Manager application, power on the Trace Labs virtual machine
(TL OSINT VM 2022.1), and log in using 0Sint/osint as the username and password.

3. Once you're logged in to the Trace Labs virtual machine, click on the Kali Linux icon in the
top-left corner of the desktop and select Open Source Intelligence | Frameworks | maltego,
as shown in the following screenshot:

Figure 5.7 — OSINT Frameworks

155


https://www.maltego.com/ce-registration/
https://www.maltego.com/ce-registration/

156 Organizational Infrastructure Intelligence

4. Next, the Maltego application will load on the desktop and display the Product Selection
window; select Maltego CE (Free) and click Run, as shown in the following screenshot:

Figure 5.8 — Production selection

5. Next, the Configure Maltego setup menu will appear; ensure you check Accept and click on
Next > to continue:
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Figure 5.9 - License Agreement

6. Next, the Login window will appear; ensure you use the credentials that were created during
Step 1 and click on Next > to continue:
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Figure 5.10 - Logging in to Maltego

7. On the Login Result page, your login results will appear; simply click on Next >.
8.  On the Install Transforms page, the transforms set will install automatically; then click on Next >.

9. On the Web Browser Options page, select Firefox as the preferred web browser and click
on Finish.

Part 2 - working with Maltego
To work with Maltego, follow these steps:

1.  Once the Maltego CE application loads, click on the Maltego icon in the top-left corner of
the application window, then select New to create a new case file (project), as shown in the
following screenshot:
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Figure 5.11 — Creating a new case file
2. Next, to get started with identifying the infrastructure of a targeted organization, search for

the Domain entity from Entity Palette, then drag and drop the Domain entity anywhere onto
the graph pane, as shown in the following screenshot:

Figure 5.12 - Domain entity
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As shown in the preceding snippet, Entity Palette contains various objects that enable us to
collect and analyze data on a target based on their identity, social media, organization, and
even network.

3. Next, double-click on the Domain entity to open its Details pane, then change Domain Name
to microsoft.comand click on OK:

Figure 5.13 - Setting a target domain name
4. To discover the Domain Name System (DNS) records of the domain, right-click on the

Domain entity | All Transforms | To DNS Name - NS (name server), the result is shown in
the following screenshot:
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Figure 5.14 - Identifying name servers

As shown in the preceding snippet, Maltego was able to retrieve the name servers for the target
domain. The name servers are used to map the hostnames of a domain to IP addresses.

To discover the email exchange servers of a domain, right-click on the Domain entity | All
Transforms | To DNS Name - MX (mail server), the result is shown in the following screenshot:

Figure 5.15 - Identifying email servers
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6. To identify the IP address of the email server, right-click on the Email Server entity | All
Transforms | To IP Address [DNS], the result is shown in Figure 5.16:

Figure 5.16 — Identifying IP addresses

7. To find the website that is associated with the domain name, right-click on the Domain entity
| All Transforms | To Website [Quick lookup].

8. Next, to identify the IP address(es) of the website, right-click on the Website entity | To IP
Address [DNS], the result is shown in the following screenshot:

Figure 5.17 — IP addresses associated with the website
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As shown in the preceding snippet, Maltego was able to retrieve the IPv4 and IPv6 addresses
of the target website.

9. To retrieve email addresses that are associated with the domain, right-click on the Domain
entity | Email Addresses from Domain | To Email Addresses [PGP], the result is shown in
the following screenshot:

Figure 5.18 - Harvesting email addresses

As shown in the preceding snippet, Maltego was able to harvest the email addresses of users
that are associated with the domain. Email harvesting can be leveraged for social engineering
attacks as an attack vector for gaining access to the target’s systems and networks.

Having completed this section, you have learned how to harvest OSINT from the internet and identify
the infrastructure of an organization using Netcraft and Maltego. In the next section, you will learn
how to discover unintentionally exposed systems and networks on the internet.
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Discovering exposed systems

During the reconnaissance phase, it’s essential for ethical hackers and penetration testers to identify
the internal and external network infrastructure of their targets, as such information is useful for
identifying the attack surface and attack vectors and developing exploits for future operations.
Organizations often connect their systems and networks to the internet without performing a
reconnaissance or OSINT penetration test on their own infrastructure to determine whether any of
their assets are unintentionally exposed on the internet. Ethical hackers and penetration testers are
hired by organizations to identify how their systems and network infrastructures are exposed and
how their attack surface can be reduced to prevent future cyber-attacks and threats.

During this section, you will learn how threat actors and cybersecurity professionals can collect OSINT
from specialized search engines to identify an organization’s infrastructure and exposed service ports
on servers. In addition, you will learn how recruiters often leak sensitive data on job boards about
their organization’s systems and network infrastructure, which enables attackers to improve their
planning and operations.

Shodan

Shodan is a specialized internet search engine that enables cybersecurity professionals such as ethical
hackers to discover exposed systems such as servers, IoT devices, modems, video surveillance systems,
and Industrial Control Systems (ICSes). Shodan helps cybersecurity professionals to determine
whether their organizations’ systems are exposed on the internet and what type of data can be collected
by an adversary. For instance, many organizations have connected their network infrastructure to
the internet without realizing that their internal servers and systems are unintentionally exposed to
everyone and everything on the internet, such as hackers and malware.

For an ethical hacker, the data collected from Shodan can help identify exposed servers, open service
ports, running services and technologies, and known security vulnerabilities. Such information can
be used by real adversaries when planning their attack on an organization. However, ethical hackers
use the same techniques and information to simulate real-world cyber-attacks to identify hidden
security vulnerabilities, while providing insights on how to reduce the attack surface. It's important
to remember that not all organizations have the same level of security awareness training, a dedicated
security team, and the know-how to safeguard their assets. Hence, ethical hackers and penetration
testers are white-hat hackers who use their skills to help companies improve their cyber defenses and
security posture to prevent a real cyber-attack in the future.

To get started using Shodan, please use the following instructions:

1. Onyour computer, open your web browser, go to https://www.shodan. 10/ and register
for a free user account.

2. Once your user account is created, log in to the Shodan website, as shown in Figure 5.19:
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Figure 5.19 — Shodan website
3. Using the Shodan search bar, perform a search for windows server 2008 to find all

systems on the internet that are running Microsoft Windows Server 2008, as shown in the
following screenshot:

Figure 5.20 - Identifying Windows Server machines
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4. Next, to filter the search results based on a specific country, append the country:*'country
code™ syntax to the search, such aswindows server 2008 country:"'US", as shown
in the following screenshot:

&% View Report &% Download Results Ll Historical Trend Browse Images (I View on Map

Partner Spotlight: Looking for a place to store all the Shodan data? Check out Gravwell

12859. 2023-03-23T17:18:24.516244
& SSL Certificate Remote Desktop Protocol
lssued By: \X831x08\%08'\ X1\ XBe \ X08\ K08 X282\ 1241 X80\ X02 ) L \ X8\ %08\ X02)\ X00\ X8a\ X8
|- Commean Name: Remote Desktop Protocol WTLM Info:
biostorage biology columbia.edu 0S: Windows 7/Windows Server 28e8 R2
05 Build: 6.1.7681

Columbia University

EE |inited States, New York
City

ssued To:
|- Commen Name:
biostorage biology.columbia.edu

Target Name: BIOLOGY

NetBIOS Domain Mame: BIOLOGY
NetBIOS Computer Name: BIOSTORAGE
Supported SSL Versions: DNS Domain Nam...

TLSv1, TLSv1.1, TLSv1.2

Diffie-Hellman Fingerprint:

RFC2408i0akley Group 2
67.59 1 2023.03-23T17:16:19.237105
SuE status:
Spectrum Interactive Madia avthentication: ensbled

SME version: 1

0s: Windows server 2ee8 R2 standard 7ee1 Service Pack 1

software: wWindows Server 2eas R2 standard 6.1

capabilities: extended-security, infolevel-passthru, large-files, large-readx, large-writex, level2-oplocks, lock-and-read, lwio, nt-find, nt-si

B United States, Newark

Figure 5.21 - Identifying devices based on their location

As shown in the preceding snippet, the country syntax enables us to filter results for a specific
country or geo-location. This syntax is useful for identifying the servers of a company within
a specific location.

Tip
To learn more about Shodan filters, please see https://www.shodan. io/search/
filters.

5. To identify servers and devices that are running a specific service or open port, add the
port:port_number syntax to the search bar, such as windows server 2008
country:"US™ port:3389, as shown in the following screenshot:
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Figure 5.22 - Identifying devices with specific running services

As shown in the preceding snippet, Shodan was able to identify a Microsoft Windows Server
2008 system within the United States, which has service port 3389 and is running Remote
Desktop Protocol (RDP). Additionally, Shodan was able to perform a screen capture on the
login window and display users’ accounts.

Next, click on any system on the search results page to view specific details about the server such
as open service ports, running services, and whether there are any known security vulnerabilities:

167



168 Organizational Infrastructure Intelligence

Figure 5.23 — Geo-location data

As shown in the preceding snippet, Shodan collects geo-location details, which can be used
by an ethical hacker to identify the physical location of their target during a penetration
testing assessment.

The following snippet shows the open service port numbers on the server and running services:
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582 Open Ports
oOEnEn

/4 80/TCP 4

-1188885918 2823-83-28T18:37:37.149834

Microsoft IS httpd 75

HTTP/1.1 288 OK

Cache-Control: private

Content-Type: text/html; charset=utf-g

server: Microsoft-IIS/7.5

Set-Cookie: ASP.NET_SessionId=43ymendspgbbcu3fet4jgone; path=/; wttponly
X-Asphet-version: 2.8.58727

X-Powered-By: ASP.NET

Date: Mon, 2@ Mar 2823 18:37:33 GMT

Content-Length: e558

Figure 5.24 - Identifying open ports and services

Whenever a service is running on a server, a service port is open to listen for incoming messages.
Ethical hackers can profile a service and determine the number of services that are running
by identifying open service ports, such as Hypertext Transfer Protocol (HTTP) - port 80,
Remote Procedure Call (RPC) - port 135, NetBIOS - ports 137 and 139, Hypertext
Transfer Protocol Secure (HTTPS) - port 443, Server Message Block (SMB) — port 445,
and RDP - port 3389. Then, the ethical hacker can identify security vulnerabilities within
each running service that can be exploited to gain access to the target system.

Important note

To learn more about each service port number, please see the service name and port number
registry at https://www. iana.org/assignments/service-names-port-
numbers/service-names-port-numbers.xhtml.
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Lastly, Shodan is able to identify known security vulnerabilities on servers and devices, listing
their Common Vulnerabilities and Exposures (CVE) identifier and description, as shown in
the following screenshot:

/\ Vulnerabilities

Note: the device may not be impacted by all of these issues. The vulnerabiliies are implied based on the software and version.

CVE-2010-2730 Buffer overflow in Microsoft Internet Information Services (I1S) 75, when FastCGl is enabled, allows
remote attackers to execute arbitrary code via crafted headers in a request, aka "Request Header
Buffer Overflow Vulnerability”

CVE-2010-3972 Heap-based buffer overflow in the TELNET_STREAM_CONTEXT:OnSendData function in ftpsvc.dll in
Microsoft FTP Service 7.0 and 7.5 for Internet Information Services (IIS) 7.0, and IIS 7.5, allows remote
attackers to execute arbitrary code or cause a denial of service (daemon crash) via a crafted FTP
command, aka "lIS FTP Service Heap Buffer Overrun Vulnerability” NOTE: some of these details are
obtained from third party information

CVE-2010-1899 Stack consumption vulnerability in the ASP implementation in Microsoft Internet Information Services
{I1IS) 51, 6.0, 70, and 75 allows remote attackers to cause a denial of service (daesmon outage) via a
crafted request, related to asp.dll, aka "IIS Repeated Parameter Request Denial of Service Vulnerability”

Figure 5.25 — Vulnerabilities on the server

As shown in the preceding steps, ethical hackers can collect the data found on Shodan to create a
profile of their target’s system and network infrastructure, identify host operating systems and running
services, open service port numbers, vulnerabilities, and even usernames for remote services.

( i
Important note

To gain more information about a reported vulnerability, visit https://cve._mitre.
org/, which is an open database that enables security professionals to record and track security
vulnerabilities. In addition, each CVE record provides details about the vulnerability such as
how it can be exploited and recommendations on resolving the issue.

. J

Having completed this exercise, you have learned how to use Shodan to discover vulnerable and
exposed systems on the internet. Next, you will learn how to leverage the data from Censys to identify
systems owned by an organization.
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Censys

Censys is a search engine that enables ethical hackers to collect information about servers and
identify their attack surfaces. It operates by indexing data from domain names, IP addresses, digital
certificates, and other elements found on the internet. The data is collected, analyzed, and presented
in a user-friendly format, thus enabling ethical hackers to easily find specific data about their target
during the reconnaissance phase.

To get started with using Censys to identify the attack surface of an organization, please use the
following instructions:

1. On your computer, open the web browser and go to https://search.censys. io/.
Register for an account and log in:

Figure 5.26 — Censys search

2. Next, in the Search field, enter the IP address or domain name of a target and click on Search
to perform a lookup, as shown in Figure 5.27:
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Figure 5.27 — IP lookup

As shown in the preceding snippet, Censys was able to retrieve the network data about the IP
address such as open ports and running services on the server, its geo-location, and its digital
certificate details.

3. Next, click on the Explore tab to view the associated IP addresses, domain names, and servers:
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Figure 5.28 — Viewing associated systems

If you right-click on any system shown on the Explore tab, you can further gather intelligence
on that system such as its hostname and certificate details. This is useful when performing
external network penetration testing and identifying additional assets owned by the target.

Click the History tab to view a list of changes that are observed on the target system. History
data is valuable to ethical hackers as it indicates software or configuration changes.

Lastly, click on the WHOIS tab to gather the network, hosting, and registrar details of the
target, as shown in the following screenshot:
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Figure 5.29 - WHOIS data

The information provided by Censys can be used to improve the profile of a target, such as identifying
additional assets, open ports, and running services on servers. Such information is useful for determining
the attack surface and security vulnerabilities on the systems and networks of an organization. In
addition, ethical hackers can provide insights on how their organization is leaking technical data
about their assets on the internet and how it can be leveraged by adversaries.

Job boards

In the workforce around the world, people commonly move between different companies and jobs
according to their preference, and companies expand, creating new opportunities to hire additional
staff. As a result, whenever an employee leaves their current job role either for a promotion or to exit
the organization, the Human Resources (HR) department starts the off-boarding process and starts
looking for a new candidate to fill the existing role. In doing so, the HR recruiter will post details about
the vacant position on one or more recruiting websites, enabling anyone to view the description and
requirements for a preferred candidate.

However, organizations sometimes leak too much sensitive data about their systems and network
infrastructure when posting a job vacancy for a technical role within their company. From a HR
perspective, they are listing all the necessary details for a potential candidate to be aware of before
applying for the position. For instance, the job description contains the summary, role, responsibilities
(duties), and required qualifications to help the candidate better understand whether the position is
suitable for them.

INVESTIGADOR Z



Discovering exposed systems 175

From an adversary’s perspective, the technical details found on a job post can be leveraged as
OSINT as they identify the technologies, operating systems, vendor devices, systems, and network
infrastructure of the company’s internal network. An attacker can use this information to research
security vulnerabilities in the IT infrastructure, create exploits and malware, and determine which
attack vectors are suitable for delivering the payload to the target. As an ethical hacker or penetration
tester, recruiting websites are valuable data sources when collecting OSINT on a targeted organization,
as the recruiter or HR personnel may leak a lot of sensitive data without realizing it.

To gain a better understanding of how adversaries and ethical hackers can leverage the data found on
a job post, let’s analyze the following snippet:

JOB REQUIREMENTS

Knowledge/Experience:
Bachelor's degree in Computer Science, Information Technology
or related field.

Minimum three (3) years’ experience in a supervisory or
managerial role.

Be thoroughly familiar with all aspects of the technology
environment.

Extensive knowledge of and experience with (but not limited to):

. Cloud-based infrastructure

. Microsoft 365 proficient including Azure AD
. Wireless networks

_ Routing, Switching, Firewalls, VPNs

. Windows Server Environments

. Backup and disaster recovery systems

. Network/workstation peripherals; print servers; firewalls, ticketing

software; project and task management software and computer

hardware.

Figure 5.30 - Data leakage on job post

As shown in the preceding snippet, the recruiter listed the main qualifications and experience/
knowledge required for an ideal candidate, such as Microsoft 365, Azure Active Directory (AD),
wireless networking, routing and switching, firewalls, Virtual Private Networks (VPNs), Windows
Servers, disaster recovery systems, and so on.
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The following can be derived from the technical list found in the preceding snippet:

 The organization is using a cloud computing provider to host some of its services and resources.
Therefore, if their IT team has misconfigured a cloud service, the ethical hacker may gain a
foothold and access to the cloud resources owned by the target.

o The organization is using Microsoft 365 applications and services, perhaps SharePoint and
cloud-based email services. This means the ethical hacker can use social engineering techniques
to trick employees into revealing their user credentials to gain access to users” accounts.

« There’s a wireless network infrastructure available at the physical location(s) of the company.
Therefore, an ethical hacker can identify the physical location of the company and compromise
the wireless network to gain a foothold in the internal network.

o 'There is an enterprise wired network infrastructure with routers and switches. It’s important to
have a solid foundation in networking and understand how major networking vendor devices
are configured and how they operate.

« The organization has one or more firewall appliances for filtering traffic between networks.

o+ The company is using a site-to-site VPN between branch offices and/or a remote access VPN
for various employees. Therefore, compromising a branch office with weak security enables the
ethical hacker to pivot the attack from one branch office to another. Additionally, compromising
the VPN user’s account enables the ethical hacker to remotely connect to the targeted network
infrastructure while pretending to be an authorized user.

+ There are on-premises Windows Servers and the organization is using Microsoft Azure AD
services for replication and redundancy. Therefore, the ethical hacker can create or obtain
exploits for Microsoft Windows Server operating systems and research vulnerabilities within
Microsoft AD roles and services.

Furthermore, when an organization posts a job vacancy on a recruiting website, it's recommended to
visit the company’s social media page and official website to identify any additional data leaks that can
be used to improve the profiling of the target. Sometimes, the target may create a social media post
indicating a new technology was recently implemented within their networks. However, an ethical
hacker can use the information to research security vulnerabilities in the system to better plan their
attack methodology.

Having completed this section, you have discovered various tactics and techniques that are commonly
used by threat actors and ethical hackers to collect and analyze OSINT to create a profile of their target.

Collecting social media OSINT

Social networking platforms provide a medium that enables people to digitally connect and share
experiences and life moments with their friends and families beyond traditional boundaries. With social
media platforms, a person can create an account and update their profile as their life changes, share
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photographs and videos of precise moments with others, and join discussion groups for mutual topics.
With social media platforms, people no longer need to be physically present at a specific location to
participate in a forum; they can simply join an online group that enables them to post their opinions
and comment on other discussions.

People use social media for various purposes ranging from connecting with friends and family to
starting and advertising an online business from their homes. Social media has changed the way that
humans connect with each other and share information. For instance, news companies use social
media to post about events in real time to share awareness with their online followers, hence enabling
the company to expand its reachability to a wider audience. A lot of organizations around the world
use social media platforms to market their products and services to new and existing customers each
day and gain feedback from consumers on how they can improve their services.

To put it simply, social media platforms help many people and organizations to share information
and connect with others around the world. However, threat actors also use social platforms to collect
information about their targets, such as people and organizations. Organizations commonly post about
new products, services, and job vacancies on their social media pages. A hacker can use the list of
followers from the company’s social media page to identify the employees of the targeted organization.
Such information can be used for social engineering attacks on the employees, with the intention of
tricking them into revealing their user credentials or installing malware onto the company’s systems.
Sometimes, an organization may advertise a new job vacancy and leak a lot of technical details about
its internal infrastructure to the public, which can be leveraged by attackers.

As an ethical hacker who is gathering information on a target, social media platforms contain an
abundance of data about people and organizations. For instance, the following types of data can be
found and collected from a person’s social media profile:

o Contact details: Email addresses and telephone numbers can be used for future social
engineering attacks.

« Photos and videos: These media types may contain pictures of their employee badges, workspace,
computers, office location, and sensitive objects in the background. For instance, a picture
of an employee badge enables attackers to create a forged badge to gain physical access to a
building. Pictures and videos may reveal passwords written on paper, applications running on
a computer, and the location of where the photo was taken.

o Their favorite place for lunch: Such information can be used to determine the likelihood of this
person visiting the particular restaurant during lunchtime. This creates the idea of setting up a
watering hole attack at the restaurant location. Watering hole attacks enables the threat actor to
target a specific group of people by infecting commonly visited websites with malware or even
compromising the wireless network of the restaurant in the hope that the employee connects their
mobile device to the wireless network and becomes infected with malware from the threat actor.

o View likes and dislikes: Such information can be useful to determine the person’s preferences
and whether they are a disgruntled employee.
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o Friends and connections: The friends and connections list may contain additional employees of
the targeted organization, and their profiles might be leaking sensitive data about the company.

o Usernames: Social media platforms enable users to list their additional social media handles
on their profiles. The handles are the usernames for their online accounts.

Various online tools are commonly used to help ethical hackers quickly find the social media accounts
of people and organizations. For instance, Social Searcher (www . social-searcher .com) enables
you to find social media accounts based on mentions (hashtags), users, and trends.

The following snippet shows the results when I search my name on Social Searcher:

Figure 5.31 - Social Searcher

The preceding snippet is a proof-of-concept in which I've performed a lookup using my name, and
the results show various social media profiles and posts I've made in the past. Similarly, an ethical
hacker can use this online tool to quickly discover the social media profiles and accounts of a target,
whether the target is a person or an organization.

Over the next few subsections, you will learn how to collect data on social media accounts using
various tools and techniques.

Sherlock

Sherlock is a popular OSINT tool that enables ethical hackers to efficiently perform username lookups
on multiple social media websites to identify the accounts of their targets. This tool quickly searches
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over 200 social media platforms for the target’s username, automates the checking process on each
website, and provides a report upon completion.

To get started using Sherlock to discover where a targeted username is found on the internet, please
use the following instructions:

1.
2.

Firstly, power on your Kali Linux virtual machine.

Next, open the Terminal and execute the following commands to update the package repository
source list and download Sherlock from its official GitHub repository:

kali@kali:~$ sudo apt update

kali@kali:~$ git clone https://github.com/sherlock-project/
sherlock

Next, use the following commands to change the working directory to the Sherlock folder and
install its requirements and dependencies:

kali@kali:~$ cd sherlock

kali@kali:~/sherlock$ python3 -m pip install -r requirements.txt
Once the installation is complete, use the python3 sherlock <username> syntax to
perform a username lookup on various social media platforms, as shown here:

kali@kali:~/sherlock$ python3 sherlock microsoft --timeout 5

The following snippet shows the execution of the preceding commands with —-—timeout
used to instruct Sherlock to spend no more than 5 seconds on any of the social media websites:

Figure 5.32 - Sherlock

After Sherlock completes its lookup, it automatically creates a text file within its current directory
with a list of social media websites where the username was found:
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Figure 5.33 - Displaying the collected data

As shown in the preceding snippet, Sherlock has extracted the results and inserted them into
a text file. This enables ethical hackers to semi-automate their data collection process when
performing multiple username lookups at the same time. However, ensure you manually check
each URL within the results to ensure it’s valid.

Tip
To learn more about Sherlock and its functionality, check out its official GitHub repository
at https://github.com/sherlock-project/sherlock.

As an ethical hacker, the data collected from Sherlock can be further used to discover usernames and
data leakage of sensitive information and find employees and contact details, which can be used to
plan future operations such as social engineering attacks.

Facebook IDs

Facebook is a popular online social networking platform that enables people and organizations to
digitally connect and share information with each other. When a user registers for an account, a user
profile is automatically created and enables the person to update their profile details, share media,
and connect with others. Once the account is created, the user can join or create groups and pages
on Facebook. Groups are simply large bodies of people with similar interests or discussions, and
pages are like digital places and enable organizations, professionals, and artists to connect with their
customers and supporters.

When an account (profile), page, or group is created, Facebook automatically assigns a unique identifier
to it. If there are two or more accounts with the same name, the identifier is a unique number that
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can be used to distinguish one account from the other. As an ethical hacker, you can obtain these
identifiers when you’re collecting information on a target who uses Facebook as their social media
platform. Such information can be used to identify a targeted account and filter their posts to find
sensitive details about the account holder.

When you're logged in to Facebook as a user, you can use the search bar to find people, groups, and
pages. If you're looking for common places that were visited by the target, then you’ll need to tweak
the Facebook search filters until you're able to find what you're looking for. However, we can leverage
the Intelligence X platform to help us find specific types of data about an account, group, or page on
Facebook. Intelligence X is a search engine and data archival platform that helps ethical hackers to
find specific data about a target from multiple data sources.

To get started using Intelligence X to gather social media intelligence, please use the following instructions:

1. Firstly, ensure you're logged in to Facebook at www . facebook . com using your sock
puppet account.

2. Next, find your target’s account or page by using the Facebook search field. For instance, we
can use a public figure page for this exercise:

Figure 5.34 - Facebook page
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On the account or page, you can see a lot of information such as recently visited places, photos
with sensitive details, videos, and so on.

3. When you're on a target’s profile or page, right-click anywhere on the page and select View
Page Source to view the web coding.

4. Next, use the Find feature on your web browser and search for user 1D, as shown in the
following screenshot:

Figure 5.35 - Finding the userID value

As shown in the preceding snippet, the user 1D value for the profile or page is 4. Ensure you
record this value as it will be needed in the later steps.

Important note

Facebook accounts (profiles), groups, and pages contain a unique identifier that can be found
in their source code. These can be found by searching for user 1D, entity_id, page_id,
and group_ id within the source code.

5. Next, open a new tab on the same web browser and go to the Intelligence X tools page at
https://intelx. 1o/tools. In the Social Media Tools category, click on Facebook to
open Facebook Graph Searcher.

6. Next, enter the user 1D value (4) in the ID of the user field and a keyword in the Talking
about field to filter the search results and click on Search, as shown in the following screenshot:
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_Intelligence X

Third Party Search:
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# Hash
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& Google AdSense

IntelX Tools:

About Product Blog Tools Integrations

Facebook Graph Searcher

Note: You need to be logged in at Facebook!

Posts in a particular date
Keyword
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Keyword
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Keyword

From |Date “to |Date

e

Posts from someone posting about something
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4

__
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Enter the userlD value
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Figure 5.36 — Facebook Graph Searcher

7. Next, a new tab will automatically open and will load the search results for the targeted profile
or page using the keyword to filter the results, as shown in the screenshot:
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Figure 5.37 - Filtering social media posts

As shown in the preceding snippet, the results were filtered using the keyword New York.

As an ethical hacker, Intelligence X provides the capabilities of quickly filtering search results for
posts, pictures, and videos that are made by a target. In addition, the keyword helps to filter the search
results, enabling us to find specific types of data.
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Instagram

Instagram is a social media platform that allows people to share photos and videos with their followers.
As an ethical hacker, you will commonly notice people sharing photos of themselves and other objects
without considering what’s in the background of these pictures or videos.

The following are key details to consider when collecting information from Instagram:

o Who are the people in the photos? Are these people all connected? If so, how?
o What are the objects in the background?
« Can you identify the geo-location of the photo based on the background objects?

o When and where was the photo taken?

Sometimes, people or employees of an organization upload photos of themselves but reveal their
desktop icons or files on their computer’s monitor. A threat actor who is targeting an organization
can find photos that are uploaded by employees and look for anything within each picture that can
help improve the exploitation phase of the cyber-attack. For instance, desktop icons on a computer can
reveal the type of applications and software that are commonly used by employees, and the attacker
can identify the host operating system based on the desktop interface and any user credentials that
are written on paper on the desk.

Collecting data on social media platforms has become more challenging over the past years as improved
security and privacy features are implemented to protect users. However, by visiting an Instagram
user’s profile or page, you can collect the following data:

o Usernames

o Email addresses

o Telephone numbers

o Addresses

o Hashtags
Each profile or page displays the account’s username as their handle; therefore, ethical hackers can
perform username harvesting of targeted accounts. Many businesses list their contact details and
addresses on their Instagram profile or page to help their potential customers communicate with
them. However, the contact details and addresses can be used for planning social engineering attacks
and determining the geo-location of the company. Sometimes, people and organizations use hashtags

to create a trend. Therefore, monitoring hashtags enables you to track and get notifications whenever
the target or anyone uses the hashtag in their posts.
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As a proof-of-concept, the following snippet shows my personal Instagram page with some intelligence data:

Figure 5.38 — Instagram page

As shown in the preceding snippet, the following data is revealed about the account holder:

Username

Identity

Profession

The purpose of the profile
Websites

Pictures

Visiting a more popular Instagram account will contain hundreds of pictures, videos, and stories
(short clips), and analyzing the large quantity of data on the live website can become challenging.
Instaloader enables ethical hackers to efficiently collect various types of data such as photos, videos,
locations, stories, and more from a public profile.
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To get started using Instaloader to collect data on a person or organization’s Instagram account, please

use the following instructions:

1.

Firstly, power on the Trace Labs OSINT virtual machine and log in using osint/osint as
the username and password.

Open the web browser and find a target and record the username on the profile.

Next, open the Terminal and execute the instaloader --help command to view various
commands and their usage.

Next, use the instaloader profile <username> syntax to download everything
that’s publicly available on the account, as shown here:

osint@osint:~$ instaloader profile zuck

The preceding command will download images, videos, locations, stories, and feed data and
save it within the /home/osint/ directory, as shown in the following screenshot:

Figure 5.39 - Download files

As shown in the preceding snippet, Instaloader downloaded pictures, videos, and geo-location
and feed data offline for post-analysis.

As an ethical hacker, ensure you check each download file during your analysis phase to determine
whether it contributes toward building a profile of your target and future attack operations.

LinkedIn

LinkedIn is a social networking site that’s designed for academics, industry professionals, students,
and researchers to connect, collaborate, and share ideas with each other. As an ethical hacker, you
can collect a lot of valuable information about your target from LinkedIn, whether your target is

a person or an organization. The following are common types of data that can be gathered from a
person’s LinkedIn profile:

Name
Location

Current and past jobs
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o Educational history
o Pictures of employee badges and workplace

» Past projects

A LinkedIn profile is a like a resume and curriculum vitae in the form of a web page for each user, enabling
others to view and connect based on mutual interests. While LinkedIn has a lot of privacy features that
enable users to restrict access to their profiles, threat actors can create a fake account and trick their
target into connecting with them, allowing the attacker to view the details on their LinkedIn profile.

Let’s imagine that every time a person changes their job, they update their work experience to reflect
the change. This may include adding a new job title at a new company and including a description of
their role and responsibilities. While this information is useful for HR professionals and recruiters,
an attacker can look for any technical details within a job description to identify the organization’s
network infrastructure and system. Furthermore, if the user works on a technical project, the employee
may include the technical details on their LinkedIn profile, which provides better insights into the
organization’s infrastructure, technologies, and whether any security vulnerabilities exist.

Another technique is to map the list of IT certifications that are obtained by an employee to their work
history from their LinkedIn profile. Many employees obtain IT certifications to become proficient
in their jobs and better understand the technologies used within the organization. For instance, if
a LinkedIn user has been employed at the targeted organization for the past 4 years and obtained
specific Microsoft certifications for the duration, this is an indication the company may be using (or has
implemented) those specific technologies. Hence, such information can be harvested from LinkedIn
to collect data from users’ online resumes to profile an organization. As an ethical hacker, these
techniques will enable you to better profile and gain insights into the technologies used by your target.

As an ethical hacker, having a sock puppet on LinkedIn can help you examine the connections between
both your target and their employees. Using the following Google Dork syntax enables you to find
LinkedIn profiles by specifying a person’s name:

site:linkedin.com NAME intitle:professional

The following snippet shows a proof-of-concept using my first name:

Figure 5.40 - Google Dorking
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Summary

As you may realize already, people share a lot of information on LinkedIn and such information can
be harvested and analyzed. Hence, sharing too much information can be used for both good and
bad actions.

Twitter

Twitter is another popular social networking platform that enables people to post short messages,
pictures, and video clips and allows them to follow other users and get notifications when they post
something new. Over the past few years, people have posted almost everything about their thoughts
and daily activities on the platform. As an ethical hacker, you can use a sock puppet to harvest the
following types of data from a target’s Twitter account:

o Profile handle: Can be used to identify other users who tagged your target within their posts
o Profile description: Can be used to better understand your target

« Location: Can be used to identify the physical location of the target

o Website: Enables you to identify their website and collect data from it for other types of attacks

« Joined date: Indicates the age of the profile, which helps to determine how often the target
makes a new post and identifies the types of devices that were used to post on the platform

o Media: Enables you to view any photos and videos that may contain sensitive details and
geo-location data

o Likes: Helps you determine your target’s preferences and interests
o Tweets: View the actual content made by your target

o Followers: Helps to identify employees of the company

Having completed this section, you have learned how ethical hackers are able to harvest sensitive data
from social media platforms to better profile their targets.

Summary

During the course of this chapter, you learned how to collect and analyze OSINT from various data
sources to identify the network infrastructure of organizations. Additionally, you discovered how to
use various online websites such as Shodan, Censys, social media platforms, and even job boards to
find data leaks and gain insights into how a threat actor can leverage the data to profile an organization
and determine their attack surface.

I hope this chapter has been informative for you and is helpful in your journey in the cybersecurity
industry. In the next chapter, Imagery, People, and Signals Intelligence, you will learn how to analyze
images and use mapping applications to identify the physical location of a target, collect user credentials
from online databases, and identify wireless devices within an area.
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Further reading

o DNS records: https://www.cloudflare.com/learning/dns/dns-records/

o Maltego Foundations I: https://courses._maltego.com/courses/maltego-
foundations-1-NEW

o MITRE Reconnaissance: https://attack.mitre.org/tactics/TA0043/
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Imagery, People,
and Signals Intelligence

Photographs can tell you a lot and threat actors collect imagery intelligence on their targets to identify
their geo-locations and any sensitive data in the background of pictures that can be used to improve
their operations. People around the world are always posting pictures of themselves, their family
members, and their locations on social media platforms without fully understanding how adversaries
can track their whereabouts.

In this chapter, you will learn how to analyze imagery and maps to identify the physical location of a
target, and collect and analyze data from public databases to identify valid usernames and passwords
of people. Additionally, you will learn how to perform wireless signals intelligence to identify wireless
devices within an area and profile a targeted wireless network infrastructure.

In this chapter, we will cover the following topics:
o Image and metadata analysis

« People and user intelligence

o Wireless signals intelligence

Let’s dive in!

Technical requirements

To follow along with the exercises in this chapter, please ensure that you have met the following
hardware and software requirements:

o Kali Linux: https://www_kali.org/get-kali/

e Trace Labs OSINT VM: https://www.tracelabs.org/initiatives/osint-vm
o Kali Linux ARM: https://www.kali.org/get-kali/


https://www.kali.org/get-kali/
https://www.tracelabs.org/initiatives/osint-vm
https://www.kali.org/get-kali/
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o Google Earth Pro: https://www.google.com/earth/versions/

o Raspberry Pi Imager: https://www.raspberrypi .com/software/
o Rufus: https://rufus.ie/

o Raspberry Pi 3 B+

o A 32-GB Samsung EVO+ microSD card

e A microSD card reader

e A micro-USB cable

o An Alfa AWUS036NHA - Wireless B/G/N USB adapter

o A VK-162 G-Mouse USB GPS Dongle Navigation Module

o A portable power bank

Image and metadata analysis

Exchangeable Image File (EXIF) is a standard that specifies the formatting of sounds and images
that are commonly used in image handling devices such as scanners and digital cameras. Put simply,
EXIF is the metadata embedded into photo files taken by a digital camera and includes camera data
such as the geo-location, time and date, manufacturer, resolution, and so on. Images with EXIF data
can be leveraged by ethical hackers for reconnaissance and social engineering.

As an ethical hacker, you can collect publicly available images of your target and analyze them for
EXIF data. The collected EXIF data may reveal the target’s geo-location, the type of device used for
capturing the photo, and the time the picture was taken. For instance, if a picture was taken with a
digital camera within a server room of an organization, an ethical hacker who is hired to simulate
real-world cyberattacks can identify whether the geo-location data is available and use it determine
the physical location of the server room and the targeted company. Additionally, the EXIF data can be
used by ethical hackers to improve their social engineering attacks by identifying the geo-location of
the photo and sending spear phishing email messages that appear to originate from the same physical
location as the target, therefore attempting to trick the target into thinking the email originates from
a trusted source.

However, many smartphone and mobile operating system vendors have improved the security of their
devices and implemented security mechanisms to prevent sensitive EXIF data from being attached
to photos and videos captured using their devices. Imagine if all the photos uploaded on the internet
contained EXIF data; then cyber criminals would be able to track their potential victims a lot easier
than before by using a smartphone or computer. Therefore, the EXIF location data has been made a bit
more secure over the years and reduces the risk of someone collecting the Global Positioning System
(GPS) data from a photo, and some social media platforms have implemented security mechanisms
to remove the EXIF data from photos before they are published on the online platform.
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Important note

Digital forensic investigators can use EXIF data from a photo to determine when the picture
was taken and where. Such information is useful during investigations as it helps identify a
potential suspect and focus on the timeline of an attack.

EXIF provides a lot of data, which can be leveraged the right way by an ethical hacker to determine the
whereabouts of a target, the device used for capturing the picture, the direction to target was facing,
the device settings, and much more.

EXIF data analysis

In this exercise, you will learn how to identify and analyze EXIF data from a photo and determine the
geo-location of where it was captured. To get started with this exercise, please use the following instructions:

1. Power on the Trace Labs OSINT virtual machine and log in using 0sint/osint as the
username and password.

2. Once you're logged in to the Trace Labs OSINT virtual machine, open the web browser and
go to https://osint. tools for a practice file. In the menu on the left column, you will
see a list of resources - click on Exif Example 1 as shown:

Downloads

Exercise

Exif Example 1

Exif Example 2

Glossary

Image Search Exercise

Figure 6.1 — EXIF file

3. Next, a picture will load on the web page. Right-click on it and select Save Image As... to
download and save the image to the Trace Labs virtual machine as shown:


https://osint.tools
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Figure 6.2 — EXIF picture

By default, all downloads are automatically saved in the /home/osint/Downloads directory
on the Trace Labs virtual machine.

4. Next, use exiTtool to extract the EXIF data from the image file. Open the Terminal and
execute the following command:

osint@osint:~$ exiftool Downloads/exifl.jpg

The following screenshot shows the output from executing the preceding command:
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Figure 6.3 — EXIF data

As shown in the preceding screenshot, we are able to view the EXIF data from the image. The
time and date, geo-location, device type and model, and resolution can be collected and analyzed.

Next, let’s use the exiFprobe tool to extract EXIF data from the same picture:
osint@osint:~$ exifprobe Downloads/exifl.jpg

As shown in the following screenshot, the exifprobe tool extracted the EXIF and geo-location
data from the picture:

Figure 6.4 - The exifprobe tool
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6. Next, open the web browser again and go to https://fotoforensics.com/, where
you can upload a picture to extract the EXIF data. Simply click on Browse... to attach the file
and select Upload to perform the extraction and analysis as shown:

Figure 6.5 — Fotoforensics website

After a few seconds or minutes, the website will display all the EXIF data and provide various
specific categories of data to view.

7. Next, select Analysis | Metadata to view the EXIF data:

Figure 6.6 - Viewing metadata
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The following screenshot shows all the EXIF data that was found in the file:

File

File Type

File Type Extension
MIME Type

Exif Byte Order
Image Width

Image Height
Encoding Process
Bits Per Sample
Color Components
Y Cb Cr Sub Sampling

EXIF

Make

Camera Model Name
Orientation

X Resolution

Y Resolution
Resolution Unit
Software

Modify Date

Y Cb Cr Positioning
Exposure Time

F Number
Exposure Program
1ISO

Exif Version
Date/Time Original
Create Date

JPEG

ipg

image/jpeg

Big-endian (Motorola, MM)
4032

3024

Baseline DCT, Huffman coding
8

3

YCbCr4:2:0 (2 2)

Apple

iPhone XS Max
Horizontal (normal)
72

72

inches

1331

2020:02:29 14:37:44
Centered

1/1032

18

Program AE

25

0231

2020:02:29 14:37:44
2020:02:29 14:37:44

Figure 6.7 — EXIF data from the uploaded image

8. Next, scroll down the end of the EXIF results page to view the geo-location of the image:
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Figure 6.8 — Geo-location data

As shown in the preceding screenshot, the GPS data was found and applied to a mapping system
to identify the approximate location of where the photo was taken.

9. Lastly, you can copy the GPS coordinates from the previous step and enter them into https://
maps -google.com (Google Maps) to get a second opinion on the location as shown:
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Figure 6.9 — Google Maps

As shown in the preceding screenshot, GPS coordinates can be used on Google Maps to gain
better insights into the vicinity and street view of a location.

Reverse image search

Reverse image search allows anyone to perform an internet search for pictures by either uploading a
photo or providing a URL that points to an image. Just as most people are familiar with using internet
search engines to find websites and domain names based on keywords, reverse image search enables
us to find similar pictures of various sizes amd resolutions, different versions of the same picture, and
even pictures that contain the same objects.

Reverse image search is very useful for ethical hackers as it enables them to identify the source and
location of the picture, and determine where the picture has been used on the internet. If you're trying
to identify the location of where a picture was taken by your target, this technology provides you with
the capabilities to find the location.
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The following are popular search engines for performing reverse image searches:
+ Google: https://images.google.com
« Bing: https://www.bing.com
« Yandex: https://yandex.com
« TinEye: https://tineye.com

To gain a better understanding of how reverse image search helps ethical hackers to identify the
geo-location of a target, let’s consider the following scenario:

1. You're given a photo and need to identify the location of where the picture was taken. In this
exercise, we are using a publicly available photo taken by photographer Mauro Lima from
https://unsplash.com as shown:

Figure 6.10 - An example photograph
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As shown in the preceding figure, it’s a lovely picture taken by a photographer showing a
religious place of worship. Sometimes, it's recommended to remove any objects or subjects
from a photo before performing a reverse image search to ensure the search engine is better
able to identify similar pictures on the internet.

Tip

Being able to identify specific architecture styles, signage, flora, and fauna can help you determine
the specific region of the world a picture was taken. For instance, specific types of trees can
only be found in certain countries.

2. We can use Cleanup.pictures (https://cleanup.pictures) to remove specific objects
from the picture, such as the person and vehicles. The following screenshot shows the Cleanup.
pictures website with the upload field, upload your image here:

Figure 6.11 - Cleanup.pictures website

3. Next, use the eraser brush to select the objects and people you want to remove and enable the
Artificial Intelligence (AI) to automatically fill in the highlighted area:


https://cleanup.pictures
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Figure 6.12 - Objects and people

4. Next, ensure you download and save the AI-modified image:

Figure 6.13 — Al modified image
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Tip
You can use Remote Background at https://www. remove . bg to remove backgrounds
from pictures.

5. Next, to perform a reverse image search, go to Google Images at https://images.
google.com and upload the modified image to view the results as shown:

Figure 6.14 — Reverse image search results

As shown in the preceding screenshot, the location and similar images were found.

Important note

Google Images has integrated Google Lens to improve its image search. This technology
enables you to select a specific area of the image, or the entire thing.

6. Next, enter the location Convento de Santo Domingo, Cartagena within Google
Maps at https://maps.google.com as shown:


https://www.remove.bg
https://images.google.com
https://images.google.com
https://maps.google.com
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Figure 6.15 — Google Maps

7. Lastly, using the Street View feature on Google Maps, you can virtually navigate around the
location to collect additional intelligence:

Figure 6.16 - Google Maps Street View

As shown in the preceding screenshot, we have found the location where the photo was taken
by the photographer.

As you have now learned, reverse image searching helps ethical hackers to identify the geo-location
and whereabouts of a target, along with using global mapping systems to view the surroundings of the
location. This knowledge is also useful when performing a physical penetration testing assessment to
identify the points of entry into a building or compound with the least resistance.
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Geo-location analysis

Mapping systems are excellent data sources for ethical hackers to identify the physical location of
a targeted organization and its vicinity. Imagine you need to perform a wireless penetration test on
a targeted organization during a black-box assessment. You can perform Google searches on the
organization’s name to identify its websites and check whether its address is listed. Additionally,
you can use publicly available online maps such as Google Maps to identify the physical location of
an organization.

For instance, we can use Google Maps to find the physical location of Twitter HQ (red pin) and gain
a better understanding of the surroundings as shown:

Figure 6.17 — Locating a company

As shown in the preceding screenshot, Google Maps was able to provide us with a picture of the
building to better identify the target, its street address, its hours of operations, and its contact details,
which can be used during future operations such as social engineering attacks.

Changing to Satellite view on Google Maps helps us to gain a better visual of the layout and surrounding
areas of the company, such as identifying a place to set up wireless attacks as an ethical hacker:
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Figure 6.18 - Satellite view

Furthermore, we can observe there are nearby restaurants that employees are likely to visit frequently
and may connect their mobile devices to the restaurants’ wireless networks. As an ethical hacker, you
could set up a rogue wireless network to trick an employee of your target into connecting and redirect
their traffic to phishing websites and perform Domain Name System (DNS) poisoning attacks.

Google Maps provides the Street View feature, which enables ethical hackers to interact with panoramic
views of streets, allowing you to view the vicinity of the target’s building and look for car parks, points
of entry, and security checkpoints.

The following screenshot shows you a street view of the Twitter headquarters without you leaving
your computer:

Figure 6.19 - Street View
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As an ethical hacker, you can leverage Street View to look at the sides and other pathways that
may be convenient and have less security presence for physical penetration testing and wireless
network assessments.

The following screenshot shows a side view of the Twitter building with a small restaurant:

Figure 6.20 - Side view

While ethical hackers use these tactics and techniques to help organizations, threat actors are also using
them for malicious purposes. Hence, it’s important that organizations ensure they perform OSINT
penetration testing to ensure their cyber defenses are improved and to reduce their attack surface.

During this section, you gained the hands-on skills to collect and analyze imagery and geo-location
intelligence and gain further insights into how threat actors are able to use publicly available information
to profile their targets. In the next section, you will learn how to collect intelligence on people and
users from organizations.

People and user intelligence

People OSINT focuses on collecting information about a person’s names, address, telephone numbers,
usernames, and even their social media accounts. Such information is useful when identifying the
employees of a targeted organization and improving social engineering attacks to gain a foothold
within the target’s network. People often create social media accounts and add their company, job
title, and contact details, which helps threat actors to easily harvest such data when planning their
attacks. For instance, employees sometimes include their company’s email address in their contact
information on social media platforms such as LinkedIn and Facebook.
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Organizations use various formats for their employees” email addresses, such as the following:

o TFirstname @ domain . com

o Firstnameinitial + lastname @ domain . com
o Firstname.lastnameinitial @ domain . com

o Firstname + lastnameinitial @ domain . com

« Ffullname @ domain . com

Therefore, if an attacker is collecting OSINT on a targeted organization, collecting email addresses
from current employees found on social media allows them to determine the email format used within
the organization. Some companies even publicly post their organizational charts on their websites
outlining various high-profile employees and their departments. Such information can be used to
identify specific persons and determine their email address format to plan spear-phishing attacks.

Furthermore, there are many online forums where students, professionals, and researchers can get help
with technical issues such as Stack Overflow (https://stackoverflow.com). Attackers can
use the information on Stack Overflow to identify the technologies and security vulnerabilities that
exist within a targeted organization. For instance, imagine the technical team is experiencing some
issues with an application and decides to create an account on Stack Overflow using their real name,
job title, and organizational name on their profiles. They then proceed to make a post containing the
technical details of their infrastructure, host operating systems, application name, and service version.
While this information is useful for anyone providing assistance with good intentions, such information
reveals a lot to a threat actor about their target and makes it easier to identify the attack surface.

As an ethical hacker, it’s important to fully understand the tactics and techniques that are commonly
used by threat actors to collect and analyze data leaks from the internet. Sometimes, finding people
can be a challenging task, whether you're helping law enforcement or identifying the employees of
a targeted organization. There are many people-based search engines that can be used for collecting
names, addresses, telephone numbers, social media accounts, and usernames of individuals. The
following is a list of both free and commercial people-based search engines:

o Www.peekyou.com

« thatsthem.com

« radaris.com

« www.beenverified.com

« Wwww.skopenow.com
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During a penetration test, ethical hackers commonly perform a technique known as password spraying,
whereby a common password is used with multiple usernames on the same application or system.
The purpose of using password spraying is to identify users that have configured their accounts with
weak passwords or used the same one as others within the organization. Sometimes, the name (user)
portion of an email address is an employee’s username for accessing a company-owned system or
application. In some cases, the entire email address is used as the employee’s username.

When harvesting email addresses from various data sources on the internet, it’s essential to identify
whether an address is valid or blacklisted and whether there’s an online social media account associated
with it. This can be done by performing a search on social media websites using the target’s email
address to identify their social media account on the platform if it exists.

The following websites can be used to determine the reputation and validity of an email address:
o MXToolBox: https://mxtoolbox.com/emai lhealth
« Simply Email Reputation: https://emailrep.io

o Cisco Talos: https://www.talosintelligence.com/reputation_center/
email_rep

In addition, Hunter (https://hunter . i0) enables ethical hackers to discover employees, their
job titles, and any email addresses associated with a targeted domain. Hunter allows you to perform
a lookup using the domain name of your target, then searches its database and multiple data sources
on the internet for individuals’ contact details related to this domain name.

The following screenshot shows a lookup that was performed on the microsoft. com domain:

Figure 6.21 — Hunter domain lookup
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As shown in the preceding screenshot, Hunter is a useful tool for ethical hackers as it helps you to
harvest organizational and people intelligence from the internet. The data collected from Hunter can
be used to plan social engineering attacks on a targeted organization.

People and geolocation

There are many platforms on the internet that enable people to upload and share pictures of themselves
and places they’ve visited. Social media and photo-sharing platforms are valuable repositories for
ethical hackers to identify targets and their locations. For instance, imagine you’re given the task of
identifying the high-profile employees of a targeted organization, determining their whereabouts,
and identifying any places of interest associated with your target.

You can use social media platforms such as LinkedIn, Facebook, and Twitter to perform a lookup/
search using the organization’s name and filter the results as needed. On an employee’s profile, they
may include the target organization and their location. Some people often use the check-in feature on
social media, which provides useful data for threat actors including insights into how often a person
visits a particular location, travels for work, and when and where the person goes on vacation.

To get a better understanding of how data can be collected and leveraged by adversaries, let’s observe
the following Twitter profile of a famous person of our times:

Figure 6.22 — Twitter profile
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The preceding screenshot shows their public profile with lots of data. For instance, if you're looking
for a photo of a target, their social media profile will most likely have an up-to-date picture of
themselves. In addition, the public profile picture can then be used with reverse image lookup to
identify additional data sources that may contain the same or similar pictures on the internet. The
preceding screenshot also shows the location of the individual, their website, and the age of their
profile. As previously mentioned, the location helps you identify the target’s general location or city.
The website on the profile can be used to find additional intelligence. Lastly, you can view all the posts
and media uploaded by the target; much sensitive information can be found within these to help you
identify the infrastructure of a given target organization.

Social media apps on smartphones enable a user to include their geo-location data on their posts to
allow their followers, connections, and friends to know their location at the time the post was made.
Imagine you want to identify all the employees of a target organization but all you have is the address
of the company. As an ethical hacker, you can use Google Maps to find the specific location of the
organization and obtain the GPS coordinates.

To get a better understanding of how to geolocate people based on their GPS data, please use the
following instructions:

1.  Open the web browser and go to Google Maps at https://maps.google.com.

2. Next, left-click anywhere on the map to place a point as shown:

Figure 6.23 - Collecting GPS data
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As shown in the preceding screenshot, Times Square was used as an example. Once you've
clicked on a specific spot on Google Maps, a pin is inserted and the URL is updated to include
the GPS data coordinates: 40.757791,-73.9854071.

3. Next, to find all the people who've posted from this location, go to https://twitter.
com and enter the following syntax within the Search field:

geocode:40.757791,-73.9854071,1km

The preceding syntax will show the results for all profiles that posted within 1 km of the GPS
coordinates as shown:

Figure 6.24 - Filtering posts based on GPS data

The preceding exercise is a proof-of-concept that can be used to obtain the GPS coordinates of a
targeted organization and filter the posts made by people from that location. Some of the posts found
will most likely be made by employees; hence, it’s important to analyze all the collected data to ensure
it’s useful for your OSINT operations and for planning future attacks.
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When profiling a person or employee, it's important to ensure you're not collecting data on a fake profile
or performing a reverse image lookup on a fake profile picture. A website such as WhatsMyName
(https://whatsmyname.app) is useful for ethical hackers and penetration testers to search
usernames across multiple data sources and websites on the internet to identify where a specific
username is registered. The results help you to determine additional areas on the internet where a
target may be posting more useful information.

The following screenshot shows the WhatsMyName website with the lookup field:

Figure 6.25 — WhatsMyName lookup

Lastly, you can use websites such as TinEye (https://tineye.com)and PimEyes (https://
pimeyes_com) to perform a reverse image search on a person’s picture to identify where on the
internet similar images or the same images are found. These tools are useful for law enforcement when
trying to find a missing person and track their movement.

The following screenshot shows the search results for a fake picture of a non-existent person on TinEye:
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Figure 6.26 — TinEye results

As shown in the preceding screenshot, TinEye was able to identify similar pictures on the internet
with their data sources, URLs, filenames, and first-seen data.

PimEyes uses face recognition to better identify the person within a picture. The following screenshot
shows the PimEyes results of a fake picture:
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Figure 6.27 — PimEyes results

As shown in the preceding screenshot, PimEyes was able to identify people with very similar facial
structures and attributes, while providing the source of the data and more.

User credential OSINT

Many people commonly configure weak passwords or have experienced their accounts being
compromised by a hacker. Often, when accounts are compromised, the breached data is used by
adversaries to expand their operations and for future attacks, and can also be sold on the dark web for
profit. As an ethical hacker, access to breached data is beneficial as it provides us with user credentials
for a targeted organization.

For instance, imagine you're performing a penetration test on a network and attempting to gain a
foothold into Windows-based systems that are connected to the domain. If the company was breached
prior to the penetration test, there’s a chance the breached data is available on the dark web or online
databases. Within the breached data, you may find users’ credentials for their domain accounts. Some
users may change their passwords after a breach, while others may not. For users who haven’t changed
their password after their accounts were compromised, you can leverage their user credentials from
the breached data to gain a foothold into the network and perform various types of password-based
attacks to identify additional security vulnerabilities.
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The following are free and commercial repositories and databases that help ethical hackers and
penetration testers to identify the user credentials of their target:

o Have I Been Pwned?: https://haveibeenpwned.com
« Intelligence X: https://intelx. 10
o Dehashed: https://www_dehashed.com

Ethical hackers can use Have I Been Pwned? to identify whether email addresses and telephone
numbers were found in batches of leaked data. For instance, an ethical hacker can perform a lookup
on their target’s email address as shown here:

Figure 6.28 — Have | Been Pwned?

Have I Been Pwned? provides results showing which data breaches contained the email address as
shown here:
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Figure 6.29 — Search results

The preceding data can be analyzed by ethical hackers to further determine the validity of the email
address and its holder, and the websites on which the target used the email address to register for
an account. In addition, hackers usually expose compromised account data such as usernames and
passwords on the internet. Without some additional research, you may be able to find the password
for the email account. Sometimes, users are not aware of data breaches and don’t always change their
passwords often. You may be lucky enough to find valid user credentials belonging to your target and
use them to gain a foothold into their accounts, systems, or networks.

Furthermore, if you scroll all the way down to the end of the results page on Have I Been Pwned?,
you will get the pastes (sources) for all data breaches containing the given email address, as shown
in the following screenshot:
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Figure 6.30 - Breached data sources
Furthermore, Intelligence X helps ethical hackers to locate user credentials from breached data.

For instance, you can perform an email lookup to identify all relevant data associated with the email
address, as follows:

Figure 6.31 — Intelligence X email lookup

The following screenshot shows the data provided by Intelligence X:
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_Intelligence X —

Collection 1/Collection #1_Games combos.tar.gz/Collection #1_Games 2019-01-17 21:20:53

alghotmail.com; 45494549

S.W.ampyyn.ua@gmail.com;30di15ngxB

stonehead1212121212@yahoo.com; cooliol23

paul@gmail.com;160884

sasha7828@yandex.ru;sasha2014

manfredlaterner@hotmail.com;Nokia3316@

jimmy@hotmail.com;123456ta

lordray1el@hotmail .com; locokid Full Data

gamerzplanet.net 15.10.23.rar/gamerzplanet.net 15-10-23.txt [Part 16« B8 2022-09-23 11:05:18

Full Data

Figure 6.32 — Intelligence X results
As shown in the preceding screenshot, Intelligence X provides some results freely, while other results
contain redacted data. A paid account/subscription is required to view the redacted data on Intelligence X.

As an ethical hacker, you can click on a data collection to view all its contents, as shown in the
following screenshot:
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€ Back to results E

Collection 1/Collection #1 Games
combos.tar.gz/Collection #1 Games combos/JIN4HbIA
Urpoeon AN [70% lypos UPLAY].txt [Part 633 of 683]

2019-01-17 21:20:53

Signup or Login to view redacted documents.

[ Document = Tree View = Metadata (&3 Selectors = Actions -
Search: | |
al@hotmail. com; 45494549 o
s.w.ampyyn.ua@gmail.com;30di15ngxB
stonehead1212121212@yahoo. com;coolio123 Enter the email address
paul@gmail.com; 160884

sasha7828@yandex.ru;sasha2e14
manfredlaternerghotmail.com;Nokia331@
jimmy@hotmail.com;123456ta
lordrayl@l@hotmail.com;locokid
frisovk@gmail.com;Quint111
danielmarco777@gmail.com;criswell?
benif@yahoo. com;221852s
ratodainternet@hotmail.com; 184458
rocknroll cowboy@hotmail.com;caliberi
axnis@hotmail.com;kukkel
chris2eeepoker@yahoo. com;cocacola
flufnpanda@gmail.com;FlufnPanda
kingdoom14@hotmail.com;999

brycebgar@aocl.com;coolguy
- ___________________________________________________________________|

Figure 6.33 - Data collection

As shown in the preceding screenshot, some data collections contain a lot of entries, so using the
search field will help you find specific results within a data collection.

Lastly, Dehashed is an online database that allows ethical hackers to purchase user credentials from
data breaches. This website is a valuable tool for ethical hackers and penetration testers who are
performing password-based attacks on accounts and systems of a targeted organization. It allows
you to perform lookups on email addresses, usernames, IP addresses, names, addresses, telephone
numbers, and domain names.

Having completed this section, you have learned how to collect and analyze OSINT on people and
their geo-locations, and locate data breaches that contain user credentials. In the next section, you
will learn how to collect and analyze data on wireless signals.
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Wireless signals intelligence

Wireless Signals Intelligence (SIGINT) is a common technique used by ethical hackers, penetration
testers, and red teamers to intercept and analyze wireless traffic to discover and exploit security
vulnerabilities found in both radio and wireless transmissions. SIGINT is typically used in military
operations by governments to monitor the communication channels of other countries and identify
potential threats. However, using various tools and techniques, cybersecurity professionals can employ
SIGINT to identify their targets wireless network infrastructure (such as access points and associated
clients), intercept and monitor Wireless Local Area Network (WLAN) frames, which can then be
used to retrieve passphrases for accessing the network, and locate devices within a vicinity.

Organizations obtain the following benefits from performing SIGINT techniques on their
wireless infrastructure:

« Identifying security vulnerabilities: Ethical hackers can capture and analyze the WLAN traffic
on their target’s network to identify any security vulnerabilities such as weak wireless security
standards, weak encryption algorithms, and insecure authentication protocols

o Reconnaissance: Ethical hackers can perform wireless SIGINT to gain insights into things such
as the targeted wireless network infrastructure, the type of wireless devices and their usage, and
what security countermeasures can be implemented to reduce the attack surface

« Testing security controls: After implementing cyber defenses and security controls, its good
practice to test the effectiveness of those countermeasures to ensure they are working as expected
to reduce the risk of a potential cyberattack or threat

o Improving incident response and handling: If an attacker was able to gain a foothold into
an organization’s network via their wireless infrastructure, cybersecurity professionals could
perform wireless SIGINT to identify the tools, techniques, and source of the attack to improve
their Cyber Threat Intelligence (CTI)

Generally, wireless SIGINT helps organizations to better understand the attack surface of their
wireless network infrastructure from an adversary’s perspective and the techniques that can be used
to potentially compromise the network. The data collected during SIGINT helps ethical hackers to
provide recommendations to their customers and organizations for improving their security posture,
situational awareness, and incident response and handling. However, keep in mind that ethical hackers
must obtain legal permission from the relevant authorities before performing wireless SIGINT.

Next, you will learn how to build a portable/mobile infrastructure for performing wireless SIGINT.

Building a SIGINT infrastructure

Many ethical hackers and penetration testers use a laptop with an external wireless network adapter
that supports monitoring mode and packet injection to collect and analyze wireless signals within a
vicinity. However, if you want to create a more compact setup that can be placed in a backpack for
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war-walking or mounted on an aerial drone for war-flying, then a laptop isn’t the best choice due to
its size and weight. We can leverage the power of microcomputers such as a Raspberry Pi running
Kali Linux ARM to perform reconnaissance on a target’s wireless network.

The following is a list of materials that will be needed to set up our portal wireless signals infrastructure:

« Raspberry Pi3 B+

+ A 32-GB Samsung EVO+ microSD card

o A micro-USB cable

o An Alfa AWUS036NHA Wireless B/G/N USB adapter

o A VK-162 G-Mouse USB GPS Dongle Navigation Module

o A portable power bank
Raspberry Pi is a microcomputer with sufficient computing power to run Kismet, a wireless signals
intelligence tool for monitoring IEEE 802.11, Bluetooth, and RF signals and detecting wireless network
intrusions. The microSD card will be used to store the Kali Linux ARM operating system and all the
data collected. The Alfa AWUS036NHA wireless network adapter supports monitoring mode and
packet injection and connects to Raspberry Pi. The VK-162 G-Mouse USB GPS Dongle is used to

collect the GPS coordinates of wireless stations (clients) and access points when they are found. The
portable power bank will supply power to Raspberry Pi while war-walking, war-driving, or war-flying.

The following diagram shows the signals intelligence infrastructure when assembled:

Figure 6.34 - Signals intelligence infrastructure

In addition, we’ll configure Raspberry Pi as an access point with a Dynamic Host Configuration
Protocol (DHCP) server to provide IP addresses and subnet masks to any device that’s connected
to its wlanO interface. This enables us to easily connect our laptop and use Secure Shell (SSH) to
securely access the Kali Linux ARM operating system that’s running on Raspberry Pi during our
wireless penetration testing assessments.
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To get started with setting up Raspberry Pi for signals intelligence, please use the following instructions:

Part 1 - Installing Kali Linux ARM
1. First, download and install Raspberry Pi Imager from https://www.raspberrypi.
com/software/.

2. Next, download the official Kali Linux ARM operating system from https://www._kali.
org/get-kal i/ for your version of Raspberry Pi:

Figure 6.35 — Kali Linux ARM

3. Next, connect the microSD card to your host computer using an SD card reader.

4. To load the Kali Linux ARM operating system onto the microSD card, launch Raspberry Pi
Imager and click on CHOOSE OS as shown:


https://www.raspberrypi.com/software/
https://www.raspberrypi.com/software/
https://www.kali.org/get-kali/
https://www.kali.org/get-kali/
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Figure 6.36 — Raspberry Pi Imager

5. Next, the Operating System window will appear. Click on Use custom as shown:

Figure 6.37 — Operating System menu
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6. Next, select the Kali Linux ARM file and click on Open to load it onto Raspberry Pi Imager:

Figure 6.38 — Kali Linux ARM file
7. Next, return to the main menu on Raspberry Pi Imager, click on CHOOSE STORAGE,

and select the microSD card as the Storage device. Then, click on the gear icon to open the
advanced options:

Figure 6.39 — Writing the operating system
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8. Next, the Advanced options menu will appear. Check the Enable SSH box, set a username and
password (kal i/kal i), and click on SAVE, as shown in the following screenshot:

Figure 6.40 — Enabling SSH

9. Next, you will automatically be returned to the Raspberry Pi Imager main window. Click on
WRITE to begin writing the Kali Linux ARM OS image to the microSD card:

INVESTIGADOR Z



Wireless signals intelligence

10.

11.
12.

Figure 6.41 — Write button

This process usually takes a few minutes to write and verify.

Once the write process is completed, insert the microSD card into Raspberry Pi, connect
the GPS dongle and wireless network adapter, and power up the device by connecting it to a
power source.

Next, connect Raspberry Pi to your wired network using a network cable.

Log in to your modem, router, or DHCP server to determine the IP address assigned to Raspberry
Pi. The IP address will be required for the next steps.

Part 2 - Setting up Kismet with GPS

1.

If you are using a Windows 10 computer, open Command Prompt and execute the powershel l
command before proceeding to the next step.

If you are using a Windows 11 or Linux-based operating system, open the Terminal and use
the ssh kal i@ip-address syntax, where ip—address is the IP address of Raspberry
Pi on your network. Log in using the default user credentials of kal i/kal i as the username
and password as shown:
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Figure 6.42 - Connecting to Raspberry Pi

As shown in the preceding screenshot, we are using SSH to securely access Raspberry Pi over
the network to perform additional configurations and continue the setup process.

Tip
Press Ctrl + P to change the layout of the Terminal prompt.

3. Next, use the following command to update the software package repository file:
kali@kali-raspberry-pi:~$ sudo apt update
4. Next, install the latest version of Kismet and the GPS packages on Raspberry Pi using the
following command:

kali@kali-raspberry-pi:~$ sudo apt install kismet gpsd gpsd-
clients

Tip
You can use the dmesg | grep tty command to display the kernel messages associated

with the teletypewriter (tty) subsystem. This command helps you to determine whether an
attached USB device is detected and recognized by the operating system.

5. Next, you'll need to modify Kismet’s configurations to ensure the gpsd package is able to
connect to the GPS dongle and send data to Kismet. To do this, use the following command
to open the kismet. conf file in the nano command-line text editor:

kali@kali-raspberry-pi:~$ sudo nano /etc/kismet/kismet.conf
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6.

10.

Next, use the down arrow on your keyboard to scroll down the text file until you've found the

GPS settings. Then, insert the following on a new line:

gps=gpsd:host=localhost,port=2947, reconnect=true

This should look as follows:

#

#

#

# gps=serial:device=/dev/ttyUSB8, name=1laptop
# gps=tcp:host=1.2.3.4, port=4352

# gps=gpsd:host=localhost, port=2947

# gps=virtual:lat=123.45,1lon=45.678,alt=1234
# gps=web:name=gpsweb
gps=gpsd:host=localhost, port=2947, reconnect=true

For more information about the GPS types, see the documentation at:
https://www.kismetwireless.net/docs/readme/gps/

Figure 6.43 — Modifying the GPS settings in Kismet

Next, to save the modifications to the kismet. conf file, press Ctrl + X, then Y, and hit Enter.

Next, configure gpsd to work with the GPS receiver on USBO with the following command:

kali@kali-raspberry-pi:~$ sudo gpsd -b /dev/ttyUSBO

Reboot Raspberry Pi using the sudo reboot command and log in again.

Next, having ensured the GPS dongle has a clear vertical line of sight to the sky, use either the
cgps —S or gpsmon commands to receive GPS data from orbital satellites, as shown in the

following screenshot:

Time: 2023-83-31T15:17:33.000Z (B) ||GNSS
Latitude: N GP 1
Longitude: W GP 4
Alt (HAE, MSL): ft GP 7
Speed: 8.84 mph GP 8
Track (true, var): deg | |GP 9
Climb: -7.89 ft/min GP 26
Status: DGPS FIX (3 secs) GP 27
Long Err (XDOP, EPX): . - ft | |GP 31
Lat Err (YDOP, EPY): . H- ft SB128
Alt Err (VDOP, EPV): RETER ft SB133
2D Err (HDOP, CEP): EEYE ft ||sB138
3D Err (PDOP, SEP): , - B ft ||z 1
Time Err (TDOP): - Qz 2
Geo Err  (GDOP): - QZ 5
ECEF X, VX: - - m mn/s

ECEF Y, VY: -— m mn/s

ECEF Z, VZ: | . mfs

Speed Err (EPS): +/- 8.8 mph

Track Err (EPD): +/- 0.8 deg

Time offset: 0.0865177906 s

Grid Square:

PRN

Elev

Seen 14/Used 5
Azim  SNR Use

EEZEZ2E2E2= 222 LA

Figure 6.44 - cgps data
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As shown in the preceding screenshot, the GPS software and dongle were able to identify and
connect to a few satellites (right column). Additionally, Raspberry Pi was able to retrieve its
current GPS coordinates (blurred for privacy) and other data for positioning and tracking.
Press Ctrl + C to stop cgps from running.

Part 3 - setting up an access point on Raspberry Pi

Setting up Raspberry Pi to function as an access point enables us to connect wirelessly to it using
a mobile device such as a laptop or smartphone, hence removing the need for a wired connection.
This makes Raspberry Pi fully autonomous and mobile for war-driving, war-walking, or war-flying
exercises. Let’s do this as follows:

1.  On Raspberry Pi, download and install the dnsmasq and hostapd packages for configuring
wireless and IP services:

kali@kali-raspberry-pi:~$ sudo apt install dnsmasq hostapd

2. Next, use the following commands to stop the dnsmasq and hostapd services until they’re
needed later:

kali@kali-raspberry-pi:~$ sudo systemctl stop dnsmasq
kali@kali-raspberry-pi:~$ sudo systemctl stop hostapd

3. Next, we need to set the parameters for the wireless network that will be broadcasted from the
wlanO interface. Use the following command to edit the hostapd . conf file:

kali@kali-raspberry-pi:~$ sudo nano /etc/hostapd/hostapd.conf

Then, insert the following configurations into the hostapd . conf file:

interface=wlan0
driver=nl80211
ssid=MyNetwork
hw_mode=g

channel=7

macaddr_acl=0
auth_algs=1
ignore_broadcast_ssid=0
wpa=2
wpa_passphrase=Password123
wpa_key_mgmt=WPA-PSK
wpa_pairwise=TKIP
rsn_pairwise=CCMP

Keep in mind, you can change MyNetwork to any wireless network name of your choice, and
Password123 to a stronger password for the network. The following screenshot shows the
preceding configurations within the hostapd. conf file:
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B kali@kali-raspberry-pi: ~

GNU nano 7.2
interface=wlan®
driver=nl88211
ssid=MyNetwork
hw_mode=g
channel=7
macaddr_acl=86
auth_algs=1
ignore_broadcast_ssid=8
wpa=2
wpa_passphrase=Passwordl23
wpa_key_mgmt=WPA-PSK
wpa_pairwise=TKIP
rsn_pairwise=CCMP

Figure 6.45 — Hostapd configurations

Press Ctrl + X, then press Y, and hit Enter to save the file.

Next, install the dhcpcd package, which we will use to configure a static IP address on the
wlanO interface of Raspberry Pi:

kali@kali-raspberry-pi:~$ sudo apt install dhcpcd
Next, modify the dhcped configuration file to assign the 192.168.4 .1 address to the wlan0
wireless adapter using the following command:

kali@kali-raspberry-pi:~$ sudo nano /etc/dhcpcd.conf

Insert the following parameters at the end of the dhcpcd . conf file:

interface wlanO
static ip_address=192.168.4.1/24
nohook wpa_supplicant

The following screenshot shows the preceding parameters inserted at the end of the file:

interface wlan@
static ip_address=192.168.4.1/24

nohook wpa_supplicant

Figure 6.46 — dhcpcd file

Press Ctrl + X, then press Y, and hit Enter to save the file.
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6. Next, restart the dhcped service and enable it to automatically start on system boot:

kali@kali-raspberry-pi:~$ sudo service dhcpcd restart
kali@kali-raspberry-pi:~$ sudo systemctl enable dhcpcd

7. Next, back up the dnsmasq configuration file and create a new file using the following commands:

kali@kali-raspberry-pi:~$ sudo mv /etc/dnsmasq.conf /etc/
dnsmasq.conf.orig

kali@kali-raspberry-pi:~$ sudo nano /etc/dnsmasq.conf

Then, insert the following parameters in the new dnsmasq configuration file:

interface=wlan0O
dhcp-range=192.168.4.2,192.168.4.20,255.255.255.0,24h

The following screenshot shows the preceding parameters within the dnsmasq configuration file:

Figure 6.47 - DNSmasq configurations

The configurations shown in the preceding screenshot are used to provide an IP address and
subnet mask to any client that connects to the wireless network that’s generated from the
wlanO interface on Raspberry Pi.

8. Next, enable and restart the dnsmasq and hostapd services with the following commands:

kali@kali-raspberry-pi:~$ sudo systemctl enable dnsmasq
kali@kali-raspberry-pi:~$ sudo systemctl restart dnsmasq
kali@kali-raspberry-pi:~$ sudo systemctl unmask hostapd
kali@kali-raspberry-pi:~$ sudo systemctl enable hostapd
kali@kali-raspberry-pi:~$ sudo systemctl restart hostapd

9. Lastly, use the sudo reboot commands to reboot Raspberry Pi. After the device is rebooted,
you will see the MyNetwork wireless network is available. Now you can connect to Raspberry Pi
using the wireless network, and your device will receive an IP address within the 192.168.4 .2
-192.168.4 .20 range. Then, you can access Raspberry Pi over SSH with the 192.168.4_1
address that’s statically configured on its wlanO interface.

INVESTIGADOR Z



Wireless signals intelligence 233

Part 4 - Monitoring and data collection

1. You'll need to change the operating mode of your external wireless network adapter from
manage to monitor mode. Use the iwconTig command to view the list of wireless adapters
on Raspberry Pi as shown:

kali@kali-raspberry-pi:~$ iwconfig
1lo no wireless extensions.

ethe no wireless extensions.

wlan® IEEE 862.11 ESSID:"!|>_<|I"
Mode:Managed Frequency:2.442 GHz Access Point:
Bit Rate=2d Mb/s Tx-Power=31 dBm
Retry short limit:7 RTS thr:off Fragment thr:off
Power Management:on
Link Quality=78/78 Signal level=-31 dBm
Rx invalid nwid:® Rx invalid erypt:®8 Rx invalid frag:e
Tx excessive retries:® Invalid misc:8 Missed beacon:®

IEEE 802.11 ESSID:off/any

Mode:Managed Access Point: Not-Associated Tx-Power=28 dBm
Retry short limit:7 RTS thr:off Fragment thr:off

Power Management:off

Figure 6.48 — Wireless network adapters

As shown in the preceding screenshot, wlanO is the embedded wireless adapter that’s used
for the access point on Raspberry Pi and wlan1 is the external adapter.

2. Next, use ai rmon-ng to enable monitoring mode on the whan1 adapter:
kali@kali-raspberry-pi:~$ sudo airmon-ng start wlanl

The following screenshot shows the expected results when creating wlan1mon, the adapter
with monitor mode:
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kali@kali-raspberry-pi:~$ sudo airmon-ng start wlanl

Found 3 processes that could cause trouble.

Kill them using 'airmon-ng check kill' before putting

the card in monitor mode, they will interfere by changing channels
and sometimes putting the interface back in managed mode

PID Name

391 dhclient

601 NetworkManager
676 wpa_supplicant

PHY Interface Driver Chipset
phy8 wlan® bremfmac Broadcom 43438
phyl wlanl athok_htc Qualcomm Atheros Communications AR9271 862.11n

(mac80211 monitor mode vif enabled for [phyl]lwlanl on [phyllwlanlmon)

(mac8e211 station mode vif disabled for [phyllwlanl)

Figure 6.49 — Enabling monitor mode

Next, use the iwconFig command to verify wlanlmon was created and that it’s operating

in monitor mode as shown:

kali@kali-raspberry-pi:~$% iwconfig
1o no wireless extensions.

ethe no wireless extensions.

wlan@ IEEE 802.11 ESSID:"!|>_<|I"
Mode:Managed Frequency:2.442 GHz Access Point:
Bit Rate=24 Mb/s Tx-Power=31 dBm
Retry short limit:7 RTS thr:off Fragment thr:off
Power Management:on
Link Quality=76/78 Signal level=-31 dBm
Rx invalid nwid:® Rx invalid crypt:® Rx invalid frag:®
Tx excessive retries:® Invalid misc:® Missed beacon:®

IEEE 862.11 ESSID:off/any

Mode:Managed Access Point: Not-Associated Tx-Power=26 dBm
Retry short limit:7 RTS thr:off Fragment thr:off

Power Management:off

IEEE 802.11 Mode:Monitor Frequency:2.457 GHz Tx-Power=28 dBm
Retry short limit:7 RTS thr:off Fragment thr:off
Power Management:off

Figure 6.50 - Verifying the adapter

Next, create a new directory called wardr ive to store the collected data:

kali@kali-raspberry-pi:~$ mkdir wardrive
kali@kali-raspberry-pi:~$ cd wardrive
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Tip

When Kismet is running, you’ll be required to stay connected to the Kismet terminal. Any
disruption of the connection will stop Kismet. To prevent this issue, we'll use Tmux, which
is a multiplexer terminal that lets us send terminal windows to the background without
losing the session. Therefore, we can start a Tmux session, disconnect from Raspberry Pi,
and then reconnect and regain access to the Tmux session. To learn more about Tmux, please

~

see https://github.com/tmux/tmux.

5.

Next, start a Tmux session using the following command:
kali@kali-raspberry-pi:~/wardrive$ tmux

Once the new Tmux session has opened, use the following commands to run Kismet and attach

the monitor-mode wireless adapter to it:

kali@kali-raspberry-pi:~/wardrive$ kismet -c wlanlmon

The following screenshot shows Kismet running with the GPS daemon attached, and our signals
intelligence monitoring has started:

B kali@kali-raspberry-pi: ~fwar X + v

KISMET - Point your browser to http://localhost:2581 (or the address of this system) for the Kismet UI
INFO: (GPS) Connected to gpsd server [::1]:2947
INFO: (GPS) Connected to a JSON-enabled GPSD (3.22), enabling JSON mode

INFO:

INFO:

INFO:
INFO:
INFO:
INFO:
INFO:
INFO:

INFO:

Could not open system plugin directory (/usr/lib/aarché4-linux-gnu/ki
smet/), skipping: No such file or directory

Did not find a user plugin directory (/home/kali/.kismet//plugins/),
skipping: No such file or directory

Found type 'linuxwifi' for *wlanlmon’

wlanlmon interface 'wlanlmon' is already in monitor mode

wlanlmon finished configuring wlanlmon, ready to capture

Data source 'wlanlmon' launched successfully

Detected new 862.11 Wi-Fi access point 38:4C:UF:58:EC:AC

802.11 Wi-Fi device 38:4C:4F:58:EC:AC advertising SSID
'Digicel_WiFi_T28R"

802.11 Wi-Fi device 38:4C:U4F:58:EC:AC advertising SSID

7.

Figure 6.51 — Starting Kismet

As shown in the preceding screenshot, you can access the Kismet web interface by going
to http://ip-address-rasp-pi:2501.

Next, to send the current Tmux session to the background, press Ctrl + B, then press D.

At this point, if your Raspberry Pi is connected to a portable power bank, you can also terminate the SSH
session and start war-driving, war-walking, or war-flying to collect signals intelligence within an area.

Part 5 - Using the Kismet web interface

1.

While you're still connected to the access point from Raspberry Pi, open your web browser
and go to http://ip-address-rasp-pi :2501 to access the Kismet web interface.
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2. Next, set your preferred login credentials to access Kismet and log in. The following screenshot
shows the main dashboard of Kismet:

Figure 6.52 — Kismet web interface

As shown in the preceding screenshot, beacons and probes are captured and analyzed by
Kismet. Beacons are WLAN frames sent from access points and probes are sent from clients.
Additionally, in the top-right corner, you will notice your GPS coordinates will appear.

3. Next, to display all access points within the vicinity, click on Devices | Wi-Fi Access Points
as shown:

= Kismet

Devices Alerts 55IDs ADSB Live

All devices
All devices
Wi-Fi

WiFi Access Points WiFi Bridged

Phy types Wi-Fi Bridged
IEEES02.11 devices

. Wi-Fi Client
RTL433 devices

Z-Wave devices Wi-Fi Client

Bluetooth devices

LAY devices Wi-Fi Bridged

Figure 6.53 - Filtering access points

INVESTIGADOR Z



Wireless signals intelligence 237

4. Now, the dashboard will display only access points. Using the interface, you can identify their
signal strength, view the amount of data transmitted, see the wireless security features, and more.
Click on any wireless access point to view specific data, as shown in the following screenshot:

Figure 6.54 — Access point intelligence

As shown in the preceding screenshot, we are able to identify the specific 2.4-GHz channel
and the frequency used by the target, along with the signal strength, MAC address of the
access point, and manufacturer. Such information helps you to better profile the target device
and determine the operating channel and approximate distance between your device and the
targeted access point.
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5. Next, expand the Wi-Fi (802.11) tab to view the wireless network settings as shown:

Figure 6.55 — Wireless settings
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As shown in the preceding screenshot, Kismet is able to identify the amount of WLAN frames
(traffic) traveling through the targeted access point, advertised Service Set Identifiers (SSIDs),
and whether there are multiple SSIDs advertised from the same access point.

Next, on the same Wi-Fi (802.11) tab, you can see a list of stations (clients) that are associated
with the access point:

Associated Clients

CAEBMC:T1:59:4E

S4:9A:40:40:7D:38

A@ASCF:DEAM4ME

00:AD:D5:3D:2E:F3

2C:CHA6:11:3A:62

EG:AA:21:18:13:46

JB4CAFS58:EC:A4

E2F2:14:96:19:6D
Client Info View Client Details
Mame E2:F2:14:96:19:6D
Type Wi-Fi Client
Manufacturer Unknaown
First Connected Mar 31 2023 12:14:57
Last Connected Mar 31 2023 12:14:57
Data 0B
Retried Data 0B

4 ¥ ¥ ¥ ¥ ¥ ¥ ¥

» 12:85:BAB2:6F:BA

Figure 6.56 - Stations

The stations are represented by their MAC addresses. Clicking on a station provides additional
details such as data transmitted, connection status, and times of first and last connected. If
an access point is configured with MAC address filtering, obtaining a list of authorized MAC
addresses will be useful during a wireless network penetration testing assessment.

To view more details about a station, click on View Client Details to open a new window as
shown in the following screenshot:
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Figure 6.57 — Viewing a station’s details

As shown in the preceding screenshot, Kismet helps us determine the associated wireless network
of a client, and whether the client is sending probes for any additional wireless networks. As an
ethical hacker, you can set up a rogue access point to advertise the SSIDs found within probes.
This technique can be used to trick the target into connecting to the fake network and capturing
the WPA or WPA2 handshake, which can then be used to perform password cracking.
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Part 6 - Mapping the data onto Google Earth

1. After you've collected the data, use the tmux IS command to view the Tmux session ID for
the background session:

kali@kali-raspberry-pi:~/wardrive$ tmux Is
0: 1 windows (created Fri Mar 31 16:09:42 2023)

As shown here, session ID O is the background session thats running Kismet.
2. To re-attach the background session to Tmux, use the following commands:
kali@kali-raspberry-pi:~/wardrive$ tmux attach —t O

The following screenshots the Kismet session re-attached and running as expected:

Figure 6.58 — Kismet

3. To gracefully stop Kismet and save the collected data, press Ctrl + C to stop the process:

#*%% KISMET IS SHUTTING DOWN #*#**

Shutting down plugins...

WARNING: Kismet changes the configuration of network devices.
In most cases you will need to restart networking for
your interface (varies per distribution/0S, but
typically one of:
sudo service networking restart
sudo fetec/init.d/networking restart
or
nmcli device set [device] managed true

Kismet exiting.
EXITING: Signal service thread complete.

Figure 6.59 - Stopping Kismet
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Once Kismet is stopped, a . Kismet file is automatically created containing all the collected data:

kali@kali-raspberry-pi:~/wardrive$ 1s

Kismet-202308382-16-15-13-1.kismet

Figure 6.60 - Kismet file

4. Next, type exit to leave the Tmux terminal and return to the default shell on the Linux terminal:

kali@kali-raspberry-pi:~/wardrive$ exit

5. Next, use the following commands to convert the . kismet file into a . kml file:

kali@kali-raspberry-pi:~/wardrive$ sudo kismetdb_to_kml --in
Kismet-20230302-16-15-13-1.kismet --out wardrivel._kml

The following screenshot shows the output during the conversion process:

kali@kali-raspberry-pi:~/wardrive$ sudo kismetdb_to_kml --in Kismet-28238362-16-15-13-1.kismet --out wardrivel.kml
WARNING: No packets with GPS info for 'BB8:8A:68: W', skipping

WARNING: No packets with GPS info for '88:38:49: ', skipping Q
WARNING: No packets with GPS info for '4u:1E:98: ', skipping

WARNING: No packets with GPS info for 'E®:37:17: ', skipping

WARNING: No packets with GPS info for 'DA:CD:7u: ', skipping

WARNING: No packets with GPS info for '6E:63:9C: ', skipping

WARNING: No packets with GPS info for '7C:1C:68: ', skipping

WARNING: No packets with GPS info for 'DA:FC:8F: ', skipping

WARNING: No packets with GPS info for '48:8D:18: ', skipping

WARNING: No packets with GPS info for '48:8D:18: ', skipping

WARNING: No packets with GPS info for '4A:78:5E: ', skipping

WARNING: No packets with GPS info for '22:96:2B: ', skipping

WARNING: No packets with GPS info for 'uu:1E:98: ', skipping

WARNING: No packets with GPS info for '9E:9A:9B: ', skipping

WARNING: No packets with GPS info for '46:91:91: ', skipping

WARNING: No packets with GPS info for 'AU4:77:33: ', skipping
kali@kali-raspberry-pi:~/wardrive$ 1s

Kismet-208230382-16-15-13-1.kismet wardrivel.kml

Figure 6.61 — Creating a KML file

Important note

Keyhole Markup Language (KML) is a data format that is used to represent geographic data
and visualization within 2D and 3D mapping systems such as Google Earth.

6. Next, reconnect Raspberry Pi to your network and use a tool such as WinSCP to securely
connect and download the . kml file onto your host computer.

7. Next, download and install Google Earth Pro from https://www.google.com/earth/
versions/.

8. Next, launch the Google Earth Pro application on your computer and click on File | Open...
to attach the . kml file as shown:

INVESTIGADOR Z


https://www.google.com/earth/versions/
https://www.google.com/earth/versions/

Wireless signals intelligence

Q‘ Google Earth Pro
Edit View Tools Add Help
Ctrl+0

Email

View in Google Maps Ctri+Alt+M

View in Google Earth on web
Print...

Import...

Server Sign Out

Exit

Figure 6.62 — Google Earth Pro File menu

After the . kml file is loaded, Google Earth Pro shows yellow pins that represent the locations
of wireless devices such as access points and stations discovered using Kismet, as shown in
the following screenshot:

Figure 6.63 — Mapping wireless devices
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As an ethical hacker, signals intelligence helps you to better understand the wireless landscape around
your target, which is especially useful if you're trying to find your target’s wireless networks and clients.
Having completed this section, you have learned how to perform wireless signals intelligence.

Summary

During this chapter, you learned how images contain a lot of data that can be leveraged by adversaries
to identify the location of a target and their whereabouts. In addition, you gained the skills to extract
EXIF data from images and use it with global mapping systems to identify a target’s geo-location at
the time the picture was taken. Furthermore, you learned how to collect and analyze intelligence on
people and search data breaches to identify user credentials for gaining access to a target’s account,
system, or network.

Lastly, you learned about the importance of performing wireless SIGINT as an ethical hacker and
gained the hands-on skills for constructing a mobile wireless SIGINT infrastructure for war-driving,
war-walking, and war-flying.

I hope this chapter has been informative and helpful for your journey in the cybersecurity industry.
In the next chapter, Working with Active Reconnaissance, you will learn how to determine open ports
and running services, profile operating systems, and enumerate resources on hosts.

Further reading

o OSINT attack surface diagrams: https://www.osintdojo.com/diagrams/main
o OSINT tools and tutorials: https://osint._tools/

o SIGINT: https://www.techtarget.com/whatis/definition/SIGINT-
signals-intelligence

« Understanding location data: https://www.quadrant. io/resources/location-
data
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Part 2:
Scanning and Enumeration

In this section, you will learn how to perform advanced scanning techniques to discover hosts, identify
security vulnerabilities on systems, enumerate common network services, collect intelligence on
websites, and identify reconnaissance activities in a network.

This part has the following chapters:

o Chapter 7, Working with Active Reconnaissance
o Chapter 8, Performing Vulnerability Assessments
o Chapter 9, Delving into Website Reconnaissance

o Chapter 10, Implementing Recon Monitoring and Detection Systems
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Working with Active
Reconnaissance

The more information known about a target, the more ethical hackers are able to identify security
vulnerabilities, which can be exploited to get unauthorized access to the systems and networks of
organizations. Active reconnaissance helps ethical hackers and penetration testers to collect and
analyze information about a target that’s not accessible or available during passive reconnaissance.
Since passive reconnaissance relies on Open Source Intelligence (OSINT) and publicly available
information from multiple online sources, the information may not be up to date, and inaccuracy
affects planning future operations such as weaponization and exploitation of the target. With active
reconnaissance, ethical hackers collect data in real time to better identify security vulnerabilities.

In this chapter, you will learn how to efficiently scan hosts on a network to identify their operating
systems, open ports, and running services using automated tools and techniques. In addition, you
will gain hands-on experience in spoofing your identity and evading threat detection systems, such as
firewalls and Intrusion Detection Systems (IDSes), while performing host discovery on a network.
Lastly, you will learn how to enumerate sensitive data from vulnerable systems on a network and
perform wireless reconnaissance.

In this chapter, we will cover the following topics:

» Automating reconnaissance

o Spoofing your identity on a network
o Discovering live hosts on a network
o Using evasion techniques

o Enumerating network services

o Wireless reconnaissance

Let’s dive in!
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Technical requirements

To follow along with the exercises in this chapter, please ensure that you have met the following
hardware and software requirements:

« Kali Linux: https://www.kali.org/get-kali/
o Metasploitable 3
« An Alfa AWUS036NHA - Wireless B/G/N USB adapter

Active reconnaissance

Unlike passive reconnaissance, which leverages OSINT to help ethical hackers create a profile of a
target, active reconnaissance uses a more direct approach by sending probes to the targeted systems
and networks to collect sensitive and specific details. For instance, during passive reconnaissance, the
threat actor depends on the accuracy of the collected data from multiple online sources. If the data
is outdated or inaccurate, it can affect both the weaponization and exploitation phases and prevent
ethical hacking from gaining access to the target. With active reconnaissance, the collection of data is
performed in real time, enabling ethical hacking to collect and analyze current data to help improve
future operations.

Important note

Scanning is intrusive and illegal in many countries, so ensure that you obtain legal permission
from the authorities before scanning any system or network you do not own.

Active reconnaissance plays an important role during ethical hacking and penetration testing, as it
helps cybersecurity professionals to collect data about live systems on a network, and such data can
be leveraged to identify the attack surface, which consists of the vulnerable points of entry that can
be exploited to gain a foothold into a target. The following are the various types of data that can be
collected to better profile the target or the targeted systems:

« The number of live hosts on a network
o Open service ports on systems

o Running services (banner grabbing)
 The operating systems of host devices
o Identifying security vulnerabilities

o The network topology
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o The placement of networking devices

o Identifying security appliances

To identify live hosts, an ethical hacker sends specially crafted probes on the network. This helps the
ethical hacker to determine whether a targeted host is online or not before attempting any future
actions, such as enumeration and vulnerability analysis. This is commonly referred to as network
scanning or host discovery.

After the targeted host(s) are discovered on the network, the next step is to identify any open service
port on the device. These ports are the entry and exit points within an operating system, and they are
associated with an application-layer protocol within the Transmission Control Protocol/Internet
Protocol (TCP/IP) networking model. Before a client sends packets onto a network, it opens an
ephemeral/dynamic port for the outgoing traffic. When a server runs an application such as Apache
HTTP Server, it opens either port 80 or 443 to listen for incoming packets.

The following diagram shows the source and destination addressing information that will be included
within a packet from a client to a web server over a network:

Figure 7.1 —The HTTP request message

The following diagram shows how the source information from the client is used to send a response
from the server:
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Figure 7.2 - The HTTP response

As an ethical hacker, identifying open ports helps us to determine the running services on a targeted
system. In addition, you can attempt to perform banner grabbing to identify the service versions of
all running services. The service version can be leveraged to find known security vulnerabilities and
their severity for a specific service on the targeted system.

The following table shows the categories of port numbers:

Figure 7.3 — Port number ranges

As shown in the preceding table, ports 1-1023 are commonly referred to as well-known ports, as these
ports are associated with common application-layer protocols such as Hypertext Transfer Protocol
Secure (HTTPS), Domain Name System (DNS), and Simple Mail Transfer Protocol (SMTP).
Registered ports are simply network service ports that are designated to specific application-layer
protocols or services, and private/dynamic ports are temporarily open to send packets from a client
to other systems on a network.

Next, it’s important to identify the operating system of targeted hosts, as it helps ethical hackers to
identify possible security vulnerabilities that can be exploited to gain a foothold on the target. In
addition, different operating systems have different security controls and mechanisms, and architectures
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that can make them more or less secure to various types of cyberattacks and threats. Therefore, such
information can be leveraged by ethical hackers to customize their exploits and payloads for specific
security vulnerabilities on a specific operating system.

For instance, if your target runs outdated versions of an operating system such as Microsoft Windows
7, you can research known security vulnerabilities and how they can be exploited. For example,
Microsoft Security Bulletin MS17-010 describes a known security vulnerability within Microsoft
Windows 7-Windows Server 2016 operating systems, which enables an attacker to perform Remote
Code Execution (RCE) by exploiting the Microsoft Server Message Block (SMB) version 1 service
on the host. Such information is useful when performing vulnerability analysis and developing a
payload for the exploitation phase.

When scanning a network, ethical hackers can determine the layout of the network topology, such as
identifying the placement of network switches and routers, and security appliances such as firewalls.
This information helps you to understand what type of devices are between your attacker machine and
the targeted host. If there are routers on the network, these routers may be configured with packet-
filtering capabilities such as Access Control Lists (ACLs) to filter specific layer 3 and layer 4 traffic
between a source and destination. If firewalls are present on the network, they may be configured to
perform Deep Packet Inspection (DPI) to inspect application-layer traffic for malicious code and
advanced filtering between networks. Hence, understanding the network topology helps you to better
plan your attacks and future operations.

Having completed this section, you have learned the importance of active reconnaissance and how
it helps ethical hackers during their security assessments. Next, you will learn how to spoof your
device’s identity on a network.

Spoofing your identity on a network

Ethical hackers commonly use the same Tactics, Techniques, and Procedures (TTPs) as real adversaries
and threat actors, with the intention of efficiently discovering hidden security vulnerabilities on a
target’s systems and network before a real hacker is able to discover and exploit them. A common
technique used during ethical hacking, penetration testing, and red teaming is concealing your identity
by spoofing your device’s IP address and Media Access Control (MAC) address.

A device can be assigned an IP address via a Dynamic Host Configuration Protocol (DHCP) server
on a network or statically assigned by a user. Any of these methods allow an IP address to be assigned
to the device’s Network Interface Card (NIC). There’s a unique 48-bit hexadecimal MAC address
that's embedded into the firmware of the network adapter by its manufacturer. Whenever a device
sends a frame (message) on a network, the source MAC address of the sender and the destination
MAC address of the target are inserted into the frame header. The first 24 bits of a MAC address are
unique to the manufacturer, which is known as the Organizational Unique Identifier (OUI), and
anyone can perform a vendor lookup on any MAC address using various online databases to determine
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the manufacturer and type of device. Cybersecurity and networking professionals can capture and
analyze packets on a network to identify unauthorized devices based on their IP and MAC addresses.

The following are online databases to perform MAC vendor lookup:

o Wireshark OUI Lookup tool: https://www.wireshark.org/tools/oui-lookup.
html

o MAC Vendors: https://macvendors.com/

o MACaddress.io: https://macaddress. io/
As an ethical hacker, consider changing the MAC address of your attacker machine to something that
is very common on a typical network within an organization, such as an IP phone, network printer,
or a popular brand of devices. The tactic is to ensure that your device does not stand out or attract the
attention of the security team during your ethical hacking and penetration testing exercises. Therefore,
if your device is assigned the MAC address of a network printer or an IP phone, an inexperienced

security professional may not notice your device sending probes to other systems on the network to
collect information.

To get started with spoofing the identity of your attacker machine, please use the following instructions:

1.  Firstly, power on your Kali Linux virtual machine and log in.

2. Next, open the Terminal and use the following commands to verify the MAC address of the
ethl network adapter that’s connected to the 172 .30.1.0/24 (PentestNet) network within
our lab:

kali@kali:~$ ip address show ethl

The following snippet shows that the eth1 network adapter is assigned the 08:00:27:7d:98:8e
MAC address:

Figure 7.4 — Verifying the MAC address

3. Next, change the ethl network adapter status to down:

kali@kali:~$ sudo ifconfig ethl down
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4. Next, we can use the pre-installed macchanger tool to view the different options for altering
the MAC address on the network adapter:

kali@kali:~$ sudo macchanger -h

The following snippet shows there are various options to change the MAC address on the
network adapter, such as randomly generating one, statically setting the MAC address of your
preference, and assigning an address based on a vendor:

Figure 7.5 - The MAC changer menu

5. Next, assign a randomly generated MAC address to the eth1 network adapter:
kali@kali:~$ sudo macchanger -A ethl

The following snippet shows the current (original) MAC address and the new randomly
generated address on the network adapter:

Figure 7.6 — The spoofed MAC address

6. Next, use the following command to re-enable the ethl network adapter:

kali@kali:~$ sudo ifconfig ethl up
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7. Next, use either the ip address show ethlor ifconfig ethl commands to verify
the ethl network adapter is up and assigned the spoofed MAC address, as shown here:

Figure 7.7 — Verifying the interface status

Any frames that originate from the eth1 network adapter of your Kali Linux machine will be
assigned the spoofed MAC address as the new source MAC address.

Having completed this section, you have learned how to spoof the MAC address of a network adapter
to spoof the identity of your device. In the next section, you will learn how to discover and profile
hosts on a network.

Discovering live hosts on a network

Host discovery is an important part of ethical hacking and penetration testing, as it enables an ethical
hacker to identify which systems on a network are discoverable and live within an organization. If your
targeted host is offline, you won’t be able to identify security vulnerabilities and send an exploit to it.

There are various techniques and tools that help ethical hackers efficiently discover live hosts on a
network and identify open ports and running services. This section will help you develop the skills
and knowledge to perform host discovery as an ethical hacker.

Performing passive scanning with Netdiscover

Netdiscover is a pre-installed tool within Kali Linux that enables ethical hackers to either actively
scan a network range or passively listen and analyze network packets to discover live hosts. Active
scanning sends probes to each device within the network to determine which hosts are online. When
using passive-mode, network packets that are captured by the attacker’s machine will be analyzed
to identify the IP and MAC addresses of other devices. However, passive-mode within Netdiscover
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reduces your threat detection level on the network unless the security team actively scans their network
infrastructure to identify unauthorized devices.

To get started with using Netdiscover in passive-mode, please use the following instructions:

1.
2.

Firstly, power on the Kali Linux virtual machine and log in.

Next, power on the Metasploitable 3 virtual machine. This machine will be used to generate
traffic on the PentestNet network.

Next, open the Terminal on Kali Linux and use the following commands to verify the IP address
and subnet mask of the eth1 network adapter:

kali@kali:~$ ip addr show ethl

As shown in the following snippet, eth1l is connected to the 172.30.1.0/24
network (PentestNet):

Figure 7.8 — Checking the interface status

It's important to verify which network adapter on your attacker machine is connected to the
targeted network. If you start scanning the wrong network or range of IP addresses, you can
land yourself in some legal trouble, as scanning is considered illegal, and you’ll be breaching
the legal penetration testing agreement.

Next, enable Netdiscover to operate in passive-mode and listen on the eth1l interface for
network traffic:

kali@kali:~$ sudo netdiscover -p -i ethl

The following snippet shows Netdiscover was able to identify the MAC and IP addresses of
devices that transmitted messages on the 172 .30 .1.0/24 network:

Figure 7.9 — Passive scanning
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Passive-mode in Netdiscover can only analyze network traffic if it’s detected on the ethl
network adapter on a Kali Linux virtual machine. If you're not seeing any results appearing,
simply log in to the Metasploitable 3 virtual machine with the Administrator/vagrant
user credentials and send ping messages to the Kali Linux virtual machine.

While passive scanning may reduce your threat detection by the target, it may not provide the expected
results needed to move forward with your ethical hacking and penetration testing methodology. Next,
you will learn how to perform a ping sweep across an entire network.

Performing a ping sweep

A ping sweep is a common technique used by IT and security professionals to easily identify live hosts
on a network. It involves sending ICMP ECHO Request messages to each host on the network; when
a live host receives the ICMP ECHO Request message, it will respond by sending an ICMP ECHO
Reply message to the sender, which indicates that the host is online. Within client and server operating
systems, there’s a Ping utility, which leverages Internet Control Message Protocol (ICMP), a network
protocol that helps networking professionals to identify common network issues.

The following snippet shows a Wireshark packet capture of ICMP messages between a client and
Google’s DNS server:

Figure 7.10 — Ping messages

If you want to perform a ping sweep across the PentestNet network within our lab environment, you
will need to ping each host on the 172.30.1.0/24 network that ranges from 172.30.1.1-
172.30.1.254. This is usually a manual, mundane, and time-consuming task for many. However,
as an aspiring ethical hacker, you can automate the ping sweep process using various programming
languages and even the native Bourne Again Shell (BASH) in Linux-based operating systems.

To automate the ping sweep process on Kali Linux using BASH, please use the following instructions:

1.  Firstly, power on both the Kali Linux and Metasploitable 3 Windows virtual machines.

2. Next, log in to Kali Linux and use the following commands within the Terminal to create a
new BASH script file, using the nano command-line text editor:

kali@kali:~$ sudo nano ping-sweep.sh
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3. Next, when Nano opens on the Terminal, type the following code to create the script:

#1/bin/bash

echo "Enter the network ID you want to scan (e.g. 192.168.1.0):"
read network

echo "Enter the subnet mask in CIDR notation (e.g. 24):"
read mask

if [[ $mask =~ ~[0-9]+$ ]] && [ $mask -le 32 ]; then
wildcard=$(( 2**(32-$mask) - 1 ))
network_address=$(echo $network | awk -F"." "{print
$1"_"$2T . U$3"."0LT)
for host in $(seq 1 254); do
ip=$(echo $network_address | awk -F*." "{print
$1_$2" . U$3" " "$host"}T)
ping -cl -W1 $ip > /dev/null
if [ $? -eq 0 ]; then
echo "$ip is up”
Ti
done
else
echo "Invalid subnet mask
i

When the preceding code executes, it will prompt the user to enter the network ID and subnet
mask of the targeted network. It will calculate the range of host IP addresses and send one
ICMP ECHO Request message to each host IP address.

4. To save the file, press the Ctrl + X keys, then press Y, and hit Enter to confirm and exit.
5. Next, add execution privileges to the ping-sweep . sh file:

kali@kali:~$ sudo chmod +x ping-sweep.sh
6. Next, use the following commands to execute the script:
kali@kali:~$ ./ping-sweep.sh

The following snippet shows that the script has prompted the user input of the network ID and
subnet mask, and then it proceeds to check whether the hosts are online:
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Figure 7.11 - A ping sweep

As shown in the following screenshot, the Ping utility and the preceding script used the ICMP network
protocol to perform the ping sweep across the 172 .30.1.0/24 network:

Figure 7.12 - Wireshark packet capture

While the preceding method seems efficient for discovering live hosts on a network, system administrators
and security professionals often disable ICMP responses from critical assets, such as servers and
firewalls, to reduce the likelihood of a novice hacker identifying these systems. In addition, sending
too many ICMP messages on a network can generate a lot of noise, which will increase the detection
level of the ethical hacker on the network. Next, you will learn how to automate and improve your
scanning techniques while reducing the detection level, using a powerful network scanner.

Host discovery with Nmap

Network Mapper (Nmap) is a powerful network scanning tool with lots of advanced capabilities to
help ethical hackers and penetration testers to efficiently profile their targets. Nmap enables ethical
hackers to discover live hosts and identify open Transmission Control Protocol (TCP) and User
Datagram Protocol (UDP) ports, running services and their versions, and the operating system of
a target.

To get started with using Nmap for host discovery, follow these steps:

1.  Firstly, power on both the Kali Linux and Metasploitable 3 virtual machines. As always, the
attacker machine will be Kali Linux and the target will be Metasploitable 3.
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On Kali Linux, open the Terminal and use either the ip address or i fconfig command
to identify the IP address that’s assigned to the @thl interface, which is connected to the
172.30.1.0/24 network (PentestNet).

If important to identify the IP address of your attacker machine (Kali Linux) so that you do
not scan your own device during security assessments; otherwise, you’ll need to remove its
details from the results.

Next, perform a ping sweep on the entire 172 _.30.1.0/24 network while excluding the IP
address of the Kali Linux machine, using the following commands:

kali@kali:~$ nmap -sn 172.30.1.0/24 --exclude 172.30.1.49
As shown in the following snippet, the —Sn syntax specifies performing a ping scan on the

target, while ——exclude allows us to exclude a host, a range of addresses, or a network
during the scan:

Figure 7.13 - A ping scan using Nmap

As shown in the preceding snippet, the ping scan was able to identify that the 172.30.1.45
host is online.

Nmap does not send typical ICMP messages during a ping scan to a target. If the targeted
device is configured not to respond to ICMP messages, then a typical ping sweep will fail
to identify the status of the host on the network. Instead, Nmap sends specially crafted TCP
Synchronization (SYN) packets to the targeted host, with the intention of triggering a TCP
Acknowledgement (ACK) as a response from a live/online host.

The following snippet shows a packet capture within Wireshark of the Nmap ping scan:

Figure 7.14 - Wireshark packet capture
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As shown in the preceding snippet, Kali Linux (172.30.1.49) sent a TCP SYN message to
the target (172.30.1.45) on service port 443 (HTTPS), and the target responded with a
TCP ACK/RST packet to acknowledge and reset the connection. This response indicates that
port 443 is open and the target is live. While devices may be configured to not respond to
ICMP messages, TCP/IP is designed to respond to TCP SYN packets on an open service port,
and Nmap uses this technique to better determine whether a target is online or not.

Tip
To learn more about how TCP establishes a connection with a three-way handshake, please

see https://hub._packtpub.com/understanding-network-port-numbers-
tcp-udp-and-icmp-on-an-operating-system/.

4. Next, perform a port scan to identify the top 1,000 service ports that are open on Metasploitable 3:
kali@kali:~$ nmap 172.30.1.45

As shown in the following snippet, Nmap was able to identify the top 1,000 service ports that
opened on the target and determined their service:

Figure 7.15 - Identifying the top 1,000 service ports

As shown in the preceding snippet, Nmap helps us to better identify which ports are open and
the associated services for each open port. Such information can be leveraged to identify the role,
function, and the attack surface of a targeted device on a network. For instance, the preceding
snippet shows that port 22 is open and running Secure Shell (SSH), a remote access service
that can be compromised by an ethical hacker to gain a foothold into a system. It’s important
to research the services for each open port to identify security vulnerabilities and how a real
attacker can compromise the target.
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Important note

By default, Nmap scans TCP ports only.

5. Next, use the —-p- syntax to specify all 65,535 ports and the —~T4 syntax to increase the scanning
speed, as shown here:

kali@kali:~$ nmap -T4 -p- 172.30.1.45

The following snippet shows that Nmap has identified additional open service ports on the
target system:

Figure 7.16 — Scanning all ports

As an ethical hacker, it's important to scan all service ports on a targeted device to identify
whether there are additional running services and determine whether they are vulnerable to
cyber-attacks and threats. In addition, if your goal is to gain a foothold into the targeted system,
you may be able to exploit a security vulnerability found on a running service.

Tip

Nmap can scan a range of host addresses on a network by using the nmap 172.30.1.10-
100 syntax. Additionally, you can scan the selected host by using the nmap
172.30.1.10,172.30.1.20,172.30.1.40-50 command. -T<0-5> allows you to
set the timing template on an Nmap scan; higher is faster. Keep in mind that faster scans increase
the amount of noise generated on a network and can raise the suspicions of the security team.
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6. By default, Nmap performs a ping scan on a targeted host to determine whether it’s online,
and then it proceeds to scan. However, if the targeted host is configured to block ping probes
from Nmap, we can perform a scan without pinging the target with the following commands:

kali@kali:~$ nmap -PN 172.30.1.45

The following snippet shows the execution of the preceding commands:

Figure 7.17 - Don't ping scan

1. To scan the top 1,000 UDP service ports on a targeted system, use the following command:

kali@kali:~$ sudo nmap -sU 172.30.1.45

The following snippet shows Nmap was able to identify open UDP ports on the target:

Figure 7.18 — UDP port scanning
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Since Nmap scans the top 1,000 ports by default, you can use the nmap -sU -p- 172.30.1.45
command to scan all 65,535 UDP ports on the target. Additionally, you can use the —p syntax
to specify a specific port or a range of ports - for instance, -p22 and —-p1-65535. The —U
syntax allows you to specify a UDP port scan with the -p U:53 syntax.

Important note

Filtered ports indicate whether there’s a firewall or another security mechanism that’s blocking
the port, and Nmap is unable to determine whether the port is open or closed on the target.

2.

To identify the service versions of running services on a targeted device, use the
following commands:

kali@kali:~$ sudo nmap -sV 172.30.1.45

The following snippet shows Nmap was able to identify the service versions of each running service:

Figure 7.19 - Identifying the service versions

Identifying the service versions helps us to determine whether the running application or service
is outdated, and whether there are any known security vulnerabilities that can be exploited to
gain authorized access. If you recall, one of the reasons to perform reconnaissance is to determine
the attack surface of a target, such as discovering security vulnerabilities and points of entry.

To perform operating system detection on a targeted host, use the -0 syntax, as shown here:

kali@kali:~$ sudo nmap -0 172.30.1.45

The following snippet shows Nmap was able to identify the target host as running Microsoft
Windows 7, 8, or Server 2008:
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Figure 7.20 - Identifying the operating system

As shown in the preceding snippet, identifying the operating system architecture and build
number helps us to better plan future attacks during ethical hacking and penetration testing.
For instance, you can research known security vulnerabilities and develop and test exploits for
this specific operating system version, before preceding to the exploitation phase.

4. Lastly, Nmap enables us to perform operating system detection, service version detection,
script scanning, and traceroute by using the —A syntax, as shown here:

kali@kali:~$ sudo nmap -A 172.30.1.45

As shown in the following snippet, the —A syntax enables Nmap to perform multiple types of
scanning techniques at the same time:

Figure 7.21 — Multiple scans

As shown in the preceding snippet, the —A syntax further enables Nmap to perform banner
grabbing on each running service. Banner grabbing enables us to collect additional information
about a service, such as the header details of a Microsoft IIS service.
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In addition, the following is the remaining portion of the scan, which shows the SMB version,
operating system version, computer name/hostname, and workgroup or domain:

Figure 7.22 — OS and SMB detection

As you can see, Nmap is a powerful network scanning tool, with many features and capabilities to
help ethical hackers and penetration testers collect sensitive information during active reconnaissance
of their targets.

Tip
To learn more about Nmap and its scanning capabilities, please see https://nmap.org/

book/man.html. In addition, you can use the man nmap command on the Terminal to
view the Nmap manual page.

Having completed this section, you have learned how to perform host discovery in active reconnaissance.
In the next section, you will learn how to perform evasion techniques during network scanning.

Using evasion techniques

When a device such as a computer sends a packet to a network, the sender’s IP and MAC addresses
are inserted into the packet header. As such, when ethical hackers perform host discovery on a
network, their IP and MAC addresses are also included within each packet from their machine to the
targeted hosts. Ethical hackers and penetration testers always try to remain undetected during security
assessments, as part of simulating real-world cyberattacks on an organization’s network infrastructure.
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There are various evasion techniques that can be used during host discovery to reduce the risk of
being detected and traced by threat detection systems and the security team of a target. To get started,
please use the following instructions:

1.

Power on both the Kali Linux and Metasploitable 3 virtual machines. Ensure you're logged
in to Kali Linux.

Ensure you identify the IP address of Metasploitable 3, as this virtual machine will be the target
of this exercise.

Nmap enables us to perform a scan using decoys to trick the target into thinking the source
of the scan originates from different sources, rather than a single device. The -D syntax allows
you to specify any number of decoy addresses, as shown here:

kali@kali:~$ nmap 172.30.1.45 -D 172.30.1.20,
172.30.1.21,172.30.1.22

Before Nmap performs the scan on the target, it checks each decoy address on the network
to ensure that these systems are online. If a decoy address is not reachable by Nmap, it will
be excluded from the scan. Therefore, I recommend performing a status check on the decoy
systems before performing a scan.

Nmap enables you to automatically spoof your MAC address when scanning a target by using
the ——spoof-mac syntax, as shown here:

kali@kali:~$ sudo nmap -sT -PN --spoof-mac 0 172.30.1.45

The -ST syntax specifies performing a TCP Connect scan by establishing the TCP three-way
handshake, —PN specifies not pinging the host, and -~-spoof-mac 0 indicates spoofing a
random MAC address. The following snippet shows the random spoof MAC address during
the scan:

Figure 7.23 — Spoofing the random MAC address
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5.

If you want to spoof a specific vendor’s MAC address, Nmap allows you to insert the vendor’s
name, as shown in the following command:

kali@kali:~$ sudo nmap -sT -PN --spoof-mac dell 172.30.1.45

The following snippet shows that Nmap uses a spoof MAC address from Dell:

Figure 7.24 - Spoofing the vendor address

If there’s a specific MAC address you want to spoof, it can be included, as shown in the
following command:

kali@kali:~$ sudo nmap -sT -PN --spoof-mac 12:34:56:78:9A:BC
172.30.1.45

The following snippet shows that the custom MAC address was used as the spoof address
during the Nmap scan:

Figure 7.25 - Using a specific spoof address
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7. Lastly, Nmap provides the capability to send probes as smaller fragments on the network to
reduce detection by network security systems. The following command is an example:

kali@kali:~$ sudo nmap -f 172.30.1.45

The following snippet shows a Wireshark capture of Kali Linux (172 .30.1.44) sending
multiple fragmented IP packets of 42 bytes to Metasploitable 3 (172.30.1.45):

Figure 7.26 - Fragmenting packets

Important note

Using the —SS syntax enables Nmap to perform a stealth scan (sometimes referred to as a half-
open scan) on a target. The stealth scan does not establish a full TCP three-way handshake with
the target. However, the Nmap stealth scan can be easily detected by seasoned cybersecurity
professionals. To learn more about the Nmap stealth scan, please see https://nmap.org/
book/synscan._html.

. J

As you learned in this section, there are various techniques that are used by ethical hackers to evade
detection during host discovery. In the next section, you will explore various enumeration techniques.

Enumerating network services

During the host discovery phase of ethical hacking, many open ports and running services can be
found. The information collected during the host discovery phase is used to perform additional
research to find known security vulnerabilities within those running services and how they can be
exploited to gain unauthorized access to a target. Enumerating network services on targeted systems
helps ethical hackers and penetration testers to better understand the target’s network infrastructure
and attack surfaces and which attack vectors can be used to deliver a payload to the target.
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NetBIOS and SMB enumeration

Network Basic Input/Output System (NetBIOS) is an old legacy network protocol that’s commonly
used within Windows-based environments for file and print sharing, and name resolution services on a
Local Area Network (LAN). SMB is a newer network protocol that’s also used within Windows-based
environments for file and print-sharing services. As an ethical hacker, performing NetBIOS and SMB
enumeration helps you identify which systems on a network have network shares. A misconfigured
system enables an ethical hacker to access sensitive directories and files over a network.

To get started with NetBIOS and SMB enumeration, please use the following instruction:

1.

Firstly, power on the Kali Linux and Metasploitable 3 virtual machines. Kali Linux will be the
attacker machine and Metasploitable 3 will operate as the target.

Next, use nbtscan to retrieve the NetBIOS name and MAC address of Metasploitable 3:
kali@kali:~$ nbtscan -r 172.30.1.45

The —r syntax is used to specify a remote host on the network, as shown in the following snippet:

Figure 7.27 — A NetBIOS scan

If there are any logged-in users on the target, their usernames will appear within the User field.

Next, use Nmap to identify whether SMB runs the Metasploitable 3 by scanning port 445,
using the following commands:

kali@kali:~$ nmap -A -T4 -Pn -n -p 445 172.30.1.45

As shown in the following snippet, port 445 is open, and Nmap was able to profile the host
operating system:

Figure 7.28 - Identifying SMB on a target
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4. Next, use Nmap to perform a NetBIOS scan of Metasploitable 3 with the following command:

kali@kali:~$ sudo nmap -sV --script nbstat.nse 172.30.1.45

As shown in the following snippet, Nmap was able to verify the operating system of the host:

Figure 7.29 - Identifying the target operating system

5. Since SMB is found running on Metasploitable 3, use the smbcl 1ent tool to enumerate
network scans on the target; —U specifies the username:

kali@kali:~$ smbclient -L //172.30.1.45 -U vagrant

When prompted for a password, use vagrant to allow smbcl ient to enumerate the shares,
as shown here:

Figure 7.30 — Network shares

As shown in the preceding snippet, there are multiple network shares on the target.

Tip
To access a network share, use the smbclient -L //172.30.1.45/sharename -U

vagrant command. Ensure you adjust the IP address, share name, and username accordingly
for your target.
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6.

Next, use the smbmap tool to identify the permissions on each network share:

kali@kali:~$ smbmap -H 172.30.1.45 -u vagrant -p vagrant

The —u and —p syntax allows us to specify the username and password to access the target,
as shown here:

Figure 7.31 — Share permissions

As shown in the preceding snippet, some shares enable network users to both read and write to the
directory. Access to sensitive directories is useful during ethical hacking and penetration testing.

Next, use the following commands to perform SMB enumeration of shares with Nmap:

kali@kali:~$ sudo nmap -pl139,445 --script=smb-enum-shares.nse
172.30.1.45

The following snippet shows that Nmap attempted to find and enumerate shares on the target:

Figure 7.32 - Nmap SMB enumeration script
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8. Lastly, we can use Nmap to identify SMB vulnerabilities on a target using the following commands:

kali@kali:~$ sudo nmap -pl39,445 --script=smb-vuln-* 172.30.1.45

As shown in the following snippet, Nmap was able to identify a security vulnerability on the
target system and provide us with reference information:

Figure 7.33 — SMB vulnerability discovery

Having completed this section, you have learned how to use various tools and techniques to perform
service enumeration. In the next section, you will learn how to perform wireless reconnaissance.

Wireless reconnaissance

Wireless reconnaissance enables ethical hackers and penetration testers to identify their target’s wireless
network and determine associated clients, network settings, operating frequencies and channels, and
the approximate distance between you and the access point.

When an access point is powered on, it sends beacons to advertise its presence and network information
to nearby wireless clients. Within these beacons, the access point inserts the network name or Service
Set Identifier (SSID), which helps clients to identify one wireless network from the other. Once a
client is connected (associated) with a wireless network, it automatically saves the network information
and password within its Preferred Network List (PNL). From then on, when wireless capabilities
are enabled on the client, it will send probes to seek any of the saved networks from the PNL; once a
network is found and within range, the client will attempt to automatically establish an association.
As an ethical hacker, capturing and analyzing beacons and probes from wireless networks and clients
helps us to identify whether the targeted wireless network is vulnerable to wireless-based attacks.
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Tip
You can use Wigle.net to find wireless networks around the world. The website also allows
users to upload Kismet data and helps ethical hackers to locate their target networks.

To get started with wireless reconnaissance, follow the following instructions.

Part 1 - attaching a wireless network adapter
To attach a wireless network adapter, follow these steps.

1. Connect the Alfa AWUS036NHA - Wireless B/G/N USB adapter to your host computer.

2. Next, open VirtualBox Manager, select the Kali Linux virtual machine, and click on Settings,
as shown here:

Figure 7.34 - VirtualBox Manager

3. Next, select the USB category from the left menu, and then select either the USB 2.0 or 3.0
controller, depending on your USB interface types on your host computer, and click on the
Add USB device icon, as shown here:
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Figure 7.35 — The Settings menu

4. After clicking on the Add USB device icon, a side menu will appear, displaying all your connected
USB devices. Select the wireless network adapter, as shown here:

Blue Microphones Yeti Stereo Microphaone [0100]
Intel Corp. [D001]

SINOWEALTH Wired Gaming Mouse [0101]
Elgato Stream Dedk

ATHEROS UBS1C [0108]

ASUSTek Computer Inc, N-+EY Device [4022]
Wacom Co.,Ltd. Intues 5 [0111]

Logitech, Inc, C922 Pro Stream Webcam [0016]

Figure 7.36 — Selecting the wireless network adapter

INVESTIGADOR Z



Wireless reconnaissance 275

5. Next, you will automatically return to the main Settings menu. Click on OK to save:

Figure 7.37 - The wireless network adapter

As shown in the preceding snippet, the wireless network adapter is now connected to the Kali
Linux virtual machine as a USB device.

Part 2 - enabling monitor mode
To enable monitor mode, follow these steps:

1. Power on the Kali Linux virtual machine and log in.

2. Next, open the Terminal and use the iwconfig command to identify the wireless network
adapter, as shown here:
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Figure 7.38 — Verifying the network adapter

As shown in the preceding snippet, the wireless network adapter is displayed as the wlanO interface.

3. Next, use the sudo airmon-ng check Kkill command to terminate any conflicting
processes that may prevent changing the wlanO interface to monitor mode:

Figure 7.39 - Killing processes

4. Next, use the sudo airmon-ng start wlanO command to enable monitor mode on
the wlanO interface:

Figure 7.40 — Enabling monitor mode
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5. Next, use the iwconfig command to verify the new interface. wlanOmon is created and
available on Kali Linux, as shown here:

Figure 7.41 — Verifying the interface status

As shown in the preceding snippet, wlanOmon operates in monitor mode, which enables us
to capture beacons and probes on wireless networks.

Part 3 - performing wireless reconnaissance
To perform wireless reconnaissance, follow these steps:

1. Use the Airodump-ng tool to monitor (capture and analyze) nearly all the beacons and probes
by using the following commands:

kali@kali:~$ sudo airodump-ng wlanOmon

As shown in the following snippet, airodump-ng was able to identify wireless networks, access
points, and clients (stations):
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Figure 7.42 — Wireless networks and clients

The following is a description of each field shown in the preceding snippet:

BSSID: This is the Basic Service Set Identifier (BSSID) or the MAC address of the access point.

PWR: The power level helps ethical hackers to determine the distance between themselves
and an access point or client (station). Lowering the power level means you are further away
from the target.

Beacons: This field contains the number of beacons that have been sent from access points.
#Data: This field indicates the amount of captured packets on the network.

#/s: This field helps us to determine the number of packets over a 10-second interval.
CH: This field indicates the operating channel of the wireless network on the access point.
MB: This field helps us to determine the maximum speed of the wireless network.

ENC: This field specifics the wireless security standard for the wireless network.

AUTH: This field indicates the authentication type or protocol of the wireless network.

ESSID: This is the Extended Service Set Identifier (ESSID), which is equivalent to the
SSID or network name.

STATION: This field contains the MAC addresses of nearly wireless clients, either connected
or not connected to a wireless network.

* Probes: This field displays the saved networks from each client from their PNL.
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The following snippet shows the station-to-access point associations by observing the BSS1D
and STATION fields:

Figure 7.43 - Identifying the wireless clients
If the targeted wireless network operates on a specific channel, use the —C syntax to listen on
a specific channel, as shown here:
kali@kali:~$ sudo airodump-ng -c 6 wlanOmon

As shown in the following snippet, Airodump-ng listens on channel 6 only:

Figure 7.44 - Listening on a specific channel

This technique helps ethical hackers to filter out any unwanted output and focus on their target.

To set the focus on a specific target, the ——esSsid syntax can be used to specify a targeted
ESSID network name by using the following command:

kali@kali:~$ sudo airodump-ng -c 6 --essid Corp_Wi-Fi wlanOmon
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As shown in the following snippet, only the Corp_Wi-Fi network and its associated clients
are displayed:

Figure 7.45 - Filtering the networks

4. Associated stations that transmit data on a wireless network will be displayed under the
STATION field. However, there may be idle stations that are associated with the target network
but not shown on Airodump-ng.

As an ethical hacker, you can perform a dis-association attack on the target network to force
all associated clients to disconnect and reconnect. This technique enables us to identify all
associated clients for a specific network. To perform this action, open a new Terminal and use
Aireplay-ng to send 100 de-authentication wireless frames to the target:

kali@kali:~$ sudo aireplay-ng -0 100 -e Corp_Wi-Fi wlanOmon

The following snippet shows aireplay-ng sending the de-authentication attack to the target:

Figure 7.46 — The de-authentication attack

INVESTIGADOR Z



Summary

5. Lastly, by checking the Airodump-ng window, you will see all other associated stations and
their PNL, as shown here:

Figure 7.47 - Observing stations

Having completed this section, you have learned how to perform active reconnaissance on
wireless networks.

Summary

During this chapter, you learned about the importance of active reconnaissance and how it helps
ethical hackers to discover live hosts and identify open ports and running services. In addition, you
gained the skills to perform reconnaissance on wireless network infrastructure to identify targeted
access points and clients, as well as network settings.

I hope this chapter has been informative for you and helpful in your journey in the cybersecurity
industry. In the next chapter, Performing Vulnerability Assessments, you will learn how to set up and
work with vulnerability assessment tools.

Further reading

o How port numbers work: https://www.techtarget.com/searchnetworking/
definition/port-number

o TCP three-way handshake: https://www. techopedia.com/definition/10339/
three-way-handshake
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Performing Vulnerability
Assessments

The race between cybersecurity professionals and threat actors is a never-ending marathon as hackers
are always developing new techniques to discover and exploit security weaknesses in their targets’
systems, and security teams are working continuously to find hidden vulnerabilities and implement
countermeasures to protect their assets before a real cyber-attack occurs. While software and product
vendors frequently push security updates and patches to their applications, there’s no one system that’s
fully secure from threats and attacks. Hence, it’s important that organizations perform regular ethical
hacking and penetration testing assessments on their systems and networks to find any hidden security
flaws and determine whether their security controls are effective in preventing real attacks and threats.

In this chapter, you will learn how vulnerability management helps organizations to improve their
security posture and techniques that are commonly used by cybersecurity professionals such as ethical
hackers to efficiently discover various security flaws on their target systems. Furthermore, you will
learn how to install and set up common vulnerability management tools to help you identify and
analyze security flaws on a system as an ethical hacker.

In this chapter, we will cover the following topics:
o The importance of vulnerability management
o Working with Nessus
« Using Greenbone Vulnerability Manager

o Vulnerability discovery with Nmap

Let’s dive in!
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Technical requirements

To follow along with the exercises in this chapter, please ensure that you have met the following
hardware and software requirements:

« Kali Linux: https://www.kali.org/get-kali/
o Metasploitable 3

o Nessus Essentials: https://www.tenable.com/downloads/nessus

The importance of vulnerability management

A vulnerability is a security weakness that exists on a system that can be exploited by anyone, such as
a threat actor, to compromise the confidentiality, integrity, and/or availability of the targeted system.
Ethical hackers and penetration testers are usually hired by organizations to simulate real-world cyber-
attacks on their systems and networks to identify hidden security flaws that are not easily found by
the company’s internal IT team. Ethical hackers commonly use the same Tactics, Techniques, and
Procedures (TTPs) as real adversaries to efficiently find hidden security weaknesses. By identifying
security vulnerabilities within an organization, the security team can better understand how a real attacker
can gain unauthorized access to their networks. In addition, the organization can improve their threat
detection, implement countermeasures to prevent threats, and improve their incident response plan.

As an ethical hacker, you'll be using various tools and techniques to discover security vulnerabilities,
determine the severity and impact if the targeted host were to be compromised, and provide
recommendations on how to resolve the security flaws to improve the overall security posture of
the organization.

The following are common data sources used by cybersecurity professionals and researchers to collect
information about new and emerging threats on the internet:

« Vendor website: The vendor website of a product usually contains information about known
security issues that directly affect their products, devices, and applications

o Vulnerability feeds: These are usually news feeds that provide information about new security
vulnerabilities found by the global community

o Conferences: These are security-focused conferences where cybersecurity professionals and
researchers discuss new vulnerabilities, malware, and hacking techniques

» Academic journals: Security researchers within the academic community provide their research
findings on various cyber-attacks and threats

o Threat feeds: These are data sources that provide real-time information to the public

o MITRE ATT&CK: The MITRE ATT&CK framework provides information on the TTPs used
by adversaries to compromise their targets
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In addition, ethical hackers and penetration testers can leverage the information found on the following
open vulnerability databases to improve their vulnerability detection and classification:

Common Vulnerability Scoring System (CVSS): https://www._first.org/cvss/
Common Vulnerabilities and Exposures (CVE): https://cve.mitre.org/
National Vulnerability Database (NVD): https://nvd._nist.gov/

Common Weakness Enumeration (CWE): https://cwe._mitre.org/

The following types and classifications of security vulnerabilities can be found on a system:

Default settings: These are the configurations on systems and devices that were implemented
by the vendor and shipped to the customer. Default configurations are basic settings on the
device to help the customer easily access the device to perform additional device configurations.

Weak encryption: Some systems contain weak encryption protocols and algorithms that can
be exploited by a threat actor to gain access to confidential information and unauthorized
entry into a targeted device.

Unsecure protocols: There are many unsecure network protocols that transmit data in plaintext.
These unsecure protocols do not encrypt any data before placing the packet on a network.

Open permission: There are many files, folders, network shares, and devices that provide full
access to anyone. This type of vulnerability can lead to a malicious user leveraging full control
of a system or network share.

Unsecure root accounts: If the root account on a Linux-based operating system is not secured
using complex password policies and Multi-Factor Authentication (MFA), a threat actor can
gain full administrative control of the system. Similarly, the administrator account on Windows-
based operating systems should be secured.

Open ports and services: Sometimes a system may be running a lot of unnecessary services.
When some applications are running, it operates as a service on the operating system. Some
applications on a targeted host may not be fully patched and may contain security vulnerabilities
that can be exploited over a network. In addition, some services may open a network port to
allow inbound connections from a remote system. A threat actor can launch a remote exploit
across the network to take advantage of the vulnerable service on a targeted system.

Zero days: These are vulnerabilities that are discovered and exploited by hackers before the
vendor is made aware of the security issue and has time to release a security update to mitigate
the threat. Zero days are considered to be a nightmare for security teams as there are no known
security fixes until the vendor provides information disclosure about the issue.

Legacy systems: Legacy systems often run End-of-Life (EoL) operating systems, firmware,
applications, and hardware components that are no longer supported by the vendor. As a result
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of running legacy systems on a network, they are most vulnerable to modern cyber-attacks
and threats.

Vulnerability management life cycle

Vulnerability management is a continuous life cycle of identifying new security flaws in systems to
implement mitigation and countermeasures to reduce the attack surface and improve the security
posture of the organization.

The following diagram shows the general life cycle of vulnerability management:

Figure 8.1 — Vulnerability management life cycle

Let’s explore these phases in detail.
Pre-assessment phase

The pre-assessment phase focuses on identifying all assets owned by the organization. If an organization
installs new devices on their network without keeping track of this system, there’s the likelihood the
IT team may not be managing or monitoring the device for security vulnerabilities, and this creates
arisk of a cyber-attack. Additionally, a baseline of normal operations should be created on all critical
assets, such as switches, routers, servers, and firewalls. A baseline is used to measure what is considered
to be normal and abnormal behavior of a system or network.

During this phase, it’s important to gain a solid understanding of the organization and its business
processes. Sometimes an organization’s business processes may be creating a security risk and increase
the chance a hacker is able to compromise the company’s systems and network. Identifying security
vulnerabilities within business processes can help the leadership team to better understand the risk
of doing specific actions.

In addition, the pre-assessment phase helps the ethical hacker to determine what and whether there are
any security controls in place to prevent potential attacks and threats from hackers. Such information is
useful in better understanding the attack surface, security posture, and cyber defenses of the company.
During this phase, it's important to identify whether the organization has implemented any regulatory
standards and frameworks in their operating industry and whether these frameworks are enforced.
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Lastly, the pre-assessment phase is used to better understand the scope of the vulnerability assessment
and targets and obtain legal permission from the authorities as vulnerability scanning can be intrusive
at times.

Vulnerability assessment phase

The vulnerability assessment phase focuses on performing different types of automated and manual
testing on targeted systems within the scope to identify security weaknesses and determine their
severity and impact if they are compromised. In addition, it's important for ethical hackers to check
each vulnerability to determine whether it’s a false positive or false negative during an automated scan.

False positives are simply alerts on a vulnerability scanner that indicate a vulnerability is present
on a system but does not actually exist after manual testing is done. A false negative is when the
vulnerability scanner does not detect a known or hidden vulnerability on a target, but a security
vulnerability was found after manual testing. Hence, it's important to validate the authenticity of each
security vulnerability on a system with manual testing. Lastly, during each vulnerability assessment,
the ethical hacker will collect sufficient data that will be used for analysis and reporting.

Post-assessment phase

During the post-assessment phase, the ethical hacker uses the information collected during the
vulnerability assessment phase to perform a risk assessment on the assets and organization and categorize
each risk based on their severity level and impact on the organization. In addition, the analyzed data
is used to determine the threat level of the organization and the risk of being compromised by a real
threat actor.

The ethical hacker also provides recommendations on how to mitigate each risk by implementing
countermeasures and security controls in the organization. It’s important to consider giving priority
to high-severity risks and allocating resources to resolve them quickly, as these vulnerabilities usually
have a higher impact than others.

When a security vulnerability is found, it’s good practice to perform a root cause analysis to determine
the root causes of the security risk and vulnerability on the target. This process usually helps ethical
hackers to better identify the appropriate solutions to prevent this problem from re-occurring in
the future.

Based on the recommendations, the internal security or IT team of the organization should implement
any fixes, updates and patches, and security controls to prevent a real attack from occurring and
improve the security posture. Furthermore, it’s essential to keep a record of all the lessons learned
during each vulnerability assessment as it can be useful in the future.

Lastly, continuous monitoring and verification are required to determine whether the recommendations
are enforced and effective in preventing future cyber-attacks and threats from adversaries. This means
regular vulnerability scanning and monitoring of logs using security solutions such as Intrusion
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Detection Systems (IDSs), Intrusion Prevention Systems (IPSs), and Security Information and
Event Management (SIEM).

Let’s not forget, the ethical hacker will analyze all the collected data during the vulnerability assessment
to generate both an executive and technical report for the organization. The executive report focuses
on the high-level overview of the assessment and it’s presented to the executive or leadership team of
the company, who are usually non-technical employees. Therefore, the executive report should not
contain any jargon or too many technical terms that are confusing to non-technical staff members.
The technical report contains the specifics about the vulnerability assessment, such as the tools and
techniques that were used to identify and test the validity of each vulnerability.

Working with Nessus

Nessus is one of the most popular vulnerability scanners within the cybersecurity industry. It enables
system administrators, cybersecurity professionals, and compliance auditors to identify whether a
targeted system contains any known security weaknesses and meets various regulatory standards in
the industry. Additionally, Nessus can be deployed on a centralized server and configured to perform
regular vulnerability scans on targeted systems using its automation capabilities, hence enabling ethical
hackers to easily perform a gap analysis between vulnerability assessments to determine whether
the security team of an organization is implementing countermeasures to mitigate and prevent
potential cyber-attacks.

As an aspiring ethical hacker and penetration tester, it's essential to gain hands-on experience in setting
up Nessus and performing vulnerability scans and assessments on a targeted system. To get started
with setting up Nessus, please use the following instructions.

Important note

There were some challenges when setting up Nessus on Kali Linux using Parallels on the M1
Mac (ARM64) chip. However, the setup process works fine on a Windows-based machine.

Part 1 - setting up Nessus

In this exercise, you will learn how to install Nessus Essentials on Kali Linux to perform vulnerability
discovery on Metasploitable 3, our targeted system:

1.  Firstly, power on the Kali Linux and Metasploitable 3 virtual machines.

2. Next, open a web browser, go to https://www. tenable.com/products/nessus/
nessus-essentials, and register for a free Nessus Essentials license key. Upon registration,
Tenable will send a unique Nessus Essentials license key to the email address you've provided.
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On Kali Linux, open Terminal and update the software packages repository list using the
following command:

kali@kali:~$ sudo apt update

Next, use the following command to download the Nessus software onto Kali Linux:

kali@kali:~$ curl --request GET \

—-—url "https://www.tenable.com/downloads/api/v2/pages/nessus/
Ffiles/Nessus-10.5.1-debianl0_amd64.deb® \

--output "Nessus-10.5.1-debianl0_amd64.deb*

The following figure shows the execution of the preceding commands:

Figure 8.2 - Downloading Nessus

Alternatively, you can download the Nessus software from https://www.tenable.com/
downloads/nessus for Linux - Debian - AMD64 (Kali Linux).

Next, install the Nessus package using the following command:

kali@kali:~$ sudo dpkg -i Nessus-10.5.1-debianl10_amd64.deb

The following figure shows the beginning of the installation process:

Figure 8.3 — Installation process
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6. Next, start and restart the Nessus service on Kali Linux:

kali@kali:~$ sudo /bin/systemctl start nessusd.service
kali@kali:~$ sudo /bin/systemctl restart nessusd.service

7. Once the Nessus service has started, open the web browser within Kali Linux and go to
https://kali:8834/ to access the Nessus web interface and ensure you have accepted
the security warnings, as shown:

Figure 8.4 — Security warnings

8. Next, you'll be presented with the Nessus initialization page. Click on Continue:

INVESTIGADOR Z



Working with Nessus 291

Figure 8.5 — Nessus initialization page

9. Next, select Register for Nessus Essentials and click on Continue:

Figure 8.6 — Nessus deployment
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10. Since you already registered for a Nessus Essentials license key in step 2, click on Skip in the
registration window shown here:

Figure 8.7 — Nessus registration window

11. Next, copy the license key from your email and paste it into the Activation Code field, then
click on Continue, as shown:

Figure 8.8 — Activation Code
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12. Next, Nessus will show you the activation code/license information. Click on Continue:

Figure 8.9 - License Information

13. Next, create your user account and click on Submit:

Figure 8.10 - Creating a user account
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14. Next, Nessus will begin its initialization process and download additional update plugins. This
process usually takes a few minutes depending on your internet service. After the initialization
process is completed, Nessus will automatically log in to the user dashboard.

15. Once you log in for the first time, Nessus takes a while to compile all the plugins before you
are able to perform any scans.

Part 2 - scanning using Nessus

1. To begin your first vulnerability scan using Nessus Essentials, click on New Scan:

Figure 8.11 - Starting a new scan

2. Next, you'll be shown various scanning templates to discover popular security vulnerabilities,
such as PrintNightmare, WannaCry, and Log4Shell, on a targeted system. Click on Basic
Network Scan:
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Figure 8.12 - Scanning templates

3. On the Settings page, fill in the required fields, such as setting a name for the scan and the IP
address of the Metasploitable 3 virtual machine as the targeted system, and click on Launch:
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Figure 8.13 - First scan

4. Next, the scan progress will be available on the My Scans summary window, as shown:

Figure 8.14 — Scan progress

Once the scan is completed, the scan status will automatically update, as shown in the
following figure:

INVESTIGADOR Z



Working with Nessus

Figure 8.15 — Scan completion

As an ethical hacker, you are often tasked with performing regular vulnerability assessments over
multiple assets. Nessus enables you to automate different scan types, allowing you to configure asset
and vulnerability discovery techniques, assessment types, and reporting.

Part 3 - vulnerability analysis

1. To view the scan results, click on My Scan | My First Scan to show the summary:

Figure 8.16 — Scan results

As shown in the preceding figure, the column chart shows the number of security vulnerabilities
found based on their severity levels. The doughnut chart shows an overview of vulnerabilities.
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2. Next, click on the column chart to view a list of all security vulnerabilities on the targeted host:

Figure 8.17 - List of vulnerabilities

As shown in the preceding figure, there are multiple security vulnerabilities that are grouped
within each severity level.

3. Next, click on the CRITICAL severity level to view a list of all critical security vulnerabilities
on the host:
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Figure 8.18 — Critical security vulnerabilities

As shown in the preceding figure, Nessus was able to evaluate each vulnerability severity
rating using CVSS, an open scoring calculator that’s used by cybersecurity professionals and
researchers to determine the severity level and risk of a vulnerability. Similar to CVSS, Tenable
uses their Vulnerability Priority Rating (VPR) scoring system to determine security risks.

Important note

The severity ratings help cybersecurity professionals during their decision-making processes to
prioritize resources toward more severe risks and vulnerabilities that will create a higher impact.
Hence, it is important to always determine the severity rating of each security vulnerability.
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4. Next, click on any of the critical security vulnerabilities to view more detail:

Figure 8.19 — Security vulnerability detail

As shown in the preceding figure, Nessus provides a full description of the security vulnerability
and recommendations on how to mitigate or resolve the issue.

5. Furthermore, the vulnerability details page also shows the metrics that were used to determine
the CVSS score, as shown:
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Risk Information

Vulnerability Priority Rating (VPR): 9.0
Risk Factor: Critical
CVS5 v3.0 Base Score 9.8

CWSS v3.0 Vector: CVSS:3.0/AW:MN/ACL/PRIN
JUEN/SUACHS 1 H AH

CV5S v3.0 Temporal Vector: CVS5:3.0/E:U
/RL:O/RC:C

CV55 v3.0 Temporal Score: 8.5
CV55 v2.0 Base Score: 10.0
CV55 v2.0 Temporal Score: 7.4

CVS5 v2.0 Vector: CVSS2#AVN/AC: LFALINAC:C
fCisc

CVSS v2.0 Temporal Vector:
CVS52#E:U/RL:OF/RC:C

IAVM Severity: |

Figure 8.20 — CVSS metrics
As shown in the preceding figure, Nessus performed calculations using several different
versions of CVSS.

Let’s use the following CVSS 3.0 vectors to determine how a hacker would be able to compromise
the target. Copy the following code:

CVSS:3.0/AV:N/AC:L/PR:N/UI :N/S:U/C:H/1:H/A-H

Next, append the CVSS vectors at the end of the following URL:
https://www.First.org/cvss/calculator/3.0#
This creates the following final URL with the CVSS vectors:

https://www_first.org/cvss/calculator/3.0#CVSS:3.0/AV:N/AC:L/
PR:N/UI:N/S:U/C-H/1:H/A-H

Next, go to the final URL using your web browser to view the actual metrics that were used to
determine the vulnerability score, as shown:
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Figure 8.21 — CVSS base score

According to the preceding figure, a hacker will need to design an exploit that’s deliverable over
a network with Low (L) complexity to the target. The exploit requires no higher privileges and
no user interactions to be executed on the host. The scope will remain Unchanged (U) while
the exploit is running, and it will have a High (H) impact on the confidentiality, integrity, and
availability of the host.

Tip
To learn more about CVSS, please visit https://www._first.org/cvss/.

9. To generate a vulnerability report from Nessus, in the top-right corner, click on Report.

10. Next, a pop-up window will appear. Select the report format and template and click on Generate
Report, as shown:
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Figure 8.22 — Generate Report

Once the report is generated, save it to your desktop and open it using a PDF reader, as shown:

Figure 8.23 — Nessus PDF report
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Having completed this section, you have learned how to set up and use Nessus for vulnerability
discovery. In the next section, you will learn how to use an open source vulnerability management
tool to discover security flaws in a targeted system.

Using Greenbone Vulnerability Manager

Greenbone Vulnerability Manager (GVM) is an open source vulnerability management tool that
enables ethical hackers to leverage Cyber Threat Intelligence (CT1I) to efficiently discover security
weaknesses in targeted systems.

To get started with setting up GVM, please use the following instructions.

Part 1 - setting up GVM

1.  Firstly, power on the Kali Linux and Metasploitable 3 virtual machines.

2. Next, open Terminal on Kali Linux and use the following commands to update the software
packages repository list and install GVM:

kali@kali:~$ sudo apt update
kali@kali:~$ sudo apt install gvm

3. After the installation is completed, use the following commands to initiate the GVM setup process:
kali@kali:~$ sudo gvm-setup

This setup process usually takes a few minutes to complete as it downloads additional plugins
and updates. Once the setup process is completed, the admin account will be created with a
random password, as shown:

Figure 8.24 - GVM setup

4. Next, execute the sudo gvm-check-setup command to ensure GVM is set up correctly.

5. Once everything is configured correctly, open the web browser on Kali Linux, go to
https://127.0.0.1:9392, and accept the security risks to access the GVM web interface.
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6. Ensure you use the default username (admin) and the password that was generated at the end
of the setup process and click on Sign In, as shown:

Figure 8.25 - GVM sign-in page

7. Once you're logged in to GVM, click on Administration | Feed status, as shown:

Figure 8.26 — GVM web interface
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GVM will continue to download and install additional CTI from various data sources to
ensure GVM is able to identify security vulnerabilities on targeted systems using the latest
CTTI data available:

Figure 8.27 - Feed Status

The download process usually takes quite some time to be completed. Ensure all feed statuses
are current and up to date before proceeding to perform any vulnerability scans:

Figure 8.28 — Current feed status

Part 2 - scanning with GVM

1. To perform a vulnerability scan using GVM, first click on Configuration | Targets to add a target:
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Figure 8.29 - Targets option

2. Next, click on the New Target icon in the top-left corner.

3. The New Target window will appear. Ensure you set a name for the target and insert the IP
address of Metasploitable 3 within the Hosts field. Then, click on Save:

Figure 8.30 - Adding a new target
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As shown in the preceding figure, the New Target menu provides additional options to scan a
list of IP addresses from a text file, exclude either a single or multiple hosts from a targeted list,

scan targeted service ports, and choose whether to perform an authenticated or unauthenticated
scan on the target.

4. Next, to create a scan task within GVM, click on Scans | Tasks, as shown:

Figure 8.31 — Accessing the task menu

5.  Next, click on the Magic Paper icon (top-left corner) and then New Task, as shown:

Figure 8.32 — Creating a new task

6. 'The New Task window will appear. Ensure you set a name for the task and select Scan Targets
from the drop-down menu. Then, click on Save, as shown:
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Figure 8.33 - Creating a new task

7. 'The newly created scan task will appear on the lower section of the same window. Click on the
Play button to launch the task:

Figure 8.34 - Starting a scan

The scan status will change as the scan progresses. Once the scan is complete, the status will
change to Done and will display the overall vulnerability severity, as shown:
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Figure 8.35 — Scan complete

Part 3 - vulnerability analysis

1. To view the vulnerability analysis from GVM, click on Scans | Reports, as shown:

Figure 8.36 — Vulnerability summary

As shown in the preceding figure, GVM categorizes the number of security vulnerabilities into
High, Medium, Low, Log, and even False Positives. The severity ratings help cybersecurity
professionals to prioritize resources for more critical issues.

2. Next, click on the task name to view its details, such as all the security vulnerabilities that
were found:
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Figure 8.37 - Viewing security vulnerabilities

As shown in the preceding figure, GVM provides the name of the security vulnerability, its
severity rating and Quality of Detection (QoD), and location (port number). The QoD value
is used by Greenbone to display the reliability of the vulnerability detection by GVM.

To view the details of a vulnerability, simply click on one to view its description, as shown:

Figure 8.38 — Vulnerability details

Additionally, the details page provides information on how the security vulnerability was
detected, the affected software and operating systems, and its impact and solution, as shown:
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Figure 8.39 - Solutions and recommendations

Tip
To learn more about GVM, please see https://github.com/greenbone/gvmd.

In this section, you have learned how to install, set up, and perform a vulnerability scan using GVM.
In the next section, you will learn how to use Nmap to identify common security vulnerabilities on
a target system.

Vulnerability discovery with Nmap

As you learned in the previous chapter, Nmap is one of the most popular network scanners that’s
commonly used in the networking and cybersecurity industries to discover host systems, identify
open ports, detect service versions, and profile the operating system of a target. Furthermore, there’s
the Nmap Scripting Engine (NSE), which is integrated within Nmap and provides advanced scanning
capabilities using custom Nmap scripts to detect common security vulnerabilities on targeted systems.
However, the Nmap scripts that are used by the NSE component can be aggressive and have the
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potential to crash a system and cause data loss. Therefore, it's important to consider the potential risk
and impact of using NSE during your security assessments as an ethical hacker.

There are a lot of pre-built scripts for NSE that are already pre-installed on Kali Linux. The following
are the various categories of NSE scripts:

o Auth: This category of NSE scripts is useful for detecting whether the authentication mechanism
on a targeted system can be bypassed. This information is useful to ethical hackers who are
looking for techniques to gain a foothold on a target.

o Broadcast: This category of scripts is useful for discovering host systems on a network.

o Brute: This category of scripts helps ethical hackers to determine whether a target is vulnerable
to various types of brute-force attacks.

« Default: This category contains the default scripts that are used with NSE during network scans.

« Discover: The Discover category contains scripts that are commonly used during active
reconnaissance to collect sensitive information from live systems on a network.

o DoS: The Denial of Service (DoS) category contains special scripts that are designed to check
whether a targeted system is susceptible to DoS-based attacks from a hacker.

o Exploit: This category of scripts is commonly used to determine whether there’s a known
security vulnerability on a targeted system.

« External: This category of scripts is used to send data that’s collected by Nmap to an external
resource for additional and further data processing.

o Fuzzer: This category contains scripts that are designed to send malformed data into an
application to determine whether there are software-based vulnerabilities and bugs.

o Intrusive: The scripts within this category are considered to be high risk as they have the
potential to crash systems.

o Malware: Malware-based scripts are used to detect malware-infected hosts on a network.
o Safe: These scripts are considered to be non-intrusive and safe for scanning a target.

o Version: This category of scripts is used to collect service versions of running applications on
a target.

o Vuln: These scripts are used to check whether a target contains a known security vulnerability.

Tip
To view a listing and description of each NSE script, please refer to https://nmap.org/
nsedoc/scripts/.
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To get started using NSE on Kali Linux, please use the following instructions:

1.  Firstly, power on the Kali Linux and Metasploitable 3 virtual machines.

2. Open Terminal on Kali Linux and use the following commands to view the directory and list
of Nmap scripts:

kali@kali:~$ Is -1 /usr/share/nmap/scripts

The following figure shows the execution of the preceding command and the listing of NSE scripts:

Figure 8.40 - Viewing NSE scripts

3. Next, use the following command with the wildcard (*) to view a list of HTTP vulnerability
detection scripts:

kali@kali:~$ Is -1 /usr/share/nmap/scripts/http-vuln*

As shown in the following figure, the preceding command enables you to filter HT TP vulnerability
NSE scripts:

Figure 8.41 - Filtering NSE scripts

4. Next, use the following commands to filter all NSE Server Message Block (SMB)
vulnerability scripts:

kali@kali:~$ Is -1 /usr/share/nmap/scripts/smb-vuln*

The following figure shows the list of SMB vulnerability scripts:
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Figure 8.42 — SMB scripts

5. Next, let’s use the following command to execute all the SMB vulnerability scripts to scan the
Metasploitable 3 virtual machine:

kali@kali:~$ sudo nmap --script smb-vuln* 172.30.1.45

The following figure shows the smb-vuln-ms17-010 script has found a known security
vulnerability on the target:

Figure 8.43 - Discovering security vulnerabilities

As shown in the preceding figure, the NSE script was able to identify the presence of the
EternalBlue vulnerability on the targeted host. In addition, the script provides references to
better understand the severity and impact if a real attacker were to compromise this security
flaw. As an ethical hacker, such information can be used to develop or acquire an exploit that
can take advantage of this security weakness to gain a foothold on the target.

There are many Nmap scripts to help you identify vulnerabilities in a system. Depending on your
security assessment, you can use keywords to help you filter suitable Nmap scripts to identify specific
security vulnerabilities on a target. However, it’s important to remember to never depend only on
one vulnerability scanner during a security assessment as they can provide false negatives at times.

In this section, you learned how to use the NSE component within Nmap to identify security
vulnerabilities in a system.
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Summary

During the course of this chapter, you learned about the importance of vulnerability management and
how it helps organizations to identify and resolve security weaknesses in their assets. Furthermore, you
learned how to set up and use Nessus, GVM, and NSE to identify security vulnerabilities on a target.

Once a security vulnerability is found, the ethical hacker should perform additional research to
determine how the vulnerability can be exploited and gain unauthorized access to the target. This
means the ethical hacker can either develop exploits on their own or acquire exploits from public
sources and perform testing within a simulated environment to determine the likelihood the exploit
would successfully compromise the vulnerability on the target.

I hope this chapter has been informative for you and helpful in your journey into entering the
cybersecurity industry. In the next chapter, Chapter 9, Delving into Website Reconnaissance, you will
learn how to profile web technologies and applications.

Further reading

o Vulnerability assessment: https://www_techtarget.com/searchsecurity/
definition/vulnerability-assessment-vulnerability-analysis

 Benefits of vulnerability analysis: https://www.hackerone.com/knowledge-
center/what-vulnerability-assessment-benefits-tools-and-process
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Delving into Website

Reconnaissance

As the internet continues to grow, there are many websites created almost every day by organizations
to help reach new and potential customers beyond traditional borders. Threat actors usually perform
a lot of reconnaissance to gather as much information as possible and collect intelligence about their
targets’ websites and domains. This information is valuable to threat actors in planning future cyber-
attacks on a target. As an ethical hacker, it’s important to identify the attack surface and determine
how web reconnaissance can be leveraged by real attackers in planning a cyber-attack.

During this chapter, you will learn how to use common tools and techniques to efficiently collect
information about a target, such as its IP addresses and sub-domains, discover hidden directories,
and identify the attack surface. Furthermore, you will learn how to use web vulnerability scanners to
identify web application weaknesses and work with web reconnaissance frameworks to automate the
collection and analysis of data.

In this chapter, we will cover the following topics:

o Collecting domain information

o Sub-domain enumeration

o Performing directory enumeration
o Web application vulnerabilities

o Web reconnaissance frameworks

Let’s dive in!
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Technical requirements

To follow along with the exercises in this chapter, please ensure that you have met the following
hardware and software requirements:

« Kali Linux installed - https://www._.kali.org/get-kali/

Collecting domain information

As an ethical hacker, collecting the Domain Name System (DNS) information and IP addresses
and determining the backend infrastructure helps you to better understand the attack surface and
attack vectors of a target. For instance, if youre performing an external network penetration test or
Open Source Intelligence (OSINT) penetration test on an organization, finding the target’s domain
and website are good starting points. A domain name can lead you to discover the website and the
sub-domains and IP addresses assigned to servers owned by the target.

This section focuses on using various tactics and techniques to retrieve the IP addresses, discovering
any infrastructure details, and running web technologies on a target’s web server and domain.

Retrieving IP addresses

By retrieving the IP addresses of a target domain and its sub-domain, ethical hackers are able to map
the external network topology and identify potential security vulnerabilities that can be exploited
by an attacker to gain unauthorized access. Furthermore, without identifying the IP addresses of a
target, ethical hackers won’t be able to simulate real-world cyber-attacks to determine the security
posture of an organization.

To get started with identifying the IP addresses for a domain name, use the following instructions:

1.  Firstly, power on the Kali Linux virtual machine and ensure it has internet connectivity.

2. Next, open the Terminal and use the host <domain-name> command to retrieve the IPv4
and IPv6 addresses of a target, as shown:

Figure 9.1 — host command
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A domain name is simply a namespace on a network such as the internet; however, the IP
addresses that are associated with a domain or host indicate the network location of the target.
As shown in the preceding snippet, performing an IP lookup on the addresses can reveal the

geo-location of the hosting servers or target.

Tip
To identify the geo-location of the network address, go to https://whatismyipaddress.
com/ip-lookup to perform an IP lookup on any public IP address.

3. Next, the nslookup tool is used to troubleshoot DNS issues and retrieve the IP addresses of a
hostname. To get the IP addresses of a domain name, use the nslookup <domain-name>

<DNS-server> command as shown:

Figure 9.2 - The nslookup tool

As shown in the preceding snippet, NSlookup sent the DNS queries to Google’s DNS server

at 8.8.8.8 and the response provides the IP addresses shown in the output.

Important note

There are different DNS records, such as A, which resolves a hostname to an IPv4 address;
AAAA, which resolves a hostname to an IPv6 address; MX, which specifies the mail exchange
server; CNAME, which specifies a canonical name or alias for a domain; PTR, which resolves
an IP address to a hostname; TXT, which specifies a text record; RP, which specifies the person
responsible for the domain; and NS, which specifies the authoritative name server for the domain.

J

4.

The dig utility on Linux-based systems enables you to query a specific DNS server using the
@ syntax, then followed by the domain name. To retrieve the DNS records for a domain name,
use the dig @<dns-server> <target-domain>command as shown:
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Figure 9.3 - The dig command

To retrieve a specific DNS record type, simply append the A, AAAA MX, NS, PTR, CNAME, or
RP record type at the end of the command as shown:

Figure 9.4 — Retrieving specific DNS records
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As shown in the preceding snippet, d1g was able to retrieve the name servers for the domain name.

Important note

If an attacker is able to compromise the name servers of a domain, the hacker can manipulate
the DNS records stored on the server. This enables the attacker to perform various types of
DNS-based and spoofing attacks.

5. Next, the dnsrecon tool enables you to automate the retrieval of public DNS records for a domain;
use the dnsrecon -d <domain-name> -n <dns-server> command as shown:

Figure 9.5 - The dnsrecon tool

Having completed this exercise, you have learned how to retrieve the IP addresses and DNS records
of a target domain. Next, you’ll learn how to identify the target’s domain infrastructure.

Identifying domain infrastructure

Identifying the domain infrastructure helps ethical hackers to map the attack surface of a target. This
enables the ethical hacker to determine what systems and applications are in use, and this data can be
leveraged to identify security vulnerabilities and attack vectors for delivering an exploit to the target.

To get started with identifying domain infrastructure, use the following instructions:

1. It’s always recommended to implement a Web Application Firewall (WAF) in front of a web
application server to prevent web application attacks. The WAFWOOF tool helps ethical hackers
to determine whether a target website is behind a WAF, so use the wafwOOT <target>
command as shown:
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Figure 9.6 — Detecting WAFs

If the target is behind a WAF, you will not be able to retrieve the real public IP address of the
target; instead, you'll obtain the address of the WAF application due to the reverse proxy feature.
In addition, the WAF will analyze all web traffic going to the targeted website and block any
potentially malicious traffic.

2. 'The WHOIS tool enables you to retrieve the public domain registrar records of the target; use
thewhois <domain> command as shown:

Figure 9.7 — Collecting the domain registration details

Sometimes, an organization may not pay for additional privacy protection when registering a
domain name, and its sensitive information will be publicly available, which can be leveraged
by threat actors in planning future attacks such as social engineering.
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3. Next, the site report tool on Netcraft helps ethical hackers to profile the infrastructure and
technologies of a website on the internet. Go to https://sitereport_netcraft.
com/ and enter a domain as shown:

Figure 9.8 — Netcraft
After a few seconds, Netcraft will provide the network and hosting details as shown:
B Network

Site htep:/imicrosoft.com ©  Domain microsoft.com
Netblock Owner Microsoft Corporation  Nameserver ns1-39.azure-dns.com
Hosting company Microsoft - Europe West (Netherlands) datacenter  Domain registrar markmonitor.com
Hosting country =nlZ Nameserver organisation whois.markmonitor.com
IPvd address 20.112.52.29 (VirusTotal ) Organisation Microsoft Corporation, One Microsoft Way, Redmond, 98052, United States
IPv4 autonomous systems ASB075 Z DNS admin azuredns-hostmaster@microsoft.com
IPv6 address Not Present Top Level Domain Commercial entities (.com)
IPv6 autonomous systems Not Present DNS Security Extensions unknown
Reverse DNS unknown

Figure 9.9 — Network infrastructure details

Additionally, Netcraft provides the IP block information that can be used to geo-locate the

physical server that’s hosting the domain and website as shown:
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IP delegation

IPv4 address (20.112.52.29)

IP range Country Name Description
1 fFFf:0.0.0.8/96 BE United States IAMA-IPV4-MAPPED-ADDRESS Internet Assigned Numbers Authority
L 20.0.8.9-20.255.255.255 BE United States NET20 American Registry for Internet Numbers
L 28.33.8.8-20.128.255.255 BE United States MSFT Microsoft Corporation

L 28.112.52.29 BE |United States MSFT Microsoft Corporation

Figure 9.10 — Network block details

4. Next, DNS Dumpster is an online tool that performs extensive DNS reconnaissance, research,
and analysis on a targeted domain. Go to https://dnsdumpster.com/ and enter a
domain as shown:

Figure 9.11 — DNS Dumpster

After a few seconds, DNS Dumpster provides all the DNS records and name servers for the
domain as shown:

Figure 9.12 — DNS information
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Additionally, DNS Dumpster automatically creates a map of the domain to provide insights
on the available DNS records, IP addresses, and name servers as shown:

Figure 9.13 — Mapping of a domain

Furthermore, DNS Dumpster provides a graphical representation showing the backend
infrastructure and how the records are mapped to each other in the domain:

Figure 9.14 — DNS infrastructure graph

As shown in the preceding snippet, the visual map helps ethical hackers to better understand
how the DNS records of a domain are associated with IP addresses and whether there are any
unintentionally exposed systems on the internet that are owned by the target.
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Identifying web technologies

As an ethical hacker, it’s important to identify whether a website has any security vulnerabilities
that can be exploited by a real attacker. Sometimes, an underlying web application or Content
Management System (CMS) may be outdated or contain vulnerable plugins, which can be exploited
to gain unauthorized access, steal data or manipulate the backend database. Additionally, this helps the
ethical hacker better understand the web technologies that are running on the target and improve the
attack plan to ensure the best suitable tactics and techniques are used to deliver the attack to the target.

While there are many web technologies in the industry, ethical hackers can leverage knowledge,
experience, and research to find known security vulnerabilities in a web application just as a real
attacker would. However, the intention is to discover security vulnerabilities before a real cyber-attack
occurs and provide recommendations on mitigation and countermeasures to prevent future attacks
and threats.

To get started with identifying the technologies of a website, use the following instructions:

1. Firstly, power on the Kali Linux virtual machine.

2. 'The WhatWeb tools help ethical hackers to profile the web technologies that are found on a
target website. To identify web technologies, use the whatweb <domain> command within
the Terminal as shown:

Figure 9.15 - Identifying web technologies

As shown in the preceding snippet, WhatWeb was able to retrieve specific web application
and technology versions, which can be used to identify security vulnerabilities on the target.
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3. Next, Wappalyzer is a browser add-on for identifying web technologies on a website. Open
the Mozilla Firefox web browser, go to https://addons_mozilla.org/en-US/
Firefox/addon/wappalyzer/, and click on Add to Firefox to install the plugin as shown:

Figure 9.16 — Wappalyzer

After the add-on is installed on Mozilla Firefox, the Wappalyzer icon will automatically appear
on the browser’s toolbar.

Wappalyzer will analyze the web applications on any website that you visit to identify the web
technologies; simply click on the Wappalyzer icon on the browser’s toolbar to view the website
details as shown:


https://addons.mozilla.org/en-US/firefox/addon/wappalyzer/
https://addons.mozilla.org/en-US/firefox/addon/wappalyzer/
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Figure 9.17 — Wappalyzer details

4. Next, BuiltWith is another Mozilla Firefox add-on for profiling the web technologies of a website.
Go to https://addons.mozilla.org/en-US/firefox/addon/bui ltwith/
and click on Add to Firefox as shown:

Figure 9.18 - BuiltWith add-on page

INVESTIGADOR Z


https://addons.mozilla.org/en-US/firefox/addon/builtwith/

Sub-domain enumeration

After the BuiltWith add-on is installed on Firefox, its icon will automatically appear on the
browser’s toolbar. Simply visit any website and click on the BuiltWith icon to view the web
technologies of the website as shown:

Widgets View Global
Trends

Google Tag Manager

Google Tag Manager Usage Statistics + Download List of All Websites
using Google Tag Manager
Tag management that lets you add and update website

tags without changes to underlying website code.
Tag Management

Language View Global
Trends

English HREF LANG

English HREF LANG Usage Statistics - Download List of All Websites
using English HREF LANG

This webpage has alternate versions available in English
via the use of the hreflang tag.

Portuguese HREF LANG

Portuguese HREF LANG Usage Statistics + Download List of All
Websites using Portuguese HREF LANG
This webpage has alternate versions available in

Figure 9.19 - BuiltWith details

These add-ons are very useful and conveniently and quickly identify the technologies that are
running on any web application or server that you visit and should be within your arsenal of tools.

Having completed this section, you have learned how to use various tools and techniques to collect
information about a targeted domain name and website. Next, you will learn how to enumerate the
sub-domains of a target.

Sub-domain enumeration

Threat actors such as hackers use both passive and active reconnaissance techniques to identify the
sub-domains of a target. Usually, an organization will register a domain name (parent domain) and
create additional sub-domains, where each sub-domain points to a different server that’s owned by the
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target. For instance, domain. local points to the IP address of the web server and mai I .domain.
local points to the IP address of the email server. Therefore, enumerating the sub-domains and
resolving their IP addresses helps attackers to identify security vulnerabilities and the attack surface
of additional systems owned by the target.

Sometimes, a sub-domain is used to host a test environment for users that are misconfigured, running
a vulnerable or less secure application, and connected to the internal corporate network. If an attacker
were to compromise this system, they would be able to pivot their attacks through the compromised
system to the internal network of the target. Furthermore, the sub-domains of a target are not always
configured with the same security policies and posture, which can further lead to having different
security vulnerabilities that can be exploited in multiple ways to gain unauthorized access. As an
ethical hacker, it's important to identify the sub-domains of an organization to better determine its
security posture and identify hidden vulnerabilities.

Discovering sub-domains using Sublist3r

Sublist3r is a popular tool that collects and analyzes OSINT to identify the sub-domains of a target.

To get started with using Sublist3r for sub-domain enumeration, use the following instructions:

1. Firstly, power on the Kali Linux virtual machine.

2. Next, open the Terminal and use the following commands to update the software package
repository list:

kali@kali:~$ sudo apt update

3. Next, download the Sublist3r setup files using the following command:

kali@kali:~$ git clone https://github.com/huntergregal/
Sublist3r._git

The preceding GitHub repository is a working branch from the official repository at https://
github.com/aboul31a/Sublist3r. Unfortunately, the packages from the official
GitHub repository no longer work at the time of writing.

4. Next, use the following commands to change the present working directory to the Sublist3r
folder and install its requirements:

kali@kali:~$ cd Sublist3r
kali@kali:~/Sublist3r$ sudo pip install -r requirements.txt
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The following snippet shows the execution of the preceding commands:

Figure 9.20 - Installing the requirements

5. Next, use the following commands to perform sub-domain enumeration on a domain:

kali@kali:~/Sublist3r$ python _/sublist3r.py -d <domain-name>

The following snippet shows Sublist3r has searched through multiple data sources and discovered
the sub-domains of the target:

Figure 9.21 — Discovering sub-domains

Having completed this exercise, you have learned how to set up and work with Sublist3r to enumerate
the sub-domains of a target. Next, you will learn how to use theHarvester to find additional sub-domains.
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Finding sub-domains with theHarvester

theHarvester is a popular tool used by ethical hackers during passive reconnaissance to collect email
addresses, hostnames, IP addresses, and sub-domains of a target from multiple online data sources.

To get started with using theHarvester to find sub-domains, use the following instructions:

1. Firstly, power on the Kali Linux virtual machine.

2. Next, open the Terminal and use the following commands to view available options and syntax
for theHarvester:

kali@kali:~$ theHarvester -h

The following snippet shows the various forms of syntax and their usage:

Figure 9.22 - theHarvester options

3. To gather the sub-domains, use the theHarvester -d <target> -b <source>
command as follows:

kali@kali:~$ theHarvester -d microsoft.com -b dnsdumpster

The source specifies the data source to use when collecting information about the target.
The following snippet shows that theHarvester was able to collect sub-domains and their IP
addresses for the target:
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Figure 9.23 — Sub-domains

As an ethical hacker, ensure you use different data sources when collecting intelligence on a target, as
some data sources will provide more information than others. Having completed this exercise, you
have learned how to use theHarvester to collect sub-domains and their IP addresses. Next, you will
learn how to use Knockpy to aggressively enumerate sub-domains.

Collecting sub-domains using Knockpy

Knockpy is a passive, sub-domain enumeration tool that leverages OSINT and performs dictionary
scanning to identify sub-domains of a target.

To get started with using Knockpy for sub-domain enumeration, use the following instructions:

1.  Firstly, power on the Kali Linux virtual machine.

2. Next, open the Terminal and use the following command to update the software package
repository list and install Knockpy:

kali@kali:~$ sudo apt update
kali@kali:~$ sudo apt-get install knockpy

3. Next, to perform sub-domain enumeration on a target, use the following command:

kali@kali:~$ knockpy <domain>
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The following snippet shows the Knockpy results when tested with a public domain name:

Figure 9.24 - Knockpy results

As shown in the preceding snippet, Knockpy was able to retrieve IP addresses, hostnames,
and server information about each sub-domain. Additionally, the HT'TP status code indicates
whether the resource was found (200) or not.

Having completed this section, you have learned how to set up and use various tools to efficiently
identify the sub-domains of a target. In the next section, you will learn how to discover hidden
directories on a web application.

Performing directory enumeration

Sometimes, web administrators and IT professionals unintentionally expose sensitive and restricted
directories and files on their web applications and servers on the internet. If a threat actor were to
find confidential data within a hidden directory on a target’s web server, it can be leveraged to plan
and perform future attacks on the target.

This section focuses on using various tools and techniques to discover hidden directories and files
as an ethical hacker.

Using GoBuster to find hidden directories

GoBuster is a brute-force tool used to identify the sub-domains, directories, files, and hostnames of
a target.
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To get started with using GoBuster to find hidden directories and files of a domain, use the
following instructions:

1.  Firstly, power on the Kali Linux virtual machine.

2. Next, open the Terminal and use the following commands to update the software package
repository list and install GoBuster:

kali@kali:~$ sudo apt update
kali@kali:~$ sudo apt install gobuster

3. To perform DNS sub-domain enumeration on a target, use the following commands:

kali@kali:~$ gobuster dns -d microsoft.com -w /usr/share/
wordlists/dirb/common.txt

dns is a syntax-specific DNS brute-force mode, and —w specifies an offline wordlist.

Tip
Within Kali Linux, there are many offline wordlists within the /Zusr/share/wordlists/
directory that are commonly used for brute-force attacks and enumerating directories.

Furthermore, you can download additional wordlist files from https://github.com/
danielmiessler/SecLists.

The following snippet shows GoBuster enumerating the sub-domains of a target:

Figure 9.25 — Sub-domain enumeration
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4. Next, to discover the hidden directories of a domain/website, use the following commands:

kali@kali:~$ gobuster dir -u https://github.com/ -w /usr/share/
wordlists/dirb/common. txt

The following snippet shows various directories that were found and a relevant HT'TP status code:

Figure 9.26 - Directories

HTTP status code 301 means the resource has permanently changed its location and a new
Uniform Resource Locator (URL) is given in the response from the web server. Additionally,
the HTTP status code 200 means the resource was found, which is good for ethical hackers.

Tip
To learn more about HTTP status codes and their meaning, please see https://developer.
mozilla.org/en-US/docs/Web/HTTP/Status.

As you saw in the preceding snippet, Gobuster performs an aggressive directory and file
enumeration on a target. This tool can help ethical hackers identify sensitive and unintentionally
exposed resources on a web server.

Important note
To learn more about GoBuster, please see https://github.com/0J/gobuster.

Having completed this exercise, you have learned how to use GoBuster to discover the sub-domains and
hidden directories of a target. Next, you will learn how to perform directory enumeration using Dirb.
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Directory enumeration with DIRB

DIRB is a popular web application scanner that looks for hidden directories and files on a web server.
DIRB uses a wordlist to perform a dictionary-based attack on a target, querying each word from the
wordlist to identify web resources.

To get started with using DIRB to identify hidden web directories and files, use the following instructions:

1. Firstly, power on the Kali Linux virtual machine.
2. Next, open the Terminal and run the OWASP JuiceShop Docker container using the

following command:

kali@kali:~$ sudo docker run --rm -p 3000:3000 bkimminich/juice-
shop

3. Next, open a new Terminal window and use the following commands to perform a directory-
based brute-force on the Open Web Application Security Project (OWASP) JuiceShop
web application:

kali@kali:~$ dirb http://127.0.0.1:3000/

The following snippet shows hidden directories that were found on the target using DIRB:

Figure 9.27 - Directory enumeration

It's important to manually visit every URL to determine whether the hidden resource is valuable
and can be leveraged when planning future attacks on the target. For instance, the /assets
directory may contain sensitive information such as the IP addresses of additional systems
owned by the target, and the /robots. txt resource may contain additional sub-directories.

Tip
To learn more about DIRB, please see https://www.kali.org/tools/dirb/.
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Having completed this section, you have learned how to use various tools to assist when discovering
hidden directories and files on a web server of a target. In the next section, you will learn how to get
started with discovering web vulnerabilities.

Web application vulnerability

As an ethical hacker, it’s essential to understand web application security and the OWASP Top 10 web
application security risks. Web applications are special software that runs on a server to host websites
and are easily accessible using a standard web browser. For instance, when you access your favorite
search engine, your web browser creates a Hypertext Transfer Protocol (HTTP) or HTTP Secure
(HTTPS) GET message to request the resource on the destination web server (the internet search
engine). Once the web application receives the HT'TP GET message (the request), it processes and
provides a response with the requested data back to the web browser:

The following diagram shows the communication between the browser and a web application:

Figure 9.28 - Web communication

Web applications are created with lots of code by developers. However, many web servers on the
internet run outdated and insecure web applications that can be exploited by potential hackers. As
with any software, web applications need to be regularly tested by developers and ethical hackers to
identify any hidden security vulnerabilities and implement secure coding practices to resolve any issues.
OWASP regularly updates its Top 10 web application security risks to help cybersecurity professionals,
researchers, and software developers to better understand how to find security weaknesses using
thorough security testing and recommends how to resolve these security flaws before a real hacker is
able to discover and exploit them.

Important note

This book focuses on reconnaissance for ethical hackers and does not cover exploitation. If
you're interested in learning more about web application security risks, please visit the OWASP
website at https://owasp.org/www-project-top-ten/.
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There are many commercial web application scanners in the industry that work well. However, Nikto
is a free web application scanner that’s designed to perform fast security checks on a target web
application or server, which we will use here.

To get started with using Nikto to discover web application vulnerabilities, please use the
following instructions:
1. Firstly, power on the Kali Linux virtual machine.

2. Next, open the Terminal and execute the following commands to run the OWASP JuiceShop
Docker container:

kali@kali:~$ sudo docker run --rm -p 3000:3000 bkimminich/juice-
shop

3. Next, open another Terminal and perform a web vulnerability scan on the OWASP JuiceShop
web application using the following command:

kali@kali:~$ nikto -h http://127.0.0.1:3000

As shown in the following snippet, Nikto is able to identify common web application security
vulnerabilities in the target:

Figure 9.29 — Nikto

It's important to thoroughly research each bullet point (+) listed in the Nikto results as it will
provide brief details on a potential security issue. Additionally, Nikto provides Open Sourced
Vulnerability Database (OSVDB) references for known security vulnerabilities.

Tip
For a list of web vulnerability scanning tools, please see https://owasp.org/www-
community/Vulnerability_ Scanning_Tools.
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Having completed this section, you have learned how to use Nikto, a free web application vulnerability
scanner, to identify common security flaws on a web application. Next, you will learn how to automate
your web reconnaissance techniques using reconnaissance frameworks.

Web reconnaissance frameworks

Web reconnaissance frameworks help ethical hackers and penetration testers to simply automate many
manual tasks, such as running multiple tools one after another, then collecting and consolidating the
results to improve the analysis phase. With a reconnaissance framework, an ethical hacker can set the
target domain and let the framework take care of thoroughly collecting information using passive and
active techniques from multiple data sources and generating human-readable reports for post-analysis.

In this section, you will learn how to set up and use the following web reconnaissance frameworks:

o Snlper

¢ Amass

I hope you're excited - let’s dive in.

Automating reconnaissance with Sniper

Snlper is designed to be an all-in-one web reconnaissance framework that’s built to perform extensive
information gathering on discovering hidden assets and security vulnerabilities on a target, hence
helping cybersecurity professionals and organizations with Attack Surface Management (ASM).
Rather than running multiple reconnaissance tools for collecting and analyzing data from various
sources, the Snlper framework helps automate the entire process of data collection for a target, from
analysis to providing a human-readable report at the end. Hence, it helps ethical hackers to automate
time-consuming and mundane tasks to improve their reconnaissance phase and analyze data efficiently
to create intelligence about a target.

To get started with using Snlper for reconnaissance, use the following instructions:

1.  Firstly, power on the Kali Linux virtual machine.

2. Next, open the Terminal and use the following command to update the software packages
repository list:

kali@kali:~$ sudo apt update

3. Next, download the Snlper files from their official GitHub repository:
kali@kali:~$ git clone https://github.com/1N3/Snlper
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Next, use the following command to change the present working directory to the Snlper
folder and execute the installation script:

kali@kali:~$ cd Snlper
kali@kali:~/Snlper$ sudo bash install.sh

The installation process usually takes a few minutes to complete.
To perform active reconnaissance (a normal scan) using Snlper, use the following command:
kali@kali:~$ sudo sniper -t <domain-name>

During a normal scan, Snlper will attempt to perform DNS enumeration, carry out sub-domain
discovery, perform multiple Nmap scans, scan HTTP/DNS scripts, grab HTTP banners, check
for the presence of a WAF, and discover hidden files and directories on the target.

Important note

During active reconnaissance (normal scanning) using Snlper, it will attempt to directly connect
to the target to collect sensitive information. Keep in mind that active reconnaissance scanning
can trigger security alerts and notify the target.

The following snippet shows an Nmap scan that was performed during a normal scan with Sn1per:

Figure 9.30 - Port scanning

Additionally, the following snippet shows that Snlper was able to identify the hidden files and
directories on a target:
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Figure 9.31 - Discovering hidden files and directories

6. To perform passive reconnaissance using Snlper, use the following commands:
kali@kali:~$ sudo sniper -t <domain-name> -m stealth -o -re

The -0 syntax specifies to use OSINT and —re specifies reconnaissance.

Important note

Passive reconnaissance techniques and tools do not directly connect to the target but rather
collect and analyze OSINT to create a profile about the target. Passive reconnaissance is
recommended if you're interested in reducing your threat level in triggering alerts on the target.

7. There are many types of modes and scans available in Snlper; use the following command to
view the entire listing:

kali@kali:~$ sudo sniper --help
Snlper scans can take a few minutes to complete each task as it performs extensive information
gathering on the target. Once a scan is completed, the loot (collected data) is stored within the /usr/

share/snlper/loot/ directory and a summary report in HTML format is generated and stored
in the /usr/share/snlper/loot/workspace/<target-name>/reports/ directory.
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Important note

To learn more about Snlper, please see the following link: https://github.com/1N3/
Snlper.

Next, you will learn how to perform web reconnaissance using Amass.

Using Amass for web reconnaissance

Amass is a web reconnaissance framework developed by OWASP to perform advanced DNS enumeration
and help cybersecurity professionals and organizations with attack surface mapping. Amass works
by identifying the external assets of an organization by using both passive and active reconnaissance
techniques and tools through automation. Hence, it helps ethical hackers to efficiently collect and
analyze data from multiple sources to create a profile of a target.

Amass can collect information from various online databases using Application Programming
Interfaces (APIs), digital certificates, DNS information, public routing databases, WHOIS records,
and web-archiving databases.

To get started using Amass for web reconnaissance, please use the following instructions:

1. Firstly, power on the Kali Linux virtual machine.

2. Next, open the Terminal and use the following command to update the software package
repository list and install Amass:

kali@kali:~$ sudo apt update
kali@kali:~$ sudo apt install amass

The installation process usually takes a few minutes to complete.

3. To perform sub-domain enumeration using passive reconnaissance on a target, use the
following commands:

kali@kali:~$ amass enum -d <domain-name>
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The following snippet shows that Amass was able to identify the sub-domains of the target:

Figure 9.32 - Sub-domain enumeration

Once the task is completed, Amass provides the network block information showing where
the sub-domains and their IP addresses are associated:

Figure 9.33 — Network block information

The network block data can be used to identify the geo-location, hosting provider, country,
Autonomous System (AS), and Internet Service Provider (ISP) details.

4. To perform an intel scan to discover targets for enumeration, use the following command:

kali@kali:~$ amass intel -whois -d microsoft.com -dir /Zhome/
kal i/amass-targetl
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The -d i r syntax specifies where to store the output in a local folder on Kali Linux. The intel
scan helps ethical hackers to collect OSINT about the target and identify additional root domain
names that are associated with the target as shown:

Figure 9.34 - Intel scan
Next, to perform passive DNS enumeration and map the attack surface of exposed assets to a
target, use the following command:

kali@kali:~$ amass enum -passive -d microsoft.com -src

The following snippet shows Amass was able to identify the sub-domains of a target by collecting
information from various online sources:

Figure 9.35 — DNS and attack surface mapping

To perform active reconnaissance on a target, use the following commands:

kali@kali:~$ amass enum -d <domain-name> -src -ip -brute -dir /
home/kal i/amass-targetl
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The following snippet shows Amass was able to identify the associated IP addresses for each
sub-domain of the target:

Figure 9.36 — Mapping IP addresses to sub-domains

7. Next, to list the enumeration data that was collected on a target using Amass, use the
following commands:

kali@kali:~$ amass db -dir /home/kali/amass-targetl -list

The following snippet shows the reports that were created by Amass during the enumeration process:

kallaka11-~$ amass db -dir /home/ka11/amass argetl —115t

ad

5.0T8;

net

net,
ic znn;x‘,, !.J.a',’ Ire

Figure 9.37 - Listing reports

8. To generate a visual graph of the collected data, please use the following commands:

kali@kali:~$ amass viz -d3 -dir /home/kali/amass-targetl

9. To open the visual graph using the web browser, use the following commands:

kali@kali:~$ firefox /home/kali/amass-targetl/amass.html
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The following snippet shows the visual graph from Amass:

Figure 9.38 - Data visualization graph

The visual graph helps ethical hackers to easily map sub-domains and IP addresses and identify
the attack surface of a target.

Important note

To learn more about Amass and its usage, please see https://github.com/owasp-
amass/amass/wiki/User-Guide.

Having completed this section, you have learned how to automate web reconnaissance using both
the Snlper and Amass frameworks.
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Summary

Over the course of this chapter, you learned how to perform web and domain reconnaissance using
both passive and active information-gathering techniques. Additionally, you gained the hands-on
skills that are needed by ethical hackers to identify the attack surface of a target and its sub-domains
and discover hidden files and directories. Lastly, you explored how web reconnaissance frameworks
can be used by ethical hackers to automate the discovery of an attack surface for a target.

I hope this chapter has been informative for you and helpful in your journey in the cybersecurity
industry. In the next chapter, Implementing Reconnaissance Monitoring and Detection Systems, you will
learn how to implement various open source threat monitoring tools to identify network intrusions
and determine whether reconnaissance-based attacks are happening within your organization.

Further reading

o OWASP Top 10 - https://owasp.org/www-project-top-ten/

o OWASP web reconnaissance - https://owasp.org/www-project-web-security-
testing-guide/stable/4-Web_Application_Security Testing/01-
Information_Gathering/
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Implementing
Recon Monitoring and
Detection Systems

The longer an organization takes to discover that its network infrastructure and systems are compromised,
the more time adversaries spend in their network compromising additional systems to expand their
foothold within the victim’s network. Implementing and working with network security tools helps
Security Operation Centers (SOCs) and Digital Forensic and Incident Response (DFIR) teams
to effectively monitor network traffic, detect potential threats, and provide real-time alerts for faster
response times, containment, and eradication of threats.

In this chapter, you will learn the fundamentals of using Wireshark to perform packet analysis as an
ethical hacker. Additionally, you will learn how to deploy and use Security Onion to monitor a network
and detect suspicious activities to further determine whether it’s a security event or an incident within
your organization.

In this chapter, we will cover the following topics:

o Wireshark for ethical hackers

« Monitoring and detection systems

Let’s dive in!
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Technical requirements

To follow along with the exercises in this chapter, please ensure that you have met the following
hardware and software requirements:

o Wireshark - https://www.wireshark.org/
« Security Onion - https://securityonionsolutions.com/

o VMware Workstation Pro - https://www.vmware.com/products/workstation-
pro.html

Wireshark for ethical hackers

Wireshark is a popular and very powerful network protocol analyzer that’s commonly used by both
networking and cybersecurity professionals in the industry to identify networking issues and threats
within an organization’s network. Wireshark enables professionals to capture network packets and
perform analysis to gain better insights into what’s happening in the network by viewing the contents
of each packet or frame.

As you may know, the Network Interface Card (NIC) of a sender device is responsible for converting
data into a signal that can be transported over a certain form of media, such as electrical signals for
copper wires, light signals for fiber optics, and radio frequency for wireless communication. Wireshark
can capture these signal types and convert them into human-readable language, helping us to better
analyze network traffic.

Wireshark helps ethical hackers to detect security vulnerabilities within network-based applications,
services, and protocols that can be exploited by threat actors. The following are common reasons why
ethical hackers use Wireshark during security assessments:

o Packet sniffing — Ethical hackers can set up a network implant on the network to capture
sensitive and confidential data sent over an organization’s network, which can be leveraged to
perform future operations. In addition, ethical hackers can identify whether the organization
is using any insecure network protocols that transmit messages in plaintext.

« Protocol analysis — Protocol analysis enables ethical hackers to better understand the behavior
of the network, employees, and devices by observing network protocols and identifying services
and applications that are running on critical systems such as servers. By identifying network
protocols, ethical hackers can research whether there are any known security vulnerabilities
within a protocol and how they can be exploited by an adversary.

« Malware analysis — Cybersecurity professionals such as threat hunters and incident response
teams use Wireshark to identify whether there’s malware on their network, the type of malware,
and whether it has established a Command and Control (C2) communication channel to an
online server.
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Exploit development - An important stage when developing an exploit is testing to ensure
it’s working as expected and determining its threat level. For instance, if a threat actor creates
and delivers an exploit that establishes a remote connection to the attacker’s machine, the
network connection may be detected as suspicious activity and blocked by the organization’s
security team. Using Wireshark helps you better understand what is seen by networking and
cybersecurity professionals.

Wireshark can be a bit daunting for beginners as it provides a lot of details of everything it has
captured on the network, and its filters enable you to fully leverage the capabilities of this tool to
analyze network traffic.

The following are Wireshark operators and their descriptions:

== - This operator enables you to specify an exact match. For instance, if you want to filter
packets with TCP port 80, the filter will be tcp.port == 80.

1= — This operator means not equal to and it’s commonly used to exclude something. For
instance, if you want to filter traffic that does not include TCP port 22, the filter will be tcp.
port 1= 22,

< or > - The less than or greater than operators are used to specify a value either less than or
greater than within a packet. For instance, if you want to filter TCP packets that are greater
than 150 bytes, the filter will be tcp.len > 150.

&& - The and operator is used to combine multiple criteria that are all true. For instance, if
you want to filter traffic from a specific sender to a destination address, the filter will be (ip -
src == 172.16.254.128) && (ip.dst == 8.8.8.8).

| | - The or operator is used to specify multiple criteria where only one must be true. For
instance, if you want to filter either HTTP (port 80) or HTTPS (port 443) packets, the filter
will be (tcp.port == 80 ) || (tcp.port == 443).

The following are common Wireshark display filters:

To filter traffic based on a specific device with the Media Access Control (MAC)
address 00:0c:29:b6:b5:48:

eth.src == 00:0c:29:b6:b5:48

To filter Address Resolution Protocol (ARP) messages from a device with a source MAC
address of 00:0c:29:b6:b5:48:

arp.src.hw_mac == 00:0c:29:b6:b5:48

To filter traffic based on a specific device with an IP address of 172.16.254_128:
ip.src == 172.16.254.128
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o To filter ARP messages from a device with the IP address 172 .16 .254 _128:

arp.src.proto_ipv4 == 172.16.254.128

o The following common operators to filter traffic types:

eth - Filters Ethernet messages

ip - Filters IPv4 packets

ipVv6 - Filters IPv6 packets

icmp - Filters Internet Control Message Protocol (ICMP) v4 messages
icmpv6 - Filters ICMPv6 messages

tcp - Filters Transmission Control Protocol (TCP) messages

udp - Filters User Datagram Protocol (UDP) messages

http, http2, and http3 - Filters HTTP, HTTP/2 and HTTP/3 protocols

Common application layer protocols such as Domain Name System (DNS), Simple Mail
Transfer Protocol (SMTP), and Secure Shell (SSH) are also filters when written in lowercase
letters, such as dns, smtp, ssh, and so on.

Tip
To learn more about Wireshark display filters, please see https://wiki .wireshark.
org/DisplayFilters/.

To get started with using Wireshark, please use the following instructions:

1.  Go to the official Wireshark website at https://www._wireshark.org/ to download
and install Wireshark on your computer, or you can open the Wireshark application within
the Kali Linux virtual machine.

2. Let’s download a sample packet capture file, go to https://www._honeynet.org/
challenges/forensics-challenge-14-weird-python/ and download the
conference.pcapng file. Additionally, you can download more Wireshark sample files
from https://wiki.wireshark.org/SampleCaptures.
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3. Next, when you launch the Wireshark application on your computer, you will see a list of
available network adapters as shown:

Figure 10.1 — Wireshark interface

If you double-click on an interface, Wireshark will begin to capture packets on that same

interface and show you the live traffic.

4. To capture traffic, it’s important to set your monitoring/capturing interface to promiscuous mode
by clicking on Capture | Options, then enabling Promiscuous mode on your preferred interface:
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Wireshark - Capture Options
pture Opt

Input  Output  Options

Interface Traffic Link-layer Header Promiscuous Snaplen Buffer (P Monit Capture Filter
Local Area Connection™ 11 Ethernet default
Local Area Connection® 10 Ethernet [ ] default
Local Area Connection® 9 Ethernet default
Wi-Fi 4 - Ethernet default
VMware Network Adapter ViMnetd Ethernet default
VMware Network Adapter VMnet1 Ethernet default
Local Area Connection® 12 Ethernet default
Local Area Connection™ 1 Ethernet default
Ethernet & Ethernet default
Ethernet 3 Ethernet default
VirtualBox Host-Only Network Ethernet default
Adapter for loopback traffic capture BSD loopback default
Local Area Connection Ethernet default
OpenVPMN Wintun Raw IP default
Ethernet 4 Ethernet default

000000000 D00D
P P Pa Pa o P PO P P R R R RO RO RO

@ Enzble promiscucus mode on all interfaces Manage Interfaces. .

Capture filter for selected interfaces: [. | Enter 2 capture filter . Compile BPFs

Help

Figure 10.2 — Network adapters

Additionally, the Output tab enables you to customize the duration, number of packets, and
location when storing the captured data:

Figure 10.3 - Capture options
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Once you click on Start, the packet capture will begin on the selected interface. However, do
not start the capture; instead, we'll use the conference . pcapng file for our analysis.

To load the conference . pcapnd file, click on File | Open, and select the sample file; then
the packets will populate in Wireshark as shown:

Figure 10.4 — Wireshark

As shown in the preceding snippet, A shows the Packet List pane, B shows the Packet Details
pane and C shows the Packet Bytes pane. When a packet is selected in the Packet List, its details
are shown in the Packet Details pane.

To filter packets with a source IP address of 172.16.254 _128, select packet 5 from the
Packet List pane, then expand the Internet Protocol Version 4 header, and right-click on the
Source Address field as shown:

Figure 10.5 — Packet details
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Then, click on Apply as Filter | Selected as shown:

Expand Subtrees
Collapse Subtrees
Expand All
Collapse All

Apply as Column Ctrl+Shift+|

Apply as Filter Apply as Filter: ip.src == 172.16.254.128

Prepare as Filter Selected

Mot Selected
..and Selected
...0r Selected

Conversation Filter
Colorize with Filter
Follow

Copy ...and not Selected
...or not Selected

Show Packet Bytes... Ctrl+Shift+ 0
Export Packet Bytes... Ctrl+Shift+X

Wiki Protocol Page
Filter Field Reference
Protocol Preferences

Figure 10.6 — Creating filters

As shown in the preceding snippet, the Apply as Filter options will immediately apply the
display filter. The Prepare as Filter options enable you to create filters without applying
them immediately.

The following snippet shows the display filter was applied and shows all the packets with a
source IP address of 172.16.254_128:

Figure 10.7 - Filtering traffic based on the source IP address
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7. Next, to filter traffic between 172 .16.254.128 and 8.8.8.8, expand Packet Details for
packet 5 again, right-click on Destination Address: 8.8.8.8, and select Apply as Filter | Selected:

Figure 10.8 — Creating display filters

As shown in the preceding snippet, the amended display filters help us to view conversations
between specific source and destination hosts on a network.

8. To perform automatic name resolution of IP addresses, port numbers, and MAC addresses,
click on Edit | Preferences | Name Resolution to enable these features as shown:

M Wireshark . Preferences

v Appearance
Columns
Font and Colors| | [_] Resolve MAC addresses
Layout
Capture
Expert [ Resclve network (1P} addresses
Filter Buttons
Mame Resolution n Use captured DNS packet data for name resclution

Name Resolution

u Resclve transport names

Praotocols
RSA Keys
Statistics [ Use a custom list of DNS servers for name resolution
Advanced

n Use your system’s DNS settings for name resclution

DNS Servers Edit...

Maximum concurrent requests

[C) only use the profie "hosts" file
() Resclve VLAN IDs
[ Resclve 557 PCs

[:] Enable OID resclution

[:] Suppress SMI errors

SMI (MIE and PIE) paths

SMI {MIE and PIE} modub

Figure 10.9 — Name resolution
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9. To view all network conversations using Wireshark, click on Statistics | Conversations:

M Wireshark . Conversations - conference.pcapng - [m] X

Ethernet - 5 3 3 3 a
Conversation Satfings erns IPvar52  IPvEr1l  TCP-143  UDP- 100

R Address A~ Address B Packets  Bytes PackctsA—B BytesA—B PacketsB~A BytesB—A RelStart Duration Bits/sA—B Bits/sB A
00:0¢:29:b6:b5:48 00:50:56:F3:£2:f6 15,829 13.606 MiB 4522 4.350 MiB 11,307 9.256 MiB 0.000000 191.0991 186480 KiB 396.768 KiB

() Absolute start tme 00:0c20b6:b548  01:00:5e:00:00:Fc 2 128bytes 2 128bytes 0 Obytes 31924800 01000  10.003 KiB Obytes
() vimit o display Fler 00:0c20b6bS4E  33:3300:01:00:03 2 16Bbytes 2 168 bytes 0 Obytes 31924562 0.1000  13.118KiB Obytes
00:0c20b6bSAE AT 53 2467KiB 53 2467KiE 0 Obytes 3400742 1461293  138bytes Obytes

O0S056:c000:08 AT & 99 bytes & 99 bytes 0 Obytes 27474104 1569633  S0bytes Obytes

Figure 10.10 — Ethernet conversations

As shown in the preceding snippet, Wireshark shows all the source and destination MAC
addresses, the numbers of frames, and the traffic within this sample file.

Next, click on IPv4 to view all IP addresses that are detected within the sample file and traffic flows:

M Wireshark . Conversations - conference.pcapng - [m] b3

3 TPva - 52 s s a
Conversation Settings Ethernet - 5 P61 TCP-149  UDP- 100

P Address A Address B Packets Bytes Packets A B BytesA —B PacketsB—A BytesB—A RelStart Duration Bits/sA—B Bits/sB —A
172.16.254.1 172.16.254.255 6 996 bytes 6 996 bytes 0 0 bytes 27.474104 156.9633 50 bytes 0 bytes

(O3 Absolute start tme 17216254128 8.8.88 195 22566 KB 97 726K 98 15306KiB 3464487 157.7660  377bytes 794 bytes
() Limit to display fiter 17216254128 23216015 60 35608 KiB 23 11482KiB 37 24126KiB 9197825 17.6576 5202Ki8 10930 KiB
17216254128 23.192.162.171 271 7334KB 12 1950KiB 15 5784KB 51.502620 60.3368  264bytes 785 bytes

Cepy M 172.16.234.128 23.203.82.104 29 14088 KiB 12 2286 KiB 17 11.802KiB 38.202987 0.0989 184964 Kie 954844 KiB

e —— 172.16.254.128 23.205.92.118 35 55388 KiB 7 1.225KiB 38 54163 KiB 36354561 0.1545 63.397TKiB  2738MiB
17216254128 31.13.93.3 134 49380 KiB 55 8016KB 79 41364 KiB 38190018 902123  T27bytes  3.668KiB

Graph... 172.16.254.128 37.252.163.152 28 23482 KiB 8 3.966 KiB 20 19517 KiB 39.260294 0.7001 45319KiB  223.028 KiB
172.16.254.128 37.252.163.209 11 3.874KB 3 1.174 KiB 6 2.700 KiB 40.778430 0.3395 2785TKiB 63621 KiB

= 17216254.128 5419279107 402 389.323KiB. 121 10040 KiB 281 379283KiB 34.833362 05677  141477KiB 5219 MiB

Protocol 172.16.254.128 54.225.150.134 14 816 bytes 8 456 bytes 6 360 bytes 14.078783 19.8989 183 bytes 144 bytes

] Bluetooth 172.16.254.128 54.227.250.135 69 16.025KiB 33 3121 KiB 36 10904 KiB 9.154900 24.8366 1.649 KiB 3.312KiB
@} Dcee 17216254128 542307845 284 256.475 KiB 87 13257KiB 197 243218KiB 34812413 65728  16135KiB  296.030KiB
-] Ethernet 17216254128 54.231.1092 450 270.724 KiB 172 33.991KiB 278 236732KiB 50.375404 1043052  2606KiB 18156 KiB
@} FC 172.16.254.128 54.231.32.188 12 690 bytes 6 330 bytes 6 360 bytes 15.156664 0.9305 2771 KiB 3.022 KiB
@] FDDI 172.16.254.128 34241577 11 1.689KB 6 972 bytes 5 758 bytes 34.817583  0.6394 11.876 KiB. 9.261 KiB
17216254128 5424133115 12 4.888KB 6 721bytes 6  47184KiB 36749203 05030  11.154KiE  66.279KiB

Fiter list for specific type 172.16.254.128 81.166.122.238 10,124 9.549 MiB 2570 4.082 MiB 7554 5467 MiB 66.066809 125.0323 267459 KiB 358.161 KiB

Help

Figure 10.11 - IPv4 addresses and traffic flows

Additionally, the TCP and UDP tabs show the network services and protocols of the packet capture:
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M Wireshark . Conversations - conference pcapng = a X
Conversation Seftings Ethernet - 5 1Pv4 - 52 IPvé - 1 TCP - 149 UDP - 100
(O e sechton Address A PortA AddressB  PortB Packets Bytes Stream D PacketsA—B BytesA—B PacketsB—A BytesB—A RelStart Duration Bit
17216254128 52164 23216015 80 60 35.608 KiB 31 23 11482KiB 37 24126KB 9197825 176576
0 Absolute sart tme 17216254128 52404 23192162171 443 27 1734KiB 141 12 1950KB 15 5784KiB 51592620 603368
(O Limit to disply fiter 17216254128 52242 2320582104 443 21 12.887Kig 97 8 1485KB 13 11401KiB 38202087 00989
17216254128 52243 2320582104 443 8 1.201KiB 98 4 820bytes 4 410bytes 38203291  0.0437
Copy hd 17216254128 52094 2320592118 80 55 55388 KiB 80 17 1.225KiB 38 S4163KB 36354561 01545
Er— 17216254128 52240 31.13.933 20 8 2.688Ki8 95 4 1021KB 4 1668KB 38190018  0.2707
17216254128 52241 31.13.933 20 3 180 bytes 9% 2 120bytes 1 60bytes 38190321 00327
= 17216254128 52253 31.13.833 a3 33 14.065KiB 109 12 2430KB 21 11.636KiB 39227831 19460
17216254128 52254 31.13.833 443 1 1548 KiB 10 5 915bytes 6 670bytes 30228773 02043
= 17216254128 52399 3113933 80 7 408 bytes 136 4 22Bbytes 3 180bytes 50755226 102825
Protocol 17216254128 52400 31.13.933 20 14 2274Ki8 137 7 963bytes 7 13MKiB 50946738 70.0672
[m] Bluetooth 17216254128 52401 31.13.933 a3 58 28.229KiB 138 21 23%kB 37 25838KiB 51161444 772409
O Dcee 17216254128 52255 37252163152 80 28 23482KiB 111 8 3966KB 20 19517KiB 30.260204 07001
a Ethernet 17216254128 52269 37252163208 80 11 3.874Ki8 126 5 1174KB 6 2700KB 40778490 03395
[m] FC 17216254128 52220 54.192.79.107 20 85 80.108KiB 69 27 2153KiB 58 T7.955KiB 34833362 03822
[m] FDDI 17216254128 52221 54.192.79.107 20 53 50937 KiB 70 6 1573KB 37 49.363KiB 34833739 04241
17216254128 52222 54.192.79.107 80 68 66482 KiB k4l 0 1424KiB 48 65.059KiB 34834253  D.5668
Fiter list for specific type
|

Figure 10.12 — Port numbers

10. Lastly, to view and export files that are found within the capture file, click on File | Export
Objects | HTTP:

M Wireshark - Export - HTTP object list = m] X
Text Filter: Content Type: All Content-Types e
Pa/c\ke Hostname Content Type Size Filename
619  www.reddit.com text/html 114kB 1\ I
631  b.thumbs.redditmedia.com text/css 711 b... ba_fm376ctS_mGIZGabgddmkhth3jgnccUyhKW71GBo.css
646  b.thumbs.redditmedia.com image/png 2509 ... WnWL9EIaP8UCXn12wtaLaNrD5QgM4Dfrtammyb88RMU.p
682  b:thumbs.redditmedia.com image/jpeg 6639 ... 9FkUjylHkmm-POjauxAc2Qui56nz1CHXKO23PGWBSmMA jpg
725  www.redditstatic.com text/css 221kB  redditIXjlj0Z6Dgc.css
730 www.redditstatic.com application/javascript 105 kB reddit.frvf-uApcZRS4.js
736  b.ihumbs.redditmedia.com image/jpeg 5701 ... fTMgRASIBOAIHNGUCVUGxX8GpnGta4dSDalévGakkPg.jpg
746 b.ihumbs.redditmedia.com image/jpeg 5134 ... aM3AbbkvSo8SNRYCjrodJtFxenKWUIBb8EQLevbDMXA.jpg
755  b.thumbs.redditmedia.com image/jpeg 6686 ... IpBctkQalEFDz9KUSuSUDSmY4aKs5gEV-DARTIgFME jpg
818  b.thumbs.redditmedia.com image/jpeg 3338 .. OZduvdgenmcDuow16CRsONUSCT1Q1E izY5e2KrFCAH-Ajpg
827  www.redditstatic.com application/javascript 199 kB reddit-init.fr.c7gGg8YZfSo)s
846  b.thumbs.redditmedia.com image/jpeg 4339 ... Hxt2j1-aiDv)Y_eZTpsxfkVMwcy38hikmK2ubXs_M,pg
859  b.thumbs.redditmedia.com image/jpeg 6596 ... 6pTyvILIMIfdw1Dis_OKTFY7FE7VNWKsmFhkg8bxZUYpg
I
Save Save All Preview Help

Figure 10.13 - Objects

You have the option to select a file or all files to extract from this sample capture and save on
your desktop.

During this section, you have gained an introduction to leveraging Wireshark to capture network
traffic as a cybersecurity professional. In the next section, you will learn how to use security tools to
detect suspicious activities.



360

Implementing Recon Monitoring and Detection Systems

Monitoring and detection systems

Actively monitoring network traffic within an organization helps cybersecurity professionals to
detect whether there’s a threat on their system and which systems are compromised. For instance, the
security team may notice an increase in DNS queries from an internal server that’s sending packets to
an unknown DNS server on the internet. By analyzing the network traffic, it seems the internal server
was compromised by malware that has established a C2 channel to a C2 server on the internet and
is using a common network protocol such as DNS to reduce its threat level and detection. Without
monitoring network traffic, this security incident may have gone unnoticed and the adversary would
continue to expand their attack.

Furthermore, cybersecurity professionals need to monitor host systems to detect potential threats at
an early stage. Once a threat is found, the security team can apply immediate actions to contain and
eradicate the threat before it can spread and exploit additional systems and cause more damage. The
data collected during this security incident can be used to improve incident response and handling,
and threat detection on other systems.

Many free and commercial threat monitoring and detection tools are widely available from trusted
providers on the internet. However, it's important for organizations to implement the core tools and
perform the core tasks:

o Host-based Intrusion Detection Systems (HIDSes)
o Network-based Intrusion Detection Systems (NIDSes)
+ Network traffic and packet analysis

o Data visualization

The following are popular free and open source network security tools that help organizations monitor
and detect threats:

o Zeek - This is an open source network security tool that’s used to monitor and analyze
network traffic

o Wazuh - This is an open source security platform that’s used to collect and analyze data from
host devices

o Suricata - This is an open source network analysis tool that is used to monitor network traffic
and provide alerts on potential threats

Note

You can find links on how to set up Zeek, Wazuh, and Suricata in the Further reading section.
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Setting up the preceding tools can be quite fun and is a good learning experience to ensure each tool is
working as expected and sharing data. However, it can be quite a time-consuming process, especially
if there’s any troubleshooting that needs to resolve any issues along the way.

Security Onion is an all-in-one security platform that has Zeek, Wazuh, Suricata, and many more
open source tools already installed and configured to work together to help cybersecurity professionals
and security teams get up and running quickly with threat monitoring, detection, and hunting.

The following host-based tools can be installed on host/client devices that enable Security Onion to
collect additional data from assets:

o Wazuh - This is a HIDS platform on Security Onion, enabling security professionals to install
the Wazuh agent on a host to collect additional data and logs for analysis

o Osquery - This is an endpoint agent that’s installed on a host device and used for monitoring
and collecting analytics

o Beats - This is a data shipping component for Elasticsearch that’s used to collect logs and
metrics from host devices and send them to Security Onion for analysis

The following are network-based tools that enable Security Onion to identify suspicious activities
on a network:

« Google Stenographer — This tool enables Security Onion to perform full packet capture of
network traffic

« Suricata - This performs network traffic analysis and generates alerts for potential threats

o Zeek - It provides connection logs and metadata on network traffic and extracts files from
network data for further analysis

o Strelka - This performs file analysis to detect threats
The following are analyst tools that are used by cybersecurity professionals on Security Onion:

o SOC -Security Onion Console, which provides the user access to all other tools
« Hunt - Provides a dashboard that’s used to perform queries for threat hunting
o Kibana - Used to provide data visualization on network traffic and threats

o Cases — Allows the user to escalate an alert to a case for tracking the investigation during its
life cycle

o CyberChef - Allows you to decode and analyze artifact data
o Playbook - Enables users to create detection playbooks for identifying threats based on rules
o FleetDM - Allows you to run live and scheduled queries on endpoints

o Navigator - Provides visualization on the MITRE ATT&CK framework
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When setting up Security Onion on a network, it’s important to ensure there’s a dedicated network adapter
for management and another for monitoring. The management interface is used to administratively
access Security Onion and leverage its pre-installed tools for monitoring and detecting threats. The
monitor interface is used to collect data and traffic from the network such as from a network tap or
Switched Port Analyzer (SPAN) port on a switch.

The following is a simplified diagram showing the placement of Security Onion:

Figure 10.14 — Security Onion

As shown in the preceding diagram, the switch is configured with a mirrored or SPAN interface
to send a copy of network traffic between the Local Area Network (LAN) and the firewall to the
monitor interface on Security Onion. This enables Security Onion to monitor and analyze the traffic
that’s flowing between the internet and the internal network. However, a network tap needs to be
implemented between the firewall and the Demilitarized Zone (DMZ) to enable Security Onion to
monitor traffic within that area of the network.
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The following are the recommended specifications and considerations for a Security Onion
virtual environment:

o CPU: 4 cores

¢ Memory: 12 GBRAM
» Storage: 200 GB

« 2NICs

To get started with setting up Security Onion, please use the following instructions:

Part 1 - setting up the environment

1. Firstly, download the Security Onion ISO image from https://securityonionsolutions.
com/software/ or https://github.com/Security-Onion-Solutions/
securityonion/blob/master/VERIFY_1S0.md.

2. Next, open VMware Workstation Pro and click on File | New Virtual Machine... as shown:

@ WihMware Workstation

File Edit View VM Tabs Help

[} Mew Virtual Machine... Ctrl+M
9 New Window
Open.. Ctrl+0
Scan for Virtual Machines...
Configure Auto Start VMs
Close Tab Ctrl+W

Connect to Server... Ctrl+L
Export to OVF...

Exit

Figure 10.15 - VMware Workstation
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3. Next, the New Virtual Machine Wizard window will appear; select Custom (advanced) and
click on Next:

Figure 10.16 — Type of configuration

4. In the Choose the Virtual Machine Hardware Compatibility menu, use the default option
and click on Next >:
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MNew Virtual Machine Wizard

Choose the Virtual Machine Hardware Compatibility
Which hardware features are needed for this virtual machine?

Virtual machine hardware compatibility
Hardware compatibility:  warkstation 17,

Compatible with: ESX Server

Compatible products: Limitations:
Fusion 13.x 123 GB memory
Workstation 17.x 7 32 processors
10 network adapters
8 TB disk size
8 GB shared graphics memory

<ok care

Figure 10.17 - Hardware compatibility

In the Guest Operating System Installation window, select Browse... under Installer disc
image file (iso) to attach the Security Onion ISO and then click on Next >:

New Virtual Machine Wizard

Guest Operating System Installation
A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:
Installer disc:

No drives available

O Installer disc image file (jso):

| C:\Wsers\Glen\Downloads\Recon for Ethical Hadkers\s V| [ Browse...

/4 Could not detect which operating system is in this disc image.
You will need to spedify which operating system will be installed.

()1 will install the operating system later.
The virtual machine will be created with a blank hard disk.

Mext =

Figure 10.18 - Attaching the ISO file
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6. Inthe Select a Guest Operating System window, select Linux and CentOS 8 64-bit and click
on Next >:

Mew Virtual Machine Wizard

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system
() Microsoft Windows

o Linux
O VMware ESX
() other

Version

CentOS 8 64-hit

<onc carel

Figure 10.19 — Guest operating system

7. Next, create a name for this new virtual machine and click on Next >:

MNew Virtual Machine Wizard

MName the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:

Security Dninn|

Location:
D:Wirtual Machines\security Onion

The default location can be changed at Edit > Preferences.

<oac Carel

Figure 10.20 - Naming the virtual machine
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8.

In the Processor Configuration window, it’s recommended to assign 4 CPU cores to the virtual
machine; then, click on Next >:

Mew Virtual Machine Wizard

Processor Configuration
Specify the number of processors for this virtual machine.

Processors

Mumber of processors:
Mumber of cores per processor:

Total processor cores:

<oac =

Figure 10.21 — Assigning processor cores

In the Memory for the Virtual Machine window, it's recommended to assign 12 GB (12288
MB) of memory to the virtual machine and click on Next >:

Mew Virtual Machine Wizard

Memory for the Virtual Machine
How much memory would you like to use for this virtual machine?

Spedfy the amount of memory allocated to this virtual machine, The memory size
must be a multiple of 4 MB.

178 GB Memory for this virtual machine: 12288 % MB
&4 GB

32 GB

16 GB

8 GE - B Maximum recommended memory:

4GB 13.0 GB

2GEB

e 4§ Recommended MEmary:

1GE

Guest O3 recommended minimum:
512MB

<Bac cance

Figure 10.22 - Memory allocation
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10. In the Network Type window, select Use bridged networking and click on Next >:

Mew Virtual Machine Wizard

Network Type
What type of network do you want to add?

Metwork connection

0 Use bridged networking
Give the guest operating system direct access to an external Ethernet
network, The guest must have its own IP address on the external netwark,

(") Use network address translation (MAT)

Give the guest operating system access to the host computer's dial-up or
external Ethernet network connection using the host's IP address.

() Use host-only networking
Connect the guest operating system to a private virtual network on the host
computer.,

D Do not use a netwark connection

<oac ==

Figure 10.23 — Network type
11. Under Select I/O Controller Types, use the default option and click on Next >:

Mew Virtual Machine Wizard

Select I/0 Controller Types
Which SCSI controller type would you like to use for SCSI virtual disks?

IO controller types
SCSI Controller:

BusLogic (Mot available for 64-bit guests)
© L5 Logic (Recommended)
(_JLSI Logic SAS
() Paravirtualized SCSI

<o o

Figure 10.24 - 1/O controller type
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12. In the Select a Disk Type window, use the default option and click on Next >:

Mew Virtual Machine Wizard

Select a Disk Type
What kind of disk do you want to create?

Virtual disk type
(JIDE
(_)scst
()sATA

O nvme

Mext = Cancel

Figure 10.25 - Disk type
13. In the Select a Disk window, select Create a new virtual disk and click on Next >:

Mew Virtual Machine Wizard

Select a Disk
Which disk do you want to use?

Disk

D Create a new virtual disk
& virtual disk & composed of one or more files on the host file system, which will
appear as a single hard disk to the guest operating system. Virtual disks can easity
be copied or moved on the same host or between hosts,

() Use an existing virtual disk
Choose this option to reuse a previoushy configured disk.

I[:} Use a physical disk (for advanced users)

Chooss this option to give the virtual machine direct access to a local hard disk.
Requires administrator privileges.

< Back Mext = Cancel

Figure 10.26 - Selecting a disk option
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14. In the Specify Disk Capacity window, set the maximum disk size to 200.0 GB, select Split
virtual disk into multiple files, then click on Next >:
Mew Virtual Machine Wizard

Specify Disk Capacity
How large do you want this disk to be?

Maximum disk size (GE): 2000 E

Recommended size for CentCS & 64-bit: 20 GB

D Allocate all disk space now.
Allocating the full capacity can enhance performance but requires all of the physical

disk space to be available right now. If you do not allocate all the space now, the
wirtual disk starts small and grows as you add data to .

() Store virtual disk 2= a single file
OSpI'rt virtual disk into multiple files

Splitting the disk makes it easier to mowve the virtual machine to ancther computer but
may reduce performance with very large disks.

<oac Carcl

Figure 10.27 - Disk capacity

15. In the Specify Disk File window, use the default option and click on Next >:

Mew Virtual Machine Wizard

Specify Disk File
Where would you like to store the disk file?

Disk file

A 200 GB virtual disk be created using multiple disk files. The disk files will be
automaticalty named based on this file name.

Security Onion.vmdk|

Figure 10.28 - Disk file
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16. In the Ready to Create Virtual Machine window, click on Finish:

Mew Virtual Machine Wizard

Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install Cents &
B4-bit.

The virtual machine will be created with the following settings:

MName: Security Onion

Location: D:Wirtual Machines\security Onion
Version: Workstation 17.x

Operating System: Cent0S & 64-hit

Hard Disk: 200 GB, Split

Memory: 122338 MB

Metwork Adapter: Bridged (Automatic)

Other Devices: 4 CPU cores, CO/OVD, USE Controller, Printer, Sound. ..

Customize Hardware. ..

<ont care

Figure 10.29 - Virtual machine summary

After clicking on Finish, the virtual machine environment will automatically be saved within
VMware Workstation.

Part 2 — attaching an additional network adapter

1.  Within VMware Workstation, select the Security Onion virtual machine and click on Edit
virtual machine settings as shown:
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r|:| Security Onion

P Power on this virtual machine
[ Edit virtual machine settings

~ Devices
Ea Memory 12 GB
IZI Processors 4
£ Hard Disk (NVMEe) 200 GB
(=) CD/DVD (IDE) Using file ChUse...
5 Network Adapter Bridged (Autom...
USE Controller Present
¢l Sound Card Auto detect
=1 Printer Present
[_1Display Auto detect

Figure 10.30 - Virtual machine

2. In the Virtual Machine Settings menu, click on Add...:

Virtual Machine Settings

Hardware Options

Device

E= Memory

=) Hard Disk (NVMe)
(%) CDfOVD (IDE)

USE Controller
] Sound Card
[ Printer
[Cloisplay

Device status
Connected
HCDnnect at power on

Summary
12 GB

4

200 GB

Netwrork connection
Using file C:'\Users\Glen\Dowvinl... i ]
Bridged {Automatic) O Bridged: Connected directly to the physical network

Pressnt D Replicate physical network connection state
Auto detect

Present
Auto detect

(D) NAT: Used to share the host's IP address
O Host-onhy: A private network shared with the host
() Custom: Specific virtual netwark

Click on Add

VMnetd

O LAM segment:

Figure 10.31 - Virtual Machine Settings menu
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3. Inthe Add Hardware Wizard menu, select Network Adapter and click on Finish:

Add Hardware Wizard

Hardware Type
What type of hardware do you want to install?

Hardwiars types: Explanation
) Hard Disk Add a network adapter.
(") CD/DVD Drive

Floppy Drive

USE Controller

]t Sound Card

[ Paraliel Port

Serial Part

En Printer

Generic SCSI Device
TE, Trusted Platform Module

Figure 10.32 - Add Hardware Wizard

4. Next, you'll return to the Virtual Machine Settings window, select Network Adapter 2, choose
Bridged: Connected directly to the physical network mode, and click on OK:
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Virtual Machine Settings

Hardware Options

Device status
Drevice Summary

E= Memory 12 GB

4
Hard Disk {NVM 200 GB

Bvra sk { =) Network connection

(=) cpfovD (1DE) Using file C:\Users|Glen| Dowl...
54 Network Adapter Bridged (Automatic) o Bridged: Connected directy to the physical network

D Replicate physical network connection state

Connected
ﬂCDnnect at power on

USE (;0"":'"9" O MAT: Used to share the host's IP address
1 Sound Cal

@ Printe O Host-only: A private network shared with the host
rinter

[ pisplay (7 Custom: Specific virtual network

VMnetd

O LAM segment:

Figure 10.33 - Network connection type

This network adapter will be used as the monitor interface in Security Onion.

5. To ensure your physical network adapter is associated with the bridge connection on VMware
Workstation, on the menu bar, click on Edit > Virtual Network Editor > Change Settings
as shown:
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) Virtual Network Editor

Subnet Address
VMnetd L) ¥ = =
WMnetl Enabled 152.168.38.0
VMnetd Enabled 152.168.145.0
VMnet1d - 152.168.126.0

Remaowve Network Rename Network...

WMnet Information
o Eridged ([connect VMs directly to the external netweork )

Eridged to: | Intel(R) Wi-Fi 6 AX200 160MHz #2 | Automatic Settings...
C:l NAT (shared host's IP address with VMs) NAT Settings...

D Host-onhy {connect VMs internally in a private network}

Connect a host virtual adapter to this network
Host wirtual adapter nares Wilware Mebwork Adapter YMnet

Use local DHCP service to distribute TP address to WMs DHCP Settings...

Restore Defaults Inmport.. Export.. Cancel

Figure 10.34 - Network editor

As shown in the preceding snippet, VMnet0 is the Bridged network adapter; ensure it’s bridged
to your physical network adapter on your host machine.

Part 3 - installing Security Onion

1. In VMware Workstation, select the Security Onion virtual machine and power on this
virtual machine.

2. Next, the Security Onion installation menu will appear; use the default option and hit Enter:
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Security @nion

Security Onion 2.3.244

Install Security Onion 2.3.248

Install Security Onion 2.3.248 Analyst Horkstation

Install Security Onion 2.3.248 IDH Hode

Install Security Onion 2.3.248 in basic graphics node
Install Security Omion 2.3.248 Analyst Horkstation in basi
Install Security Omion .248 IDH Hode in basic graphics
Test this media & 1nsta11 Security Onion 2.3.244

©

Automatic boot in 5 seconds. ..

Troubleshoot ing

Figure 10.35 - Security Onion installation type

3. Next, the installation wizard will appear; hit Enter to begin the initialization process:

- Press the key to begin the installation process.

A.886868808]1 Detected CPU family 19h model 88

A.88868881 Harning: AMD Processor - this hardware has not undergone upstream
testing. Please consult http://wiki.centos.orgsFAll for more information
[ 1.2918621 core perfctr but no constraints; unknown hardware?

Figure 10.36 — Starting the installation

4. Next, type Yes to continue and create a user account as shown:
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E I R R
* WA RNING s«

Installing the Security Onion ISOD
on this device will DESTROY ALL DAThA
and partitionst

v == ALL DATA WILL BE LOST s
S R R E E
Do you wish to continue? (Type the entire word 'yes' to proceed.) yes

A new administrative user will be created. This user will be wused for setting up and administering 3
ecurity Onion.

Enter an administrative username: glen

Let's set a password for the glen user:

. Passwords are invisible
Enter a password:

Re-enter the password: _

Figure 10.37 - Installing Security Onion

The username and password created in this step are used to log in to the console only.

5. Next, the installation of the base operating system and software packages will start. This process
will take a few minutes and the virtual machine will automatically reboot when finished.

Part 4 - configuring networking in Security Onion

1. After the Security Onion virtual machine reboots, log in using the username and password you
created in the previous steps. The Security Onion Setup wizard will appear on the Terminal/
Console; using the direction keys (arrows) on your keyboard to select <Yes> and hit Enter:

Figure 10.38 — Security Onion Setup
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2. Next, click Install to start the standard installation of Security Onion:

| Security Onion Setup - Z2.3.248 |

Select an option

Install Run the standard Security Onion installatiom
Conf igure Network Conf igure networking only

<0k> <Cancel >

Figure 10.39 — Selecting a setup option

As shown in the preceding figure, you have the choice to proceed with the installation and
setup or configure the network addresses and settings in Security Onion.

3. Next, using the down arrow key on your keyboard, select STANDALONE, press the spacebar
to place an asterisk (*), and then hit Enter:

Security Onion Setup - £.3.248 |
Choose install type.
See https:/sdocs.securityonion.net- architecture for details.

Evaluation mode (not for production)
Standalone production install
Distributed install submenu

Standalone to import PCAP or log files
Other install types

<Cancel>

Figure 10.40 - Installation type

4. Next, you will need to type agree within the input field to accept the terms and agreement
to use Elastic Stack within Security Onion and then hit Enter:
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Figure 10.41 - Elastic Stack license agreement

5. Next, insert a hostname for the Security Onion virtual machine and hit Enter:

Figure 10.42 — Setting a hostname

6. Next, you'll be provided with an option to insert a description for this instance of Security
Onion. This is optional but recommended if you're doing a distributed installation in a network.
Since we're doing a standalone setup, leave it as the default and hit Enter:
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| Security Onion Setup - 2.3.248 |
Enter a short description for the node or press ENTER to leawe blank:

<Cancel>

Figure 10.43 - The description window

7. Next, select the first network adapter as the management NIC in Security Onion and hit Enter:

| Security Onion Setup - Z2.3.248
Please =elect your management NIC:

(=) enpB=3 HE:B8:27:3f :?f:e8@ Link UP
( ) enpB=8 B8:88:Z27:56:9a:ed Link UP

<Cancel>

Figure 10.44 - Management interface

8. Next, you are provided with the option to statically assign an IP address to the management
interface or dynamically receive an address from the Dynamic Host Configuration Server
(DHCP) server on the network. Select STATIC and hit Enter:
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| Security Onion Setup - 2.3.248 |
Choose how to set up your management interface:

C ) STATIC 3Set a static IPv1 address
(=) DHCP Use DHCP to configure the Management Interface

<Cancel >

Figure 10.45 - Management interface setup

9.  Next, enter an unused/unallocated IP address and network prefix from your network and hit Enter:

| Security Onion Setup - 2.3.248 |
What IPw4 address would you like to assign to this
Security Onion installation?

Please enter the I address with CIDR mask
(e.g. 192.168.1.2-24):

172.16.17.124-24

<0k> <Cancel >

Figure 10.46 — Setting a network address
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10. Next, insert your default gateway address and hit Enter:

| Security Onion Setup - 2.3.248 |
Enter your gateway's IPvd address:

172.16.17.18

<Cancel>

Figure 10.47 - Default gateway address

11. Next, Google’s DNS server addresses are automatically set; you can leave them as the default
or change them if needed and hit Enter:

| Security Onion Setup - 2.3.248 |
Enter your DNS serwvers separated by commas:

66660644 |

<Cancel >

Figure 10.48 — DNS server settings

12. Next, create a DNS search domain and hit Enter:
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Security Onion 3etup - 2.3.248
Enter your DNS search domain:

secops.local |

<Cancel>

Figure 10.49 — Setting a search domain

13. Next, hit Enter to confirm the setup process:

| Security Onion Setup - £.3.248
Setup will now initialize networking.

Select OK to continue.

Figure 10.50 - Confirmation

14. Lastly, the setup process will take a few minutes to complete. Once completed, the Security
Onion virtual machine will automatically reboot. Then, log in and use the following command
to check the status of each process and container:

[glen@soc ~]$ sudo so-status

After a few minutes, all the processes and containers will be running as shown in the
following snippet:
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B glen@soc:~ ® + o~ — m] X

[glen@soc ~]$ sudo so-status

Checking Docker status

Docker [ oK ]

Checking container statuses

so—aptcacherng [ OK ]
so-curator [ oK ]
so-dockerregistry [ OK ]
so-elastalert [ oK ]
so—elasticsearch [ ok ]
so-filebeat [ OK ]
so-fleet [ oK ]
so—-grafana [ OK ]
so-idstools [ oK ]
so—-influxdb [ OK ]

Figure 10.51 - Verifying the status

Ensure all containers and processes are running and OK before proceeding to the next phase.

Part 5 - detecting suspicious activities

1. To access the Security Onion user interface and leverage the security tools, open your web
browser and go to https://<ip-address-security-onion>. Here, you will create
a user account to log in and access the security tools within Security Onion. This account will
be used to access all the tools in Security Onion.

Tip
To find the IP address of the Security Onion virtual machine, login to its console and execute the
ifconfigor ip address command to view the IP address on the management interface.

2. Once you've logged in, you’ll see the main dashboard. Click on Alerts to see any security events
and potential threats that have been detected:
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Figure 10.52 - Security alerts

As shown in the preceding snippet, Suricata identified a potential threat with high severity and
provided the name of the rule that was used for detection. Furthermore, Suricata recorded 136
counts (events) for this alert.

To view all related events for an alert, click on the alert name to open the drop-down menu
and select Drilldown as shown:

Figure 10.53 — Alert options
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Next, Security Onion will show a list of each count (event) for the alert while providing the
timestamps, detection rules, severity levels, source IP addresses, and source port numbers
as shown:

Figure 10.54 - Viewing alerts

The information shown in the preceding snippet helps cybersecurity professionals to identify
the source of the threat and the sequence of events that occurred using the timestamps.

4. Next, click on one of the events to view event data such as its source and destination IP addresses
and port numbers, the security sensor that triggered the alert, the event severity, and a message
that contains specific details about the threat, as shown:

Figure 10.55 - Viewing alert data
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The message field contains the following information, which can be used by cybersecurity
professionals to better understand the event:

The time and date of the event

The monitoring interface in Security Onion which detected the event
The source and destination IP addresses

The source and destination port numbers

The signature that was found to trigger the event

A description of the potential threat

To determine the trajectory of the threat and correlate all related events, click on an event and
select Correlate as shown:

Figure 10.56 — Correlating events
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Next, Security Onion will provide a correlation of all events that belong to the same alert as shown:

Figure 10.57 - Correlation of events

Additionally, clicking on an alert will provide the option to escalate an alert to a case. This case
can be used by a security analyst to track the event while performing further analysis:

Figure 10.58 — Creating a case
6. Next, click on the Hunt category to view all network traffic that’s associated with the threat.

Then, click on a traffic flow from the list to open the additional menu and select PCAP to view
the packet contents:
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Figure 10.59 - Traffic flow

Next, Security Onion will provide a list of network packets for the selected flow as shown:

Figure 10.60 — Network packets per flow
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Clicking on the Expand and Detailed icon will display the details within each packet as shown:

Figure 10.61 - View packet details

To export the packet capture file for offline analysis, click on the download icon.

7. The Dashboards category shows a summary of all events and alerts that were detected using
Security Onion as shown:

Figure 10.62 — Dashboards

8. To collect security intelligence from hosts on the network, you can download and install Wazuh
Agents from the Downloads page as shown:
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Figure 10.63 — Wazuh Agents

9.  For data visualization on all alerts and threats detected by Security Onion, click on Tools | Kibana
and log in using your account. The following snippet shows the default Kibana dashboard:

Figure 10.64 - Kibana dashboard

As shown in the preceding snippet, the Kibana dashboard provides cybersecurity professionals
with an overall view of events and incidents, enabling a security analyst to drill down further
into the activity during analysis.
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10. To view all network connections and traffic flows, click on Security Onion | Dataset | conn
as shown:

Figure 10.65 — Datasets

The connections dashboard will appear, enabling you to click on IP addresses and port numbers
to gain additional information as shown:

Figure 10.66 — Connections dashboard
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11. Expand the left-hidden menu and click on Analytics to access more data visualization tools
within Kibana:

Figure 10.67 — Analytics menu

The Discover dashboard helps you determine when an event has been detected and how often
it is occurring, as shown:

Figure 10.68 — Discovery

Lastly, Visualize Library provides the option to create custom dashboards or use the existing
dashboards to view specific details as shown:
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Figure 10.69 — Visualize Library

Be sure to explore all the features and dashboards within Security Onion, as it uses many open
source security tools to help cybersecurity professionals to monitor their network infrastructure
to identify potential threats on their systems.

Having completed this section, you have learned how to set up and use Security Onion and its tools
to monitor a network and identify potential threats.

Summary

Over the course of this chapter, you gained the skills and hands-on experience in using Wireshark to
perform packet analysis to identify potentially malicious traffic, and learned how to set up and use
Security Onion to monitor and detect potential threats in a network.

Lastly, I know the journey of becoming a cybersecurity professional, such as an ethical hacker and
penetration tester, has many challenges; there are so many new things to learn and keeping up to date
with the ever-changing cyber-threat landscape can be tough. These challenges will help you expand
your potential and become an industry expert in your field of study and carry you along the path to
success, as long as there’s a balance of prioritization, focus, dedication, and time management.

I would personally like to thank you very much for your support in purchasing a copy of my book
and congratulations on making it to the end and acquiring all these amazing new skills in performing
reconnaissance as an ethical hacker. I do hope everything you have learned throughout this book has
been informative for you and helpful in your journey to becoming super-awesome in the cybersecurity
industry and beyond.
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Further reading

Wireshark documentation — https://www.wireshark.org/docs/

Security Onion documentation — https://docs.securityonion.net/en/2.3/
index.html

Setting up Zeek - https://docs.zeek.org/en/master/
Setting up Suricata - https://suricata. io/documentation/

Setting up Wazuh - https://documentation.wazuh.com/current/index.html
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