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Introduction

The Vulnerability Management application will provide you and your organization with the tools
and features needed to successfully manage and mitigate vulnerabilities. When you complete
all the exercises in this lab document you will be able to:

1. Perform Host Assessments
Manage Host Assets

Create Host Assessment Reports

B W N

Manage User Accounts
5. Remediate Risk

Please do not skip any of the required lab exercise steps, as they will be needed to complete
other lab exercises later. Some labs contain a section called “Additional Exercises” that can be
performed any time, at your own convenience.

Prerequisites/System Requirements

To perform the exercises in this lab, you will need:

1. Qualys Account
2. Web Browser (Current or Stable Release)

Microsoft Edge or Internet Explorer
Mozilla Firefox

Google Chrome

Safari

3. Java Browser Plug-in
4. Adobe Acrobat Reader or comparable

Tip: Your browser’s Pop-up Blocking configuration can interfere with the proper functioning of
the Qualys User Interface. Please modify the settings of your Web browser to allow pop-ups
from qualys.com.



LAB 1 — Account Setup (15 min.)

This lab will address the steps needed to setup your Qualys student trial account and the
Vulnerability Management application. These steps will make it possible to complete the
remaining lab exercises in this document.

Login to Qualys

Qualys student trial account credentials are generated and sent to the email address specified in
your “learner” account user profile. Our Learning Management System will not send student
account credentials to public email domains (e.g., yahoo.com, gmail.com, outlook.com, etc...).

Your student trail account will remain active for 30 days (this is the maximum time limit for all
training accounts). Please contact training@qualys.com with account credential issues or
questions.

@ Qualys.

Qualys Registration -- Start Now

Support <support@qualys.com> s
To: ndlouhy@qualys.com Ignore tralllng

period.

You can only click
this link once.

Thank you for your interest in Qualys.

Your USERNAME is quays3sj73.

elcome letter with your password
with ***. It is recommended that you

Please click the following ONE TIME link to obtain your password. Qualys displ
and login URL. For your protection the username login appears partially obfus
print this letter and store it safely for future reference.
https://qualysguard.qg3.apps.qualys.com/activate/index.php?key=6baf8b2cf6fbd33c5c5583ef54aa5e9¢c

If you have any questions regarding your Qualys account, please contact me at the email address below.

Sincerely,

1. Open your Qualys student trial account message/document.
2. Record and save your USERNAME (e.g., text document, password manager, etc...).
**The period at the end of the sentence is NOT a part of the USERNAME.

3. Click the ONE-TIME link to view the PASSWORD page. The “one time” link is designed
to prevent others from viewing your password information; it will not work a second
time.



@ Qualys.

April 24,2018
Link where you will log in
with these credentials
Mr Student User
Login information for your new Qualys unt is shown below. Please log in now to complete your re

URL: https://qualysguard.qg3.apps.qualys.com/
Login: qu******73 _/_ Save your password )
Password: wYSTe11suS

This letter was generated automatically by the Qualys Cloud Platform. Your secure link to this letter el

Please contact me directly with any questions regarding your Qualys account. For technical questions

]

For security, the Login username on this page appears partially obfuscated with ******,

4. Please, record your student trail account PASSWORD.

@ Qualys.

‘ L User Login ’

P Password

Forgot Password?

5. Use the link provided in the “password” document to login and activate your Qualys
student trial account.

Presently, all student trial accounts run on US POD3: https://qualysquard.qqg3.apps.qualys.com/.
Please use this URL to login to your trial account, unless instructed otherwise, by a Qualys Trainer.




Company Information
Company Name: Qualys Training

Address 1: * 1600 Bridge Pkwy

City: * Redwood Shores

Country: * United States of America j
State: * California :I
Zip Code: * 94065

Service Agreement

QualysGuard® Trial Subscription Agreement

Trial Subscription Agreement

This Trial Subscription Agreement, including the information submitted to Qualys upon your request for the Service
("Registration"), sets forth an agreement (the "Agreement”) between Qualys Training ("End-User") and Qualys, Inc., a
Delaware corporation ("Qualys®), for a limited trial subscription to the Qualys service (the "Service"), whether

Print

| have read and accept the Service Agreement.

e

6. Scroll down and select the check box to accept the “Service User Agreement” and click
the “l Agree” button.

(hmguprsomrs |

Change Your Password

Enter your current password: * esssssssee
New Password: * eesseee
Confirm Password: * sssssee

Strong Password Tips

To create a strong password, include a combination of letters (uppercase and lowercase), numbers
and these special characters: ! @ # $ % -/ _ +\. Do not include any part of your login name, and
avoid words that can be found in a dictionary.

7. Enter your current password, and then chose a new password (p/ease record your new
password along with your trial account username).

8. Click the “Save” button, followed by the “Close” button.



9. Log back in to your student account using your new credentials.

The New Data Security Model (NDSM) combines high performance disk encryption with
Virtual Private Database (VPD) technology to ensure that your data is only visible and
accessible to authorized users (i.e., users within your account subscription) that have
valid authentication credentials.

Enabling the NDSM also provides advanced productivity and detection features:

| Customer Notice |

Get all the benefits of Qualys Cloud Suite

We want you to get all the benefits of the Qualys Cloud Suite of integrated solutions.. Please take
action now to enable the new data security model for your subscription. This new model is based on
the latest encryption standards and access control technologies for performing preprocessing,
indexing and normalization of scan data. Plus you get access to many more features and services -
just see the list below. Want to know more? Click here.

Features and Services that require the new data security model:
Q Vulnerability Predictions (Beta)

& EC2 Scanning®
Q Continuous Monitoring

Q Scheduled Reporting
Q Zero-Day Risk Analyzer
Q Asset Tagging

@ Cloud Agent Click “Enable Now”
* Additional service available for purchase

con) T
i

10. When you receive the “Customer Notice” pop-up window, click the “Enable Now”
button.




Update User Profile

The steps that follow will help to personalize your student user account and make other
adjustments that will provide a more effective training environment.

Dashboard

Title

@ OUGIYS. Enterprise

Vulnerability Management v

Scans Reports

New v Search | | Filters w

Targets User

Remediation

Help v |Qualys Manager (quays2im77) v | Logout

Asse

© Scans < IR Meps | Scheduies | [ Ap

1-20

Reference

Change Password...
¢t Users
Account Activity

User Profile «
Account Settings iles )

Home Page... =
=B
Quick Start Guide
Date - Status

1. Click on your User ID (located between “Help” and “Logout”) and select the “User
Profile” option.

General Information

You may keep the default “General Information” settings (to save time) or make adjustments
according to your personal preferences. All system and platform notifications will be sent to the

email address specified on this page.

Edit User LaunchHelp [ x
General Information > .
General Information
Locale
First Name: * Tom User Login:
User Role
Last Name: * Smykowski Address 1:* | 919 E Hillsdale Blvd.
Options
Company: Training-Qualys Address 2:
Account Activity . 3
Title: Security Manager City: Foster City
Security .
Phone: (505) 867-5309 Country: * United States of America -
Fax: .
State: California -+
E-mail Address: * i@ini
tsmykowski@initech.com 2IP Code: 94044
External ID
(Case Sensitive)

2. Make any necessary adjustments to the “General Information” section of your user

profile.
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User Role

Different Qualys user accounts, take on different user roles.

Edit User LaunchHelp [& x

General Information

User Role
Locale

User Role: * ( Manager) j
User Role 5

Allow access 1o GuI API «
Options .

Business Unit: * Unassigned L]
Account Activity

New Business Unit

Security

cac =»

3. Click “User Role” in the navigation pane (left) and make note that your student
account user role is: Manager, and you can access your account using the Graphical
User Interface (GUI) or the Application Program Interface (API).

Notification Options

All notifications will be sent to the e-mail address specified in the “General Information” section.

Edit User LaunchHelp [Z X

General Information
Notification Options

Locale The following selections will configure when this user will receive
User Role notifications from Qualys and what they will receive them for.
Latest Controls:
Options 5 “)Monthly ('Weekly @None
Latest Vulnerabilities:
Account Activity © Weekly (Daily  )None
Scan Complete Notification:
Security °on off
Scan Summary Notification (vulnerability scans only):
©onoff
Map Notification:
©on ) off
Report Notification:

All reports )My reports @ No notification
Exception Notification:
My exceptions @ No notification
Other Notifications:
| Dally trouble tickets updates

cae =s
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4. Click “Options” in the navigation pane (left) and make the appropriate selections for the
type of notifications you would like to receive.

Security
Security Questions are provided here to facilitate your password reset attempts.

LaunchHelp [& X

General Information )
Secret Questions
ez Your answers will help us to verify your identity in case you forget your
User Role password. Tip - Make sure your answers are private and memorable. Answers
are case-sensitive.
SREELD Question
Account Activity What was your favorite place to visit as a child? L]
Security b Answer
Jr—
Question
What is the country of your ultimate dream vacation? L]
Answer
Jr—
Question
What is the last name of your favorite childhood teacher? :]
Answer
[—
P—
caen

5. Click “Security” in the navigation pane (left) and take a moment to complete the
Security Questions.

6. Click the “Save” button.

@ Qualys.

[ L User Login ]
P Password

Forgot Password? «

You’ll need to provide the answers to your security questions, when using the “Forgot
Password” link found on the Qualys Login page.

12



Account Settings

Changes made to account settings will affect all user accounts in your Qualys subscription.

Vulnerability Management v a Help v  |Qualys Manager (quays2in70) v | Logout

Dashboard Scans Reports Remediation Asse  CrengePassword.. Users

Account Activity

User Profile
© Scans SN ‘Meps  Scheduies | Appiier NN
N Home Page...
New w | Search || Filters w 0-00
Quick Start Guide
Title Targets User Reference Date ~ Status

1. Click on your User ID (located between “Help” and “Logout”) and select the “Account
Settings” option.

Security

Set security options to prevent unauthorized users
from accessing the service.

Go )

2. Click the “Security” setup option.

3. Scroll down to the “New Data Security Model” section.

New data security model

In order to provide new advanced features like asset tagging, report scheduling, zero-day risk analyzer, etc. we are
migrating customers to a powerful new data security model. This new model based on latest encryption and access
control technologies allow certain restricted Qualys services access to scan data to perform preprocessing, indexing
and normalization of this data. Please see the online help for more information.

The following features require this new security model:

° Scheduled Reporting

(= Zero-Day Risk Analyzer

0 Asset Tagging

(=) Vulnerability Predictions (Beta)
Q EC2 Scanning

0 Continuous Monitoring

@ Cloud Agent

Enabled by Student Account -Qualys Training (trann3su88) on 08/01/2018 at 12:45:59 (GMT-0500)
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Just below the NDSM settings ensure this feature has been enabled (as
depicted above).

If the NDSM has not yet been enabled, select the check box to “accept the
new data security model” (as depicted below).

New data security model

The following features require this new security model:

Scheduled Reporting
Zero-Day Risk Analyzer

Asset Tagging

Vulnerability Predictions (Beta)
EC2 Scanning

Continuous Monitoring

Cloud Agent

| accept the new data security model «

Increase your Session Timeout value to the maximum (240 min.)

This adjustment will help you to maintain an ACTIVE session throughout the entire
training class.

Click the “Save” button, followed by the “Close” button.

14



Context Sensitive Help/Online Manual

Online help is available for all Qualys applications and for everything in the User Interface.

| Help v | Student User (un

nline Help

Contact Support...
Account Info
Resources

Training

About
(- ——

1. Click on the “Help” button in the upper right hand corner and select the “Online Help”
option.

Contents Back  Print

Type in the word(s) to search for:

option profile * D

Highlight search results

| Search results per page
[Total Number of Search Results : 239

Title Rank &

Configure Your Scan
Option Profile (VM)

Configure Your Scan

Option Profile (PC) 2
What option profile should 3
I use?

Configure Your PCI Option 4
Profile

Option Profiles Provided by 5
the Service

The “Search” option will help you to find specific topics and provide links to helpful Qualys
videos where applicable.

15



I Contents I Search  Back  Print

VM - Vulnerability Management

Scan for Vulnerabilities

Quickly scan for vulnerabilities and get recommended fixes.
Start Here

—
o |EE| & | @
Reports — ¥

Remediation Start Your Scan Manage Discovery EC2 Scan* Configure Scan
5 Scans (Maps) Settings
PC - Policy Compliance Learn more Leam more
Leam more Leam more
PC - SCAP Compliance
Assets
Users —
E
Resources g
o .
Configure Scan Configure Scanner Set Up Host Manage Certificates
Schedules Appliances Authentication Loam more
Watch videos Learn more Leamn more Leamn more

Good to Know Latest News
Watch Demo How can | check my scan's progress?  Heartbleed Detection
How do | know when my scan is Bash Shellshock Vulnerability
finished?
& Vulnerability Management Tell me about scan results
Introduction | 09:00 From the Community

When can | run reports on my scan?

The “Contents” option will provide you with a start-to-finish explanation of Vulnerability
Application tasks and features.

Add IP Assets to Your Account

Host Tracking
When adding host assets to your account, three basic methods are available for tracking
discovered vulnerabilities:

e Host IP Address
e Host DNS Name
e Host NetBIOS Name

A fourth host tracking method, the Qualys Host ID, is used by default, for all “Cloud Agent” host
assets. The Qualys Host ID is unique for each host asset, and is available for “scannable” host

assets, when the “Agentless Tracking” feature is enabled.

The main goal or objective is to choose a tracking method that is both unique and persistent, for
each host.

16



DNS Tracked Hosts
Use DNS tracking for the Linux-based lab hosts.

@ QUO|YS. Enterprise
Vulnerability Management

&

Assets
o

v

%

Dashboard Scans Reports Remediation KnowledgeBase

Virtual Hosts

u= Assets Asset Search

Asset Groups

| Actions (0) W ‘ New w ‘ Search | ‘ Filters Display Comments 0-00f0
Add IP in CertView...
Remove IPs From CertView ...
| Info Tracking NetBIOS

Host Assets
(B)

. DNS
IP Tracked Hosts... I

NO  DNS Tracked Hosts...

(C]

NetBIOS Tracked Hosts...

Download...

Help v  Vidur Ramnarayan (trann3tv31) v  Logout

Users
Account will expire on 12/22/2018 (GMT)

Domains

ters. Please modify your filters or add new host asset to the account.

0s

Navigate to A) the “Assets” section, and then click B) the “Host Assets” tab.

Click the “New” button and select C) the option to track each host by its DNS name.

Tracking host vulnerabilities by DNS name maintains a consistent and accurate

vulnerability history, even if the IP address changes.

New Hosts Launch Help

General Information:
Host IPs

Host IPs Enter IPs and ranges in the field below. See the Help for proper formatting.

Host Attributes
64.41.200.243-64.41.200.245,64.41.200.250

A

Add these four IPs
for DNS tracking.

Cancel

2 x

Click the “Add” button, to add all four IP addresses to your account.

Click the “Host IPs” section (left navigation pane) and type the following IP address

range into the “IPs:” field: 64.41.200.243-64.41.200.245,64.41.200.250.

Best Practice - Before you start scanning with Qualys, always be sure to get approval to
scan IP addresses and/or web applications. It is your responsibility to obtain this

approval.

17



New Hosts LaunchHelp [ %

Adding IPs

It is your responsibility to verify that you have permission to
scan all IPs submitted.

The following IP addresses will be added:
64.41.200.243-64.41.200.245, 64.41.200.250

Click Apply to add new IPs to your account.

= 2wy

Important Notice about your student account

Using your student account, you have permission to scan only the demo IP addresses
identified in this lab document. You do not have permission to scan any other IP
addresses and/or web applications using your student account.

5. Click the “Apply” button to acknowledge your scanning permission.

NetBIOS Tracked Hosts
Use NetBIOS tracking for the Windows-based lab hosts.

@ OUO|YS. Enterprise

Vulnerability Management v E @ Help v  Vidur Ramnarayan (trann3tv31) v

Dashboard Scans Reports Remediation Assets KnowledgeBase Users
Account will expire on 12/22/2(

Assets | Asset Groups Host Asse@ts Asset Search Virtual Hosts Domains

Actions (0) v \ New w \ Search \ Filters w Display Comments 1-20f2

Add IP in CertView...

Remove |IPs From CertView ...
Info Tracking -~ DNS NetBIOS 0s

IP Tracked Hosts... i
/@ DNS Tracked Hosts...
G S NetBIOS Tracked Hosts... (&)
Export All...

Download...

6. Navigate to A) the “Assets” section, and click B) the “Host Assets” tab.

7. Click the “New” button and select C) NetBIOS Tracked Hosts. Tracking host
vulnerabilities by NetBIOS name maintains a consistent and accurate vulnerability
history, even if the IP address changes.

18



10.

New Hosts Launch Help

General Information:

Host IPs

@ x

Host IPs Enter IPs and ranges in the field below. See the Help for proper formatting.

Host Attributes
64.41.200.246-64.41.200.249

A

Add these four IPs
for NetBIOS tracking.

ca ==

Click the “Add” button, to add all four IP addresses to your account.

Click the “Apply” button to acknowledge your scanning permission.

Launch Initial Scan

IPs that you add to the “Host Assets” tab are “Scannable” and may be targeted in successive

vulnerability scans.

1.

Dashboard Scans Reports Remediaton Assets KnowledgeBase Users

= Assets Asset Groups AssetSearch ~ VirualHosts =~ Domains .

New v || Search | | Filters v 1-10f1 v
Info Tracking IP . DNS NetBIOS 0s Comments
yol 64.41.200.243-64.41.200.250 ﬂ [expand IP range to

Edit see comments ...]
Launch Scan

Click to open “Quick
Actions” menu.

19

Click the “Host IPs” section and type the following IP address ranges into the “IPs:”
field: 64.41.200.246-64.41.200.249.

From the “Host Assets” tab, use the “Quick Actions” menu to select the “Launch Scan”
option.




Launch Vulnerability Scan Tumn help tips: On | Off  Launch Help

General Information

Give your scan a name, select a scan profile (a default is selected for you with recommended settings), and choose a
scanner from the Scanner Appliance menu for internal scans, if visible.

Title: Initial Vulnerability Scan

Option Profile: * Initial Options (default) «  Select
Processing Priority: 0 - No Priority j

Scanner Appliance: Scanner Appliance not available

External scanner
appliance will be
used by default.

Choose Target Hosts from

Tell us which hosts (IP addresses) you want to scan.

© Assets Tags

Asset Groups Select items. . "k Select

IPs/Ranges 64.41.200.243-64.41.200.250 « & Select

©:192.168.0.87-192.168.0.92, 192.168.0.200

Exclude IPs/Ranges “k Select

Launch | Cancel |

Enter “Initial Vulnerability Scan” in the “Title” field.

Leave the “Option Profile” field set to the “Initial Options” default.

Verify the IP addresses targeted and click the “Launch” button.

i A W N

. Click the “Close” button, when the “Scan Status” window appears.

Dashboard Scans Reports Remediation Assets KnowledgeBase Users

@) sScans . TN Maps  Schedules | Appliances | Option Profiles | Authenticatior >
| New v | | Search ‘ Filters v 1-20f2 v E ]
B Title Targets User Reference Date ~ Status

) ; Initial Vulnerability Scan 64.41.200.243-64.41.200.250 Qualys Manager scan/1498164703.82194 06/22/2017 ((Running )E

6. To monitor the progress of your scan, navigate to the “Scans” section, and click the
“Scans” tab.

20



LAB 2: KnowledgeBase & Search Lists (10 min.)
Customize the KnowledgeBase

The Qualys KnowledgeBase provides the most current and comprehensive vulnerability and
threat intelligence information. The next few steps will help you to personalize the
KnowledgeBase settings.

Vulnerability Management - Help v  MANAGER Nick (quays2nd2) v  Logout
Dashboard Scans Reports Remediation Assets KnowledgeBase Users
KnowledgeBase [ENNSWISIIS- SN  SoochLists  iDefense Intelligence  Setup

New v | | Search 1- 500 of 25041 D3 v

v| ap Columns »
Qo Title .~ Category CVEID Ven
Severity Sort By 3
105142 "#Exec" Command Directive is Enabled for IIS Server  Security % Category Rows Shown b
Side Includes Policy 7] CVEID [

1. Go to the “KnowledgeBase” tab.

2. Clickonthe =~

icon and add the “Severity” column to your default view.

105142 "#Exec" Command Directive is Enabled for IIS Server

Security

Vulnerability Management v Help v = MANAGER Nick (quays2nd2) v  Logout
Dashboard Scans Reports Remediation Assets KnowledgeBase Users
KnowledgeBase RIGRWEGRE:-EYYS  Search Lists  iDefense Inteligence ~ Setup

New v | | Search 1- 500 of 25041 Y |2 v

QD Title . Category CVEID Vendor Reference CVSSBase 07" '

Sort By »

20 Rows Shown »
Side Includes Policy 50 [
L 100
27031 “".forward" File Present on Anonymous FTP Server File CVE- 200
T
B Transfer  1999- ® 500 &
Protocol 0527

3. Change the number of rows you can view to the maximum value.




Search List

A “Search List” is an extension of the Qualys KnowledgeBase. It is one of the most powerful
filtering and customization tools within the Vulnerability Management application. In the lab
exercises that follow this one, you will:

= Add a Search List to an Option Profile, to scan for Sev. 4 and Sev. 5 vulnerabilities,
exclusively.

= Add a Search List to a Report Template, to focus on high severity vulnerabilities, that are
also patchable.

= Add a Search List to a Remediation Policy, to automatically ignore “Low Risk”
vulnerabilities.

The name “Search List” is derived from the KnowledgeBase “Search” tool that is often used to
create a list of vulnerabilities.

A Dynamic Search list is automatically updated by the Qualys service in conjunction with
updates to the Qualys KnowledgeBase. A Static Search list does not receive automatic updates.
Typically, static lists are used to collect vulnerabilities that do not have a common criterion.

Search List Library

Qualys has created a library of some very useful Search Lists. You'll find a “Search Lists” tab
under the Scans, Reports, and KnowledgeBase sections. All three tabs perform the same
function.

+= KnowledgeBase ' KnowledgeBase iDefense Intelligence

* New w | | Search | | Filters v

Title Static List...

| Dynamic List... '
) Option Prof

Import from Library... 5
) Option Prof  pownioad... @

) Scan Report Template: High Severity Report

|
A AP A

1. Navigate to any one of the “Search Lists” tabs (i.e., Scans, Reports, or KnowledgeBase
sections), click the “New” button and select the “Import from Library” option.
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o 0O O OO OB O

(< <]

=

Adobe Vulnerabilities v.1

CVSS Critical Vulnerabilities v.1
Confirmed Severity 4+5 Vulnerabilities v.1
Database Vulnerabilities v.1

Exploited Systems v.1

Inventory Results v.1

Microsoft Vulnerabilities v.1

Obsolete Software v.1

Patchable Severity 4+5 Vulnerabilities v.1

Remotely Exploitable Vulnerabilities v.1
Unix Authentication Results v.1

Web Server Vulnerabilities v.1

. Description
All vulnerabilities associated with Adobe (as provided from NIST).
All vulnerabilities with a CVSS base score of 4.0 or higher. These vulnerabilities will cause a PCI scan to fail.
Confirmed vulnerabilities with a severity level of 4 or 5. These represent significant risk to the target host.
Vulnerabilities and information gathered about databases, such as DB2 default password and Oracle Listener path disclosure.
Vulnerabilities that represent an actively

system (with or Trojan software installed and running).

A static list of QIDs that provides an inventory of running services and installed software.

All vulr iliti i with ft (as provided from NIST).
Vulnerabilities that indicate obsolete or unsupported software/operating systems are present on the target host.

Confirmed and potential vulnerabilities with a severity level of 4 or 5 for which a patch is currently available. These
wulnerabilities represent significant risk to the target host.

All vulnerabilities that may be remotely exploited.
A static list of QIDs that can assist with determining the authentication status for Unix trusted scanning.

Vulnerabilities and information gathered about web servers (not including Web Application vulnerabilities).

Import Close

2. Click the top-level check box to select all lists in the library and click the “Import”

Do you want to make the search lists globally available?

button.

Import Search Lists from Library

Importing 13 search lists to your account. Once imported, you can edit or delete your copies.

Don't Make Global |  Cancel |

The “Global” option allows you to control the visibility of the objects you create or
import. If you make an object “Global” it will be visible to other users (Scanners,
Readers, etc...) within your Qualys subscription.

Click the “Make Global” button.
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Create Dynamic Search List

Objective: create a list of “Low Risk” vulnerabilities (i.e., severity 1 and 2) that have a potentially
HIGH remediation cost. Later, during the Remediation lab exercises, you will use this custom list
to create a Policy to ignore these “Low Risk — High Cost” vulnerabilities.

1. Navigate to any of the three “Search Lists” tabs.
2. Click the New button and select the “Dynamic List” option.

3. Inthe “Title” section, give it the name “Low Severity Vulns (Sev. 1 and 2) no patch”.

New Dynamic Vulnerability Search List LaunchHelp [ %

General Information . P
List Criteria

List Criteria > Select criteria below that defines the vulnerabilities to be included in the search list.

Vulnerability Title: NOT

Comments
Discovery Method: All (default)
Authentication Type: Al -
User Configuration: Disabled Edited

Category: NOT | py -

Patch Solution: " Patch Available
") Trend Micro Virtual Patch Available
No Patch Solution

CVE ID: NN
CPE: Al x
Exploitability: All T
Cancel ‘_TES‘

4. Select “List Criteria” in the navigation pane.
5. Scroll down and select the “No Patch Solution” check box.

Vulnerabilities that do not have a patch solution typically take more time to mitigate,
and therefore cost more to resolve than vulnerabilities that already have a patch.
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New Dynamic Vulnerability Search List LaunchHelp (@ x

General Information CVSS Access Vector: Al j
CVSS3 Base Score: greater than or equal to j
Comments CVSS3 Temporal Score: greater than or equal to j
Bugtraq ID: NOT
Service Modified: NOT | Select a date —
User Modified: NOT | Select a date N
Published: NOT | Select a date —
Confirmed Severity: Level 1 Level 2 Level 3 Level 4 Level 5
[ Potential Severity: Level 1 Level 2 Level 3 Level 4 Level 5 I
Information Severity: Level 1 Level 2 Level 3 Level 4 Level 5
Vendor: NOT | Aj -
Product: NOT | -
Cancel N m

6. Scroll down and choose Levels 1 and 2 for Potential Severities. Remember: a potential
vulnerability may require extra time for manual investigation.

7. Save the List.

This list of “Low Impact” vulnerabilities will provide a good resource later, when you
build a Remediation Policy that demonstrates the steps for “ignoring” a list of
vulnerabilities.
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LAB 3: Vulnerability Assessment (20 min.)

Qualys provides multiple technologies for collecting vulnerability assessment data:

= Qualys Scanner Appliance
= Qualys Cloud Agent
= Qualys Sensor

Any user with scanning privileges has access to the Qualys pool of External Scanners. The
exercise steps in this lab are designed to collect assessment data, using the Qualys External
Scanner Pool.

Alternatively, please see Appendix E for steps to install Qualys Cloud Agent.

Trusted Scanning

Qualys recommends performing vulnerability scans in “authenticated” mode or what we call
“trusted” scanning. Performing a “trusted” scan requires one or more authentication records.

In this exercise, you'll create a Windows authentication record, a UNIX authentication record,
and an Option Profile that uses them.

Windows Authentication Record

Create a Windows Active Directory authentication record with an account that is a member of
the Domain Admins user group.

Dashboard Scans Reports Remediation Assets KnowledgeBase Users

Scans Maps Schedules Appliances Option Profiles Authentication Search Lists Setup

Search.

Windows Record... e

Unix Record...

["] Type IPs # IPs|

Oracle Record...
No records found. | Oracle Listener Record...
SNMP Record...
MS SQL Record...

Cisco Record...

IBM DB2 Record...

Navigate to A) the “Scans” section, and click B) the “Authentication” tab.
Click the “Hide Graph” option, near the upper-right corner of the “Overview” pane.

Click the “New” button and select C) the “Windows Record...” option.

P w N PR

Enter “Domain Admin” as the “Title” for the Authentication Record.
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New Windows Record Launch Help

Record Title Login Credentials
| Windows Authentication
IPs Local
Comments © Domain
Domain type: Active Directory :]
Domain name: * trn.qualys.com «
Login
Use the basic login credential or choose to use authentication vault for authenticated
scanning.
© Basic authentication Authentication Vault
User Name: * gscanner
Password: abcl234! «
Confirm Password: abcl234!

Choose Authentication Protocols
We'll attempt authentication to target hosts using the authentication protocols you select
below, in the order listed.

Kerberos
NTLMv2

NTLMv1
SMB

SMB signing required

Minimum SMB version: Select j

Cancel | Save

Click “Login Credentials” in the navigation pane (left).

Leave the “Domain” radio button selected, and use the “Domain Type” drop-down
menu to select the “Active Directory” option.

Enter “trn.qualys.com” (omit quotes) in the “Domain name” field.

Enter “gscanner” (omit quotes) in the “User Name” field and “abc1234!” (omit quotes)
in the “Password” fields.

The “gscanner” user account is a member of the Domain Admins user group within the
“trn.qualys.com” domain.

Click the “Save” button to complete the creation of your new Authentication Record.

IP addresses are not required for Active Directory authentication records. This
information will be collected at scan-time, using an Active Directory API call.
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Unix Authentication Record

Create a Unix authentication record that uses “sudo” for root delegation.

Dashboard Scans Reports Remediation Assets KnowledgeBase Users

Schedules Appliances Option Profiles Authentication Search Lists Setup

Search.

Windows Record...

Fp— Unix Record... 0 & Ips #1Ps

Oracle Record...

No records found. | Oracle Listener Record...
‘SNMP Record...
MS SQL Record...
Cisco Record...

1BM DB2 Record...

1. Navigate to A) the “Scans” section and select B) the “Authentication” tab.
2. Click the “New” button and select C) the “Unix Record...” option.

3. Type “gscanner with Sudo” in the “Title” field.

New Unix Record

i Authentication
Login Credentials > Provide login credentials to use for authenticated scanning. You have the option to get the log
Private Keys / Certificates Usemame?: gscanner
Get password from vault
Root Delegation
Skip Password
Policy Compliance Ports
Password: abc1234!
IPs
Clear Text Password
O Confirm Password": abc1234!

4. Click “Login Credentials” in the navigation pane, and enter “gqscanner” (omit quotes) in
the “User Name” field and “abc1234!” (omit quotes) in the “Password” fields.
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New Unix Record Tumn help tips: On 1 Off Launch Help

Record Title

Root Delegation
Login Credentials . ’

Add one or more root delegation tools (Sudo, Pimsu, PowerBroker) to be

used for authentication. This allows the login account to perform Add Root m
Private Keys / Certificates assessment tests with the elevated privileges required.

Root Delegation

Root Delegation* Vault Username Vault Type
Policy Compliance Ports

IPs

Comments

5. Click “Root Delegation” in the navigation pane and click the “Add Root Delegation”
button on the right.

6. Select “Sudo” from the dropdown menu for “Root Delegation”.
7. Enter “abc1234!” (omit quotes) in the “Password” field.

8. Click the “Save” button.

New Unix Record Tum help tips: On | O Launch Help

Record Title IPs

Login Credentials Add IPs to your Unix record.

Private Keys / Certificates Enter or Select IPs/Ranges: ~ Select IPs/Ranges | Select Asset Group | | Clear
i |

Root Delegation 64.41.200.243-64.41.200.245,64.41.200.250

Policy Compliance Ports \

Add four UNIX host IPs.

Display each IP/Range on new line

Cancel

9. Click “IPs” in the navigation pane (left), and enter the four IPs of your Unix-based host
assets: 64.41.200.243-64.41.200.245,64.41.200.250.

10. Click the “Create” button to complete the creation of your new Authentication
Record.
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Dashboard Scans Reports Remediation Assets KnowledgeBase Users

+= Scans Scans  Maps = Schedules = Appliances ~ Option Profiles [VUCUCUM SearchLists ~ Setup »

Search...

Overview Hide Graph
Credentials Breakdown: m Unused 2 Passing 0 Failing O Problematic 0 In Vault 0

1

Domain IPs are collected

using an API call. indows
T 1-20f2 v
[ Type - Title IPs #IPs Modified Owner Details
[] Unix o gscanner with sudo 64.41.200.243-64.41.200.245, 64.41.200.250 4 06/22/20... Qualys Manager (Ma... Details
[] Windows Domain Admin e 0 06/22/20... Qualys Manager (Ma... Details

A distinction between these two auth. records is the noticeable lack of IP addresses from
the Windows Domain record. The IPs for a Windows Domain authentication record are
collected at scan-time, using an API call to the Windows Domain service.
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Create Option Profile

Authentication isn’t enabled by default and must be selected within an Option Profile.

Dashboard Scansopons Remediation Assets KnowledgeBase Users

B

Option Profiles Authentication

C New v | | Search | Filters w

Option Profile...
< Type
PCI Option Profile...
@ Standard | | moort from Library...  fions (defautt
®) Standard | pownioad... NS20 Options
&) PCI Payment Card Industry (PCl) Options
&) Standard Qualys Top 20 Options

Navigate to A) the “Scans” section, and click B) the “Option Profile” tab.

Click C) the “New” button and select the “Option Profile” option.

Enter “Custom Authentication” in the “Title” field.

A W N B

. Click “Scan” in the left navigation panel.

New Option Profile

Option Profile Title Password Brute Forcing

Select the level of password brute forcing performed by scans. An "Exhaustive" setting

System Minimal (empty passwords) v
Map Custom Configure...
Additional
Vulnerability Detection
© Complete
Custom

Select at runtime

Include
7/ Basic host information checks [2 View list
OVAL checks

Exclude
Excluded QIDs

Authentication

Authentication enables jhe scanner to log into hosts at scan time to extend detection c4

Windows

Unix/Cisco

Oracle Listener
SNMP

VMware
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5. Scroll down and locate the “Authentication” section and enable the Windows and
Unix/Cisco authentication methods.

6. Scroll down further and click the “Save” button.

Launch Authenticated Scan

Dashboard Scans Reports Remediation Assets KnowledgeBase Users

Maps Schedules Appliances Option Profiles Authentication Search Lists Setup

New w | | Search || Fiters v
Scan 4—
Title

~ Targets User
| EC2Scan |

@ Initial Vulne Cloud Perimeter Scan 64.41.200.243-64.41.200.250 Vidur Ramnarayan

1. Navigate to the “Scans” tab, click the “New” button and select the “Scan” option.

Launch Vulnerability Scan Tum help tips: On | Off  Launch Help

General Information

Give your scan a name, select a scan profile (a default is selected for you with recommended settings), and choose a
scanner from the Scanner Appliance menu for internal scans, if visible.

Title: Custom Auth Scan

Option Profile: * Custom Authentication « *k Select
Processing Priority: 0 - No Priority j

Scanner Appliance: Scanner App)

Choose Target Hosts from | =Nter |P address range,
Tell us which hosts (IP addresses) y Or USG the “SeleCt” ||nk

© Assets Tag

Asset Groups Select items... *k Select

IPs/Ranges 64.41.200.243-64.41.200.250 K Select
192.168.0.87-192.168.0.92, 192.168.0.200

Exclude IPs/Ranges

Launch

Cancel |

2. Enter the Title: Custom Auth Scan.
3. Select the “Option Profile” you just created (Custom Authentication).

4. Inthe “Choose Target Hosts from” section, enter the IP address range for all host IPs

(64.41.200.243-64.41.200.250), or click the “Select” link to select all IPs from
a list.

5. Click the “Launch” button to launch the scan.

6. Click the “Close” button to close the “Scan Status” window, when it is displayed.
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Vulnerability Management v

Dashboard Scans Reports Remediation Assets KnowledgeBase Users

@) Scans Meps  Schedules  Appliances  Option Profiles  Authentication

Actions (1) w New w | | Search | Filters w

Title
(. Custom Auth Scan

@ |Initial Vulnerability Scan

Download

Relaunch
Pause/Resume
Cancel

Preview

Vulnerability Scan - Custom Auth Scan
Taraet: 10 IP(s)

From the “Scans” tab, you can use the “Quick Actions” menu to cancel or pause running
scans. To delete a scan, simply place a check in the box next to the Title, and choose the
Delete option from the Actions button.

Processed vs. Unprocessed Scans

When a Scanner Appliance has finished performing a vulnerability scan, the scan results are sent
to the Qualys Secure Operations Center (SOC). The raw scan data is then processed and
integrated with the “Host Based Findings” within your subscription.

Vulnerability Management v @ Help v  Qualys Manager (quays2qa6) v = Logout

Dashboard Scans Reports Remediation Assets KnowledgeBase Users

Maps Schedules Appliances Option Profiles Authentication Search Lists Setup

v || New v || search || Fiters v 1-20f2 [ ”VEE

]} Title Targets User Reference Date ~ Status
] @ _Seattle Mail Servers 2k-sp4-0e501, Qualys Manager scan/1420414441.96629 01/04/2015 @

demo5.sea.qualys.com

[ @ |nitial Vulnerability Scan 64.39.106.240-64.39.106.249 Qualys Manager scan/1419395458.05906 12/23/2014 @

Although the “Status” column may display the “Finished” status, your scan results will not be
available for use until the O icon changes to the @ icon (as illustrated above).
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View Scan Results

When a scan is finished, the “raw” scan results can be analyzed.

Dashboard Scans Reports Remediation Assets KnowledgeBase Users
@©) Scans ¢ Maps | Schedules  Appliances | Option Profiles | Authenticatior >
New w | | Search | | Filters v 1-20f2 v E 333}
Title Targets User Reference Date + Status
@ |Initial Vulnerability Scan T 44 200.250 Qualys Manager scan/1498164703.82194 06/22/2017  Finished (o
@ Custom Auth Scan 750 Qualys Manager scan/1498156121.81313 06/22/2017 Finished [7]
Preview | Retaunch [ Actions v
Vulnerability Scan - Initial V can
Target: 8 IP(s)

1. Choose any “Finished” scan and use its “Quick Actions” menu to select the “View”
option.

2. Scroll down past the “Report Summary” and graphic illustrations, until you reach the
“Detailed Results” section.

File~ View~ Help~

Detailed Results

w 64.41.200.243 (demo13.s02.sjc01.qualys.com, -) Ubuntu / Tiny Core Linux / Linux 2.6.x
w Vulnerabilities (3) @ E

1 | | 2 UDP Constant IP Identification Field Fingerprinting Vulnerability

|| 2 TCP Sequence Number Approximation Based Denial of Service

> Ronuect
w Potential Vulnerab| CIICk to expand a

»

vulnerability and view
its details.

w Information Gathered (1

4 3 Remote Access or Management Service Detected
Operating System Detected

Host Uptime Based on TCP TimeStamp Option
DNS Host Name

Host Scan Time

Host Names Found

Open UDP Services List

Open TCP Services List

v v v v v v v
A A A a A NN

Here you will find a list of all host assets targeted by the scan, and for each host a list of
confirmed vulnerabilities, potential vulnerabilities, and configuration data. Click the »
icon to expand any section or expand a specific vulnerability to view its details. You’ll
find a list of color codes and severity levels on the next page.

3. You may close the scan results, when you are finished viewing its findings.
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Color Codes

Each detected vulnerability can be analyzed by examining its associated color code and severity
level.

BBEEEE Confirmed Security weaknesses verified by an “active test”
Vulnerabilities
Potential Security weaknesses that need manual
vulnerabilities verification
Information Configuration data
Gathered

Severity Levels

Level 5 Remote root/administrator Remote control over system with Admin
privileges

Level 4 Remote user Remote control over system with user
privileges

Level 3 Leaks critical sensitive data Remote access to services or applications
Level 2 Leaks sensitive data Determine precise system/service versions
Level 1 Basic information Open ports and other easily deduced data
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Storage

By default, the Qualys service deletes scan and map results, when they reach the age of six
months. You may extend this to thirteen months or reduce it to one month using the “Storage”
setup option.

1. From the “Scans” section, navigate to the “Setup” tab.

Storage

Define how long you want to keep scan results in your
account.

Go »

2. Click the “Storage” option.

Storage Setup

Auto Delete Stored Data

Automatically delete scan results after 06 j months

Automatically delete map results after 06 j months
Apply these settings to all users. All users' settings will be replaced, and previous settings will be lost.

A Deleted results will no longer be available for viewing. However vulnerability detection data will
remain in your account, and you can create new scan reports to analyze this data.

* Note PCl scan results are always stored for 2 years per the PC| Council's requirements.

3. Use either drop-down menu to view the available range of storage time frames.

The Storage “Auto Delete” feature will help you keep your scan and map results
to a manageable size.

4. Click the “Save” or “Cancel” button to return to the “Setup” tab.
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Custom Vulnerability Detection Scan

Goal: Choose the vulnerabilities to be tested in a vulnerability scan.

Normally, scans are configured to detect all vulnerabilities using the “Complete” option. That
said, there are times when you may want to scan for a specific type of vulnerability.

The steps that follow use a Search List to perform a custom scan that will only target severity 4
and 5 vulnerabilities that can be confirmed:

Under the “Scans” section, click the “Option Profiles” tab.

Click the New button and select “Option Profile...”.

Enter the title “Confirmed Severity 4+5 Vulnerabilities”.

W N PR

Click the “Make this a globally available option profile” checkbox (so other Qualys
users can use this profile).

b

In the left navigation pane, click the “Scan” tab.

6. Scroll down to the “Vulnerability Detection” section and select the “Custom” radio
button.

Vulnerability Detection

Complete
® Custom
Include the QIDs from the selected lists.

X Info Title + | Add Lists
@ G confirmed Severity 4+5 Vulnerabilities v.1 Clear All

X Info Title .

Select at runtime

7. Click the “Add Lists” button.

8. Select the check box next to the “Confirmed Severity 4+5 Vulnerabilities v.1” list,
and then click the “OK” button.

Authentication

Windows
Unix/Cisco

9. Scroll-down to “Authentication” and select the check boxes for both Windows and
Unix/Cisco.

10. Scroll to the bottom of the Option Profile and click “Save”.

11. Use the “Launch Authenticated Scan” steps listed earlier to launch a scan using this
new Option Profile.

When this Option Profile is used to perform a vulnerability scan, only the QIDs in the
“Confirmed Severity 4+5 Vulnerabilities” Search List will be targeted and tested. The
raw scan results will only reflect these vulnerabilities.

37



Low Bandwidth Scan

Goal: Adjust your scan performance for different network and bandwidth conditions.
Qualys has three scan performance options (pre-sets) and a “custom” option.

= The “Low” option reduces scan performance and should be used for bandwidth
restricted networks or heavy traffic environments.

=  “Normal” provides the best balance between scan performance and bandwidth usage.

= “High” provides the best scan performance and works best in network environments
with ample bandwidth or light traffic.

A Qualys Scanner Appliance will automatically adjust its packet rate based on detected network
load.

1. Create a new Option Profile titled “Low Bandwidth Scan - Option Profile”.
2. Inthe navigation pane on the left, choose the “Scan” tab.

3. Scroll down to the “Performance” section and click the “Configure...” button.

Configure Scan Performance Settings

Settings

Select a performance level or customize performance settings for network analysis.
[_] Enable parallel scaling for Scanner Appliances

Overall Performance :
High

Hosts to Scan in Parallel | Normal
External Scanners Custom
Scanner Appliances 10 v

Processes to Run in Parallel (per Host)

Total Processes 4 ~

HTTP Processes 2 -
Packet Delay
Packet (Burst) Delay Long M
Port Scanning and Host Discovery

Intensity Normal ~

oK | Cancel |

4. Choose “Low” from the “Overall Performance” drop menu.

Experiment with the other performance options and observe how each selected option
(High, Normal, or Low) changes the “Hosts to Scan” and “Processes to Run” settings

5. Leave “Overall Performance” set to “Low” and click “OK” to close the performance
window.

6. Scroll down and “Save” the Option Profile.
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LAB 4: Assets (30 min.)

There are many ways to organize the host assets within your Qualys subscription:

e Geographical location

e Service or function

e Device type or operating system
e Asset owner

e |P address or netblock

e and more ...

Although the methods listed above are commonly used, you may choose other methods or
techniques that are unique to your company or organization.

The proper use of Asset Groups and Asset Tags will allow you to effectively organize and manage
host assets. Asset Groups and Asset Tags can be combined to accomplish numerous objectives,
such as:

e Creating targets for mapping, scanning, reporting, and remediation.
e Assigning access privileges to individual user accounts.
e Host identification and inventory management.

This lab will begin in the Vulnerability Management application with a discussion of Asset
Groups, and then move to the AssetView application to demonstrate Asset Tags and Asset
Search.

Vulnerability Management Assets

The “Assets” section of the Qualys Vulnerability Management application provides an excellent
source of host asset data and information. Here you will find multiple tabs that will allow you to
monitor and manage your asset inventory.

Dashboard Scans Reports Remediation I Assets I KnowledgeBase  Users

= Assets AssetGroups ~ HostAssets = AssetSearch ' VirualHosts ~ Domains  Applications ~ Ports/Services ~ OS  Certificates

1. From the Vulnerability Management application, navigate to the “Assets” section.

2. Click the “Applications” tab and use the “Search” field to locate instances of database
applications in your subscription (HINT: type ‘sql’ in the “Application” search field).

You can use the “Download CSV” button, to export any application list you generate.

3. Click the “OS” tab to view a list of different operating systems within your
subscription.
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o— . )
‘= Assets ' Asset Groups Host Assets Asset Search Virtual Hosts Domains Applications
Overview | Select Asset Tags | - OR - Select Asset Group: | All Groups v | Hide Graph
Certificate Breakdown: All (5) Expired (1) Self-Signed (1) Unigue Key Size (2) Certificate Authority (5)
3
g Click for certificate
1 expiration information.
0 -
Expired Expiring in 10 days Expiring in 11-30 days Expiring in 31-80 days Expiring in 91-180
davs
I‘ New v ‘Search | Fitters + I« 1-60f6 v
] Name / Organization Issuer Algorithm Invalid After / B Key Siz Port Last Fe IP/ Hostname
trn-win7.trn.qualys.c... trn-win7.trn.qualys.com . December 14, 2 64.41.200.247
(] A Not Available Not Available shalWithRSA June 14, 2017 2048 3389 June.... trn-win7.trn....
demo1.vmtest.me StartCom Class 1 Primary . August 25, 201 64.41.200.250
Bl & Notavaiable StartCom Ltd. sha25BWith... ) quct24, 2015 2048 443 June.. b o0s02...
StartCom Class 1 Pr... StartCom Certification Aut . October 14, 202 64.41.200.250
0 StartCom Ltd. StartCom Ltd. sha256With...  Gciober 14, 2007 2048 443 June ... o0%0.502...

Click the “Certificates” tab and click the “Expired” button to ‘breakdown’ your
certificates by expiration.

Click any of the graphic images in the bar chart to view specific host certificate data.

Other certificate ‘breakdown’ options include: Self-Signed, Unique Key Size, and
Certificate Authority.

Click the | N ¥ Thutton to download certificate data into different file formats, such
as CSV or XML.

| Filters

Clickthe'  button to view hosts with Heartbleed and/or Poodle vulnerabilities.

‘vSearch
Click the’ button to locate a specific certificate: Issued Date, Expiration Date,
Key Size, Issuer, or Host.
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Create Asset Group

Asset Groups provide a mechanism for collecting or grouping host assets in your subscription.
Simply create an Asset Group, give it an appropriate name, and add host IP addresses. Here are
some important characteristics of an Asset Group:

= Used to assign access privileges (hosts, scanners, and domains) to individual user
accounts.

= Contains a “Business Impact” setting that is used to calculate Business Risk.

= Can be used as a target for mapping, scanning, reporting, and remediation.

= Asingle host can be a member of multiple Asset Groups.

= Nesting one Asset Group inside another is not supported. *

= Created and updated manually. *

* The last two items in this list, will be addressed using Asset Tags. Asset Tags are updated automatically and dynamically.
Asset Tag “nesting” is the recommended approach for designing functional Asset Tag “hierarchies” (parent/child
relationships).

In the next few steps, you’ll create an Asset Group that contains our training lab target IPs.

Dashboard Scans Reports Remediatiz° Assets KnowledgeBase Users

@Assets =8 Asset Groups Host Assets Asset Search Virtual Hosts )

New w | Search | Filters w 0-00f0 v
Asset Group...
Title 2 Domains Appliances Business Impact User Modified
Host b
No as! S ching your filters. Please modify your filters or add an asset group.
omain...
Download...

1. From the Vulnerability Management application, navigate to A) the “Assets” section,
and click B) the “Asset Groups” tab.

2. Click the “New” button, and select C) the “Asset Group...” option.

3. Type “AG: San Jose” in the “Title” field (representing the geographic location of our
training lab host assets).
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Asset Group Title
IP Hosts
IPs > Use the selections below to designate which hosts this asset group will contain
Domains Enter or Select IPs/Ranges: Select IPs/Ranges | Select Asset Group | | Clear
B, 64.41.200.243-64.41.200.250
Comments
| Display each IP/Range on new line
Cancel

4. Click “IPs” in the navigation pane (left) and enter the IP address range for the lab host

assets: 64.41.200.243-64.41.200.250.

Alternatively, you can click the “Select IPs/Ranges” option to select the IP addresses from

a list.

IP addresses are often associated or directly linked to some domain name. You may

associate domain names with the IP addresses in your Asset Groups.

By default, Asset Groups are created with “Business Impact” set to High.

New Asset Group : "San Jose AG'

Asset Group Title i
Business Info
IPs
Business Impact: | 'High —" 2 View
Domains Min
Division: Minor
Business Info > High
Function: Critical
Comments
Location:
Cancel

LaunchHelp [A x

—

5. Click “Business Info” in the navigation pane (left)and use the drop-down menu to

change the “Business Impact” setting from High to Medium.

6. Click the “View” Link (just right of Business Impact).

Business risk is the product of an Asset Group’s “Average Security Risk” and its “Business
Impact” setting. Once an Asset Group’s Average Security Risk is calculated, its associated

Business Risk can then be determined.
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Business Risk
Business Impact

% Title: Critical High Medium Minor Low
& L] oo (64D (36D (16) 9 )
> 4 64 36 16 g 4
o 3 36 16 9 4 2
2 2 16 9 4 2 1
& 1 9 4 2 1 1

A “Critical” Asset Group will receive a higher Business Risk score than a “High” or
“Medium” Asset Group that has the same security risk average. Asset Groups with a
“Minor” or “Low” impact, will receive even lower Business Risk scores, helping you to
prioritize patching and remediation tasks for your most important assets.

7. Click the “Close” button, followed by the “Save” button.

Dashboard Scans Reports Remediation Assets KnowledgeBase Users

@ Assets RSN Groups Host Assets Asset Search Virtual Hosts Domains Applic

| New v | | searen || Fiers v 1-10f1 b v
Title « IPs Domains Appliances Business Impact User Modified
~ AG: San Jose 64.41.200.243- 0 Medium Student User  04/17/2018
64.41.200.250

AG: San Jose, can now be used as a scanning or reporting target. It can also be used to
provide access privileges to other Qualys user accounts that need to scan or build reports for
the “San Jose” IPs.
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AssetView

AssetView is a core component of the Qualys Cloud Platform, providing a continuously updated

inventory of asset details. It’s a centralized spot for viewing all your asset details, creati

ng asset

tags, querying asset data, and managing customizable dynamic dashboards, all within the Qualys

Cloud Platform.

As you complete the exercises that follow, please note that some lag time may occur between
the point where an Asset Tag is initially created and the point where it is eventually applied to its
respective asset(s). The same lag time may exist between the point where a host is added to the
Vulnerability Management application, and the point where it appears in the AssetView

application.

AssetView
Di er assets and use dynamic tags to keep your
assets automatically organized

SCOvV

AV

1. Use the application drop-down menu to switch to the AssetView application.

AssetView Help v Qualys Manager v Log out
Dashboard  Assets Templates
B
:E AssetView Assets Tags
Saved Searches ~ Assets
Q Search 7
Asset Name C[lck to Vlew Modules Activity Tags
O demo20.s02.sjc01.qualys.com asset deta]'s [ 'vm | Scanned © sanJose AG
trn-win2012-dc.trn.qualys.com & 2012 Standard [ vm | Scanned © sanJose AG
O trn-winZ.trn.qualys.com B4 ¥ Windows 7 Ultimate TR S © sanJose AG
View Asset Details .
demots 1008 R217 Matching tag for © swnsoseAs
44 Activate Assets
Ve Acousion Jos each Asset Group.
demo15.s02.sjc01.qualys.com & Ubuntu/ Tiny Core Linux © SanJose AG
2. Navigate to A) the “Assets” section followed by B) the “Assets” tab.
Here you will find useful host information, and you can use the “Quick Actions” menu to

“View host details.” A single host asset can have multiple tags, simultaneously.
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Asset Tagging

Mobile devices, virtualization, cloud-based services, and remote employees are just a few of the
reasons why it is important to have tools to monitor our rapidly and continuously changing IT
and systems environments.

Asset Tags provide a flexible, scalable, and dynamic solution to help you target changes in host
assets; making data readily available to Qualys applications and services. Asset tags are
continuously updated, when new data and information is provided by a Qualys Scanner
Appliance or Qualys Cloud Agent.

Dashboard Assets Templates

- _—
s== AssetView Assets Tags
Search

(¢P]

v

Name —
A Filter Results Asset Groups
Quick Filters Business Units
Cloud Agent
Not In Use ud Ag
In scope Malware Domain Assets
Favorite
;[ Operating System Parent
Color Unux | Child
v - .' Windows Parent/Child Asset Tag
- Windows Deskiop | Child Hierarchy

' Windows Server Child

Asset Tags are organized into hierarchical structures or parent/child relationships. Some tags
serve both a Parent and Child role. Tags located at higher levels of the hierarchy reflect a
broader scope of host assets, while tags at lower levels of each hierarchy represent a more finite
set of assets.
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Create Operating System Hierarchy

Many tag hierarchies begin with a static “parent” that serves as a “placeholder” for its dynamic
“child” tags. This principle will be demonstrated with a static, parent called: Operating System.

Dashboard Assets

= AssetView

Search
- Name
A Filter Results 4 Asset Groups

Quick Filters Desktop
Not In Use Dan Jose
In scope Server

1. Navigate to the “Tags” tab, and click the “New Tag” button.

| Tag Creation Tum help tips: On | OFf Launchhelp X |

Step 1 of 3 Provide information to help identify the tag

o Tag details Basic information {*) REQUIRED FIELDS

Name*
2 TagRule Operating System «

Review And Confirm
Tag Properties

Color Favorite
Parent tag (leave blank for root tag) Select | Create

(Select parent tag)

Description

Description for this tag
Parent tag of the Operating System hierarchy.

Cancel m
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“Continue” button.

Name this tag: “Operating System”.

Select the color of your choice.

Type “Operating System Hierarchy Parent Tag” in the “Description” field, and click the

Step 2 of 3

Cancel

1 Tag details 4

e Tag Rule

3  Review And Confirm

4

Set the tag type and rules

Rule Engine

No Dynamic Rule

(*) REQUIRED FIELDS

5. Leave the “Rule Engine” field set to “No Dynamic Rule”. This is typical for top level
tags that form the base of a new hierarchy.

6. Click the “Continue” button, followed by the “Finish” button.

Dashboard

Assets  Templates

Quick Filters

~ NotIn Use
~ In scope
| Favorite

Color

=

a Filter Results

‘ New Tag

- Asset Groups

- Business Units

- Cloud Agent

- Malware Domain Assets

- ‘ Operating System

“ Created
23 Jun 2017
086 Jun 2017
06 Jun 2017
086 Jun 2017

23 Jun 2017

@4~

The “Operating System” tag should now be viewable as a “root” element in your Tag
Tree. This tag marks the beginning of the “Operating System” hierarchy. Other tags
added to this hierarchy will also target host OS. Dynamic tags will be created to identify
and reflect changes to host OS.
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Windows Tag
This exercise will nest a Windows tag (child) below the Operating System tag (parent) in the
“Operating System” hierarchy.

Dashboard Assets Templates

.-
s= AssetView Assets [JRELE
h
B Name “+ Created
A Filter Results - Asset Groups 23 Jun 2017

Quick Filters - Business Units 06 Jun 2017
| Not In Use - Cloud Agent 06 Jun 2017
~| In scope - Malware Domain Assets 08 Jun 2017
~| Favorite
l Operating System Quick Actions
Color View
Edit
v
Find assets

Click to view o oo
“Quick Actions” e «
menu_ Delete

1. Select the “Add Child Tag” option, using the “Quick Actions” menu for the “Operating
Systems” tag.
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Tag Creation Tum help tips: On | OFf Launchhelp

Step 1 of 3

o Tag details

2 TagRule

Review And Confirm

Cancel

4

Provide information to help identify the tag

Basic information

Name*
Windows «
Tag Properties

Color Favorite

Parent tag (leave blank for root tag)

l Operating System

Description

Description for this tag
All Windows host assets.

{*) REQUIRED FIELDS

Select | Create

Corime

Type “Windows” in the “Name” field.

Select a color.

Type “All Windows host assets.” In the “Description” field, and click the “Continue”

button.

Select the “Operating System Regular Expression” Rule Engine.
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Tag Creation

Step 2 of 3 Set the tag type and rules

1  Tag details «  Rule Engine

3 Review And Confirm .
windows

Ronwore Case «

Test Rule Applicability on Selected Assets

Turn help tips: On | Off Launchhelp X

(*) REQUIRED FIELDS

Operating System Regular Expression
o Tag Rule L 4 Re-evaluate rule on save
Regular Expression*:

3¢ demo13.502.5jc01.qualys.com

for testing.

Add Asset:  Select an asset v ¢ Test Applicability
© trn-win7.trn.qualys.com =
© trn-win2012-dc.trn.qualys.com =
@ semors Select a host

=

Cancel

| Previous ] Continue

Select the “Re-evaluate rule on save” check box.

Type “windows” in the “Regular Expression” field and select the “Ignore Case” check

box.

This Asset Tagging example does not use regular expression metacharacters. A regex

example will be provided later.

Try testing this rule against host assets in your account. Host operating systems that
match the regular expression receive . Host operating systems that do not match the

regular expression receive X

Click the “Continue” button, followed by the “Finish” button.

Asset Tags that are submitted for re-evaluation may require a few minutes to complete

the re-evaluation process.
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Linux Tag

This exercise will nest a Linux tag (child) below the Operating System tag (parent) in the
“Operating System” hierarchy.

Dashboard Assets Templates

Search Results G - S

Name “ Created
a Filter Results Asset Groups 23 Jun 2017
Quick Filters Business Units 06 Jun 2017
~ NotIn Use Gloud Agent 06 Jun 2017
1 In scope Malware Domain Assets 086 Jun 2017
| Favorite
Color View
Edit
v
Find assets

Click to view o oo
“Quick Actions” o «
menu. Delete

1. Select the “Add Child Tag” option from the “Quick Actions” menu of the “Operating
Systems” tag, you just created.

Tag Tum help tips: On | OFf Launchhelp %
Step 1 of 3 Provide information to help identify the tag
o Tag details w  Basic information (") REQUIRED FIELDS

Name*
2 TagRule —— «

Review And Confirm

Tag Properties
Color Favorite
—  F - Make this tag fvorte
Parent tag (leave blank for root tag) Select | Create

l Operating System

Description

Description for this tag
All Linux host assets.

Cancel " Continue
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v k w N

Type “Linux” in the “Name” field.
Select a color.
Type “All Linux host assets.” In the “Description” field and click the “Continue” button.

Select the “Operating System Regular Expression” Rule Engine.

Tag Creation Turn help tips: On | Off Launchhelp X
Step 2 of 3 Set the tag type and rules
1  Tag details w  Rule Engine {*) REQUIRED FIELDS

Operating System Regular Expression Y
o Tag Rule v Re-evaluate rule on save
Regular Expression*:

3  Review And Confirm
linux

Ignore Case «
Test Rule Applicability on Selected Assets

Add Asset:  Select an asset 7 (g Test Applicability
© demo20.s02.sjc01.qualys.com

(© demo13.502.5jc01.qualys.com =

© demo15.s02.sjc01.qualys.com &)
@ demo14.s02.sjc01.qualys.com Se IeCt a hOSt =
3¢ tm-win7.tm.qualys.com for testl n g ®

Cancel | Previous | [« 1110

Select the “Re-evaluate rule on save” check box.

In the “Regular Expression” field, type “linux” (omit quotes) and then select the
“Ignore Case” check box.

This Asset Tagging example does not use regular expression metacharacters. A regex
example will be provided later.

Try testing this rule against host assets in your account. Host operating systems that
match the regular expression receive 7. Host operating systems that do not match the
regular expression receive A

Click the “Continue” button, followed by the “Finish” button.

Asset Tags that are submitted for re-evaluation may require a few minutes to complete
the re-evaluation process.
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Dashboard Assets Templates

‘= AssetView Assets Tags

Search Results | New Tag D
Search ~
- Name “+ Created
A Filter Results - Asset Groups 23 Jun 2017

Quick Filters B » | Business Units 06 Jun 2017
= RS - Cloud Agent 06 Jun 2017
~ In scope - >~ Malware Domain Assets 06 Jun 2017
| Favorite

= 4 l Operating System 23 Jun 2017

Color _ .

' Linux 23 Jun 2017
v - [ windows 23 Jun 2017

Your “Operating System” hierarchy should now have two child tags (Linux and Windows)
nested below the “Operating System” parent tag.
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Extending the Operating System Hierarchy

This next set of exercise steps will add child tags below the existing “Windows” tag, making the
“Windows” tag both parent and child at the same time. This next generation of tags will create
an additional nested layer in the “Operating System” hierarchy that differentiates between
Windows desktops and Windows servers.

Dashboard Assets Templates

Search Results Actions (1) v New Tag ] v

—

Search
Name “ Created
4 Filter Results Asset Groups 23 Jun 2017
Quick Filters Business Units 06 Jun 2017
- Cloud Agent
Not In Use ud Ag 06 Jun 2017
) In scope Malware Domain Assets 06 Jun 2017
Favorite
4 l Operating System 23 Jun 2017
Color Linux 23.Jun 2017
v l Windows | Quick Actions
View
Edit
Find assets
Move to root

Mark as favorite

» Add Child Tag
Delete

1. Expand the “Operating System” hierarchy and select the “Add Child Tag” option from
the “Quick Actions” menu of the “Windows” tag.

2. Type “Windows Desktop” in the “Name” field.
3. Select a color, provide a short description, and click the “Continue” button.

4. Select “Operating System Regular Expression” from the “Rule Engine” drop-down
menu.
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Tag Creation Turn help tips: On | Off Launch help ¥

Step 2 of 3 Set the tag type and rules
1 Tag details v Rule Engine (") REQUIRED FIELDS
e Tag Rule @ Operating System Regular Expression v Re-evaluate rule on save *
Regular Expression*:
3  Review And Confirm ~Windows (2000%|XP|7|8)((?1\/).)*$ *

¥ Ignore Case *

Test Rule Applicability on Selected Assets

Add Asset: | Select an asset v g Test Applicability

\,) trn-win7 trn.qualys.com =

© trm-win81.trn.qualys.com Test your Regex here. (&)
X demol6 =

Cancel Previous l
L

This example was derived from the OS Regular Expression Library, found on the Qualys
Community (https.//community.qualys.com/docs/DOC-4029).

Click the “Re-evaluate rule on save” checkbox.

Enter the following expression, into the “Regular Expression” field:
AWindows (XP|718110) ((2!\/).)*S

Select the “Ignore Case” checkbox.

NOTE: If using copy & paste, make sure you remove any blank space at the beginning or
end of your regular expression. Blank space in your regex will typically create tag rule
errors.

Use the “Test Rule...” section to validate your expression.

A properly constructed regex will place tags only on hosts with a Windows desktop OS.

Click “Continue” and “Finish”.

Asset Tags that are submitted for re-evaluation may require a few minutes to complete
the re-evaluation process.
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10. Using the previous example as a guide, add one more Asset Tag to the “Windows”
hierarchy:

Windows Server: “Windows.* (2003120082012 12016) ((?2'\/).)*S

Tag Creation Tum help tips: On | Off Launchhelp X

Step 2 of 3 Set the tag type and rules
1 Tag details v Rule Englne (") REQUIRED FIELDS
e Tag Rul < Operating System Regular Expre v Re-evaluate rule on save
ag Rule

Regular Expression*:
3  Review And Confirm Windows .*(2003 | 2008|2012 | 2016)((?!\/).)*$

Ignore Case

Test Rule Applicability on Selected Asset

Add Asset: | Select an asset v (9 Test Applicability
.Q trn-win2012-dc.trn.qualys.com {C)
(@) demo16 =

Cancel ( Previous

**Make sure you click the “Re-evaluate rule on save” and “Ignore Case” checkboxes.
Also ensure you’ve removed extra white-space from your regex.**

Dashboard Assets  Templates

e o oo - R 2o~
Search .
Name “+ Created
Quick Filters Business Units 06 Jun 2017
B Cloud Agent
S loud Agent 06 Jun 2017
In scope - Malware Domain Assets 06 Jun 2017
Favorite -
P l Operating System 23 Jun 2017
Cols
olor Linux 23 Jun 2017
v 4 l Windows 23 Jun 2017
Windows Desktop 23 Jun 2017
- l Windows Server 23 Jun 2017

Your “Operating System” hierarchy should now have two more child tags nested below
the “Windows” tag that distinguish between desktops and servers. Notice that the
“Windows” tag now serves the roles of both parent and child.

Attempt to keep your Asset Tag hierarchies highly-cohesive, where each hierarcy
contains Asset Tags of similar type or function.

You’ll find more Asset Tag examples and illustrations in Appendix B, “Asset Tag
Examples.”
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AssetView Search

AssetView provides a very powerful method to query all your asset data in one location. You
can search through the asset data obtained from a Qualys Scanner Appliance and Qualys Cloud

Agent. With AssetView, you can export your query results, view them in a topological graph, or
build widgets from your queries in your own Dashboard.

Dashboard Assets c

cmm AssetView

Saved Searches v

Search... h

1. Navigate to the “Assets” section and the “Assets” tab, to utilize AssetView’s search
capabilities.

AssetView v

Dashboard Assets  Templates

i= AssetView Assets [ERETH

Saved Searches ~

operl
—
Syntax Help
Search provides operatingSystem
options as you type Use quotes or backticks within values to help you find the operating system you're looking for.

jopercll
Examples
Syntax Show any findings with this OS name
Help is also

i Show any findings that contain components of OS name
provide operatingSystem: "Windows 2012

operatingSystem: Windows 2012

Show any findings that match exact value "Windows 2012"

2. Begin typing “operatingSystem” into the Search field.

3. Click on “operatingSystem” in the dropdown options you are provided.

Dashboard Assets Templates

i= AssetView Assets Tags

Saved Searches ~

v Assets
I operatingSystem:Windows @ Search 7
Group assets by. 7 v
O Asset Name 0os Modules Activity Tags
O trn-win7.trn.qualys.com 2* Windows 7 Ultimate [vm | Scanned ‘ Windows
64.41.200.247 an hour ago Windows D...
1 more tags

4. Type “Windows” (without quotes), and press the “Enter” key on your keyboard.
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| v.| 4 assets 5 v
Tags

Manufacturers

Tags Desktop

Manufacturers San Jose

BIOS description

Total memory (in Mb) Server

Timezone Mail Server

Open Port San Jose

Processor

Service Desktop

Account username San Jose

5. Under the “Group asset by...” dropdown menu, select “Operating Systems”.

This will give you a breakdown of all your different Windows Operating Systems based
on information collected from your Vulnerability Management Scans and Cloud Agents.

Dashboard Assets Templates

i= AssetView Assets ERENT

Saved Searches ~ create widget save v Assets
operatingSystem:windows (2] Search 3
Operating Systems v Found 3 unique
—
Operating System: All results Q Assets v

Windows 2008 R2/7 1

Windows 7 Ultimate 1

Windows Server 2012 Standard 64 bit Edition AD 1

6. Click the “View Network Graph” icon to view a topology of your assets from these
search results. You can click on assets from within the graphical representation and
view their details.

7. Once done viewing the graphic, close the topology view.
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Dashboard  Assets Templates

{= AssetView Assets EENENT

Saved Searches ~ create widget

save

v Assets

operatingSystem:windows © Search 3
Operating Systems v Found 3 unique
Operating System: All results Q Assets v
Windows 2008 R2/7 1
Windows 7 Ultimate 1
Windows Server 2012 Standard 64 bit Edition AD 1

8. Click the “save” link above the Search box.

13
p ¥4

"Edit your current search

Saved Searches

Saved Searches allow you to quickly navigate from one search filter to another.
Search Title* (*) REQUIRED FIELDS

Windows Assets|

Add this search to your favorites #ffsssss  Add to favorites to reuse later

Share this search with others h Share with other users in your
Subscription

caen

9. Give it a Search Title of “Windows Assets” and check the boxes next to “Add this
search to your favorites” and “Share this search with others”.
10. Click the “Save” button.

This gives you the ability to come back to your searches you use often, without having to
retype the whole search. By sharing with others, other users will also be able to use your
saved query.
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«== AssetView

- . .

Saved Searche Windows Assets

Favorite Searches

Windows Assets e

W

0s

11. Click on “Saved Searches” and view your recently saved search.

12. Replace your existing search with the following query to find all your Linux systems

that also have vulnerabilities where there is a patch available:

3k 3k 3k 3k ok 3k 3k ok 3k 3k ok 5k 3k ok ok 3k ok ok 5k 3k ok ok 3k ok ok 3k ok ok 5k 3k ok 5k 3k ok ok 3k ok ok ok 3k ok 5k 3k ok ok 3k ok ok sk ok ok 5k 3k ok %k 3k ok ok 3k 3k ok ok 3k ok ok 3k ok ok 3k 3k ok 5k 3k ok ok 3k ok ok ok ok ok ok ok ok ok ok ok

operatingSystem:linux and vulnerabilities.vulnerability.patchAvailable:"true"

3k 3k 3k 3k ok 3k 3k ok 3k 3k ok 5k 3k ok ok 3k 3k ok 5k 3k ok 5k 3k ok ok 3k ok ok 5k 3k ok 5k 3k ok ok 3k ok ok ok 3k ok 5k 3k ok ok ok ok ok sk ok ok 5k 3k ok 5k 3k 3k ok sk 3k ok ok 3k ok ok ok ok ok 3k 3k ok 3k 3k ok ok ok ok ok ok ok ok ok ok ok ok ok ok

Dashboard Assets Templates

‘= AssetView Assets JENETH

Saved Searches ~ Windows Assets create widget save saveas undo
operatingSystem:linux and vulnerabilities.vulnerability.patchAvailable: "true"
Operating Systems v
Operating System: All results Q
Oracle Enterprise Linux 5.6
Oracle Enterprise Linux 7.1

X

Ubuntu / Tiny Core Linux / Linux 2.6.x

Search Actions v

(2

Search

Assets

Assets

3

-

13. Click any of the operating systems listed, to view specific assets.
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S

Saved Searches

Saved Searches allow you to quickly navigate from one search filter to another.

Search Title* (*) REQUIRED FIELDS
Patchable Linux Assets|

Add this search to your favorites

Share this search with others

Cancel " Save

14. Use the “Save As...” link to save this as “Patchable Linux Assets” as well as “Add this
search to your favorites”.

15. Click the “Save” button.

The capabilities of the search feature in AssetView are nearly endless. Use the “Help”
menu to find all the different Asset Search fields you can use to filter your data.
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AssetView Dashboard

AssetView enables you to build unlimited, dynamic dashboards to view your IT and security data
in many ways. Dashboards in AssetView will save you time because they will contain
customizable, up-to-date views of your data without having to manage API scripts and
spreadsheets. You can build as many dashboards as you need.

1. From within AssetView, click on the “Dashboard” section.

AssetView v

Dashboard Assets Templates Connectors

Asset Overview -~

hcions R

Configure Dashboard

5 IN SCOPE
Set as Default Dashboard

Create Template from this Dashboard 'k 4

Create New Dashboard ’

Delete this Dashboard

Print Dashboard

_— S

2. Click the “Actions” button and select the “Create New Dashboard” option.
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Create a new dashboard x |

Templates Create a new dashboard from an existing template
Start by picking the desired template and click Next to customize it.
This is a blank dashboard which can then be custom-filled
Threat (2] with different widgets.
Assets 0
Shared o
Global IT Overview [E1 = =
This dashboard displays a breakdown of all your assets by 0 : i Q___
tags, operating systems, manufacturers, etc. Quickly visualize -~~~
which assets have recently been updated, which software is
running on your assets, and which assets are vulnerable. I I l . -
ThreatPROTECT [E1 =
This template presents a global overview of your threats on -
your indexed assets. It leverages Qualys threat intelligence
Cancel | Next
et T

Click the “Blank” option, and click “Next”.

Give it the name of “First Dashboard”.

Click the checkbox to “Make this dashboard my default”.

o u A~ W

Click “Create”.

This creates a blank canvas for you to build your own widgets. Your widgets will use
elastic search and enable you to customize your own Dashboard(s).

Modules v

Dashboard Assets

Asset Overview -~

Actions Add Widget ‘_

7. Click the “Add Widget” button.
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Add a new widget to your dashboard x

Templates Pick a preconfigured widget to add to your or create a cusl{%m widget <immm—n
You can also create and customize your own widgets.
m Assets with potential high data-loss ASSETS WITH POTENTIALLY HIGH
vulnerabilities DATA LOSS VULNERABILITIES
Threat (4] See how many assets have data loss. 4 1 8
Assets ° Requires the live threat intelligence feed from Qualys vs All Assets
Click here to learn more. D (BN
Shared (0]
Gustom (4] Assets with easily exploitable ASSETS WITH EASILY
vulnerabilities [ EXPLOITABLE VULNERABILITIES
See how many assets have one or more easily exploitable
vulnerabilities.
Requires the live threat intelligence feed from Qualys " ?1.;1 un?n
Click here to leamn more.
Assets with public exploit available (=1 ASSETS WITH PUBLIC EXPLOIT
See how many assets have one or more vulnerabilities that AVAILABLE
have a public exploit available. 4 1 6
Requires the live threat intelligence feed from Qualys
Click here to lean more. " ,;nulu":c;“
—
Cancel Next

8. Click the link to “create a custom widget”.
9. Give it atitle “Sev 4 and 5 Vulns by 0S”.
10. Enter the following query to find hosts with vulnerabilities that have severity 4 or 5:

2k 3k 3k ok ok 3k ok ok 3k ok ok 5k 3k ok 5k 3k ok ok 5k 3k ok 5k 3k ok 5k 3k ok ok 3k 3k ok 5k 3k ok 5k 3k ok ok sk ok ok 5k 3k ok 5k 3k ok ok 3k 3k ok ok 3k ok ok 3k ok ok 3k 3k ok 5k 3k ok ok 3k ok ok ok ok ok ok ok ok ok ok kk ok

vulnerabilities.vulnerability.risk:40 or 50

3 3k 3k 3k 3k 3k sk sk sk 3k 3k 3k 3k sk sk sk sk 3k 3k 3k 3k sk sk sk sk 3k 3k 3k ok sk sk sk 3k 3k 3k 3k sk sk sk sk 3k 3k 3k sk sk sk sk sk 3k 3k 3k ok sk sk sk ok ok 3k ok sk sk sk sk sk R sk sk sk sk sk sk R sk sk sk sk sk sk ok
11. Click the “Pie” option, and the “Show Labels” checkbox.

12. Under the “Categories” click on “operatingSystem”.

13. Under “Limit to” select “Top 5”.

14. Click the “Add to Dashboard” button.

15. View your new widget in your Dashboard.
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LAB 5: Reporting (25 min.)

Qualys stores your generated reports for a week. This is handy when you generate a large
report that you want to share with your colleagues. Qualys only needs to process the data when
you create the report; your colleagues can simply click to view the generated report.

High Severity Report

As we’ve seen, using raw scan data can be overwhelming. It’s better to generate a report to
consolidate, organize, filter and generally make scan data usable for reviewing. Let’s begin by
creating a High Severity Report. The High Severity report is useful for showing only the most
severe vulnerabilities, levels 4 and 5 (confirmed).

Yulnerability Management
VM Map and scan your network, prioritize your
critical vulnerabilities and fix them

1. Use the application drop-down menu to open the Vulnerability Management
application.

Dashboard Sca°Reports Remediation Assets KnowledgeBase Users

nili Reports | g BRI Schedules Templates Risk Analysis Search Lists >

New v || Search | | Filters w 0-00f0 v

View Report T Scan Report 4 Template Based... «reated -~ Expires Size Status
Scorecard Report... PCI Scan Template...

NU TEPUINS ounu.

Map Report...

Patch Report...
Authentication Report
Remediation Report...
Compliance Report...
Asset Search Report...

Download...

2. From A) the Reports section, click B) the Reports tab.

3. Click the “New” button followed by “Scan Report >” and then select the “Template
Based...” option.

4. Type “Confirmed High Risk Vulnerabilities” in the “Title” field.
5. Select “High Severity Report” in the “Report Template” field.

6. Select “HTML pages” in the “Report Format” field.
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Report Source*

Select at least one asset group or IP to draw data from.

Asset Groups Select items . "% Select
IPs/Ranges “k Select

192.168.0.87-192.168.0.92, 192.168.0.200 Add[Tags % lnclude
Asset Tags Include hosts that have | Any v | of the tags below. Add Tag windows

a [ Operating System
4 [[ windows

Windows Deskiop «

[ Windows Server

Click to add a tag as
the report target.

7. Scroll down to the “Report Source” section, click the “Add Tag” link and enter
“windows” in the “Search” field.

8. Select the “Windows Desktop” tag as the report source/target.

9. Click the “Run” button to view the report and scroll down to the “Detailed Results”
section.

Integrated Workflow Actions

When the “HTML pages” report format is used, additional functionality is integrated into the
High Severity and Technical Reports using the [#~]icon. Using “workflow actions” you can
ignore vulnerabilities, create remediation tickets, or view remediation tickets that already exists.

High Severity Report

File~ View~

Status can change
from New, to Active, to
Fixed, to Reopened.

Help ~

Detailed Results

w TRN-WIN7 (64.41.200.247, trn-win7.trn.qualys.co
San Jose AG l Windows Windows Desktop

Windows 7 Ultimate

w Vulnerabilities (257) FH[E

> MEEEN 5 Microsoft Windows TCP/IP Remote Code Execution Vulnerabilities (MS11-083) New (4]

> BMEMEN 5 Microsoft Windows Print Spooler Components Remote Code Execution Vulnerability (MS13-001) New (4~
> BEEEN 5 Microsoft NET Common Language Runtime and Silverlight Remote Code Execution Vulnerabilities (MS10-060) New (4~
> BEBEN 5 Mozilla Firefox and Thunderbird SVG Animation Remote Code Execution Vulnerability (MFSA2016-92) New (4]
> BEBEN 5 Mozilla Firefox / Thunderbird / SeaMonkey Multiple Vulnerabilities New (4~
> HEEEMN 5 Microsoft Windows Kernel Multiple Elevation of Privilege Vulnerabilities (MS13-031) New (4~

Notice the vulnerability status next to the action icon. The first time a vulnerability is found the
word “New” will appear in the report. When a vulnerability is discovered more than once, its
status will change to “Active.” If the vulnerability has been fixed, the word “Fixed” appears.
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High Severity Report

File~ View~ Help~

Detailed Results

w TRN-WIN7 (64.41.200.247, trn-win7.trn.qualys.com) Windows 7 Ultimate
San Jose AG ' Windows Windows Desktop

w Vulnerabilities (257) E[E
> HMEMNEN 5 Microsoft Windows TCP/IP Remote Code Execution Vulnerabilities (MS11-083) e

NeW
> MEEEN 5 Microsoft Windows Print Spooler Components Remote Code Execution
> WEBEN 5 Microsoft NET Common Language Runtime and Silverlight Remote Code Execution Vulneraoiie NEW -
(MS10-060)
> MMMEN 5 Mozila Firefox and Thunderbird SVG Animation Remote Code Execution Vulnerability (MFSA2016-92) New (4~
> BEEEN 5 Mozilla Firefox / Thunderbird / SeaMonkey Multiple Vulnerabilities New (4]
» BMEBEEN 5 Microsoft Windows Kernel Multiple Elevation of Privilege Vulnerabilities (MS13-031) New (4]
» BMEBEEMN 5 Adobe Flash Player and AIR Security Update (APSB15-32) New (4]

1. Using the first host in the report, mouse-over the menu of the first vulnerability,
and choose the option to “Ignore vulnerability”.

2. Enter an appropriate reason, such as “Host has been retired” and click the “OK”
button.

It is important to note that the steps above will ignore one vulnerability specifically for
one host. Other host devices that might have this same vulnerability will not be affected
by these actions.

3. Close the report.
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Selective Vulnerability Reporting

Best Practice: Scan for everything, and then be selective (customize) in your reporting.

The last exercise used an “out-of-the-box” report template. This exercise will have you create a
custom report template that targets one group of vulnerabilities, while excluding a second group
of vulnerabilities.

Dashboard Sca° Reports Remediation Assets KnowledgeBase Users
B
ili Reports ' Reports ~ Schedules [RCIEE RiskAnalysis |~ Search Lists

New w | Search | | Filters ov 1-130f13 v
% Title Scan Template... « . Type Vulnerability Data User Modified
PCI Scan Template...
) 2008 SANS p,icn Template... {# Host Based System 06/06/2017
%) Executive f Map Template... ofp Host Based System 06/06/2017
&) Executive f il (#| Host Based Qualys Manager 06/06/2017
. load...
’, High Sever .Dom(n — (& Host Based Qualys Manager 06/06/2017
‘! Payment Card Industry (PCI) Executive Report Z Scan Based System 06/06/2017

Navigate to A) the “Reports” section, and click B) the “Templates” tab.
Click the “New” button and select the “Scan Template...” option.

Title the report “Patchable Severity 4+5 Vulnerabilities”.

W N PR

Click “Findings” in the navigation pane (left) and select the “Windows” Asset Tag as
the target for this report.

5. Click “Display” in the navigation pane (left) and scroll down to the “Detailed Results”
section. Choose the option to sort by vulnerability and select the check box to include
the Vulnerability Details.
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Selective Vulnerability Reporting

Use Complete reporting to show results for any and all vulnerabilities found or
use Custom to report on a selection of vulnerabilities.

Complete

® Custom

%) Info Title 4 Add Lists
€ (9 Patchable Severity 4+5 Vulnerabilities v.1 Clear All

%) Info Title a

Exclude QIDs

6. Click “Filter” in the navigation pane (left) and click the “Custom” radio button in the
“Selective Vulnerability Reporting” section.

7. Click the “Add Lists” button and select the “Patchable Severity 4+5 Vulnerabilities
v.1” Search List. Click “OK.”

. [ Test | .
8. Click the I;SJ button to test your custom filter.

9. Close the report, returning to the “New Scan Report Template” window.

New Scan Report Template

Report Title

Selective Vulnerability Reporting
Findings

Use Complete reporting to show results for any and all vulnerabilities found or
Display use Custom to report on a selection of vulnerabilities.

Complete
Filter > ® Custom
Services and Ports %) Info Title 4| Add Lists
G i iliti Clear All
NEedAccees (%] Patchable Severity 4+5 Vulnerabilities v.1
%) Info Title -

¢! Exclude QIDs

%) Info Title «  AddLists
€ () Microsoft Vulnerabilities v.1 Clear All
x) Info Title -

10. Click the “Exclude QIDs” checkbox, and then click the “Add Lists” button.
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11. Select the “Microsoft Vulnerabilities v.1” Search List.

If the list of “Critical Vulnerabilities with Vendor Patches” contains “Microsoft
Vulnerabilities” they will be excluded from the report.

. Test | . . . L
12. Click the |LJ button again to test your custom filter with the new exclusion list.

13. Close the report and “Save” the report template.

Scheduled Reporting

Like with mapping and scanning, users can schedule reports to run automatically at a scheduled
time, or recurring basis. Users can also set options to notify select distribution groups when a
report is complete and ready for viewing.

In the steps that follow, a new template-based scan report will be scheduled using the
“Executive Report” template.

Vulnerabilities by Severity over Time

Severity Level

93y

| | 26 Severity 5 +5 0

844 ] 7 Severity 4 0
Y 751 O 14 Severity 3 +1 0
2 664 [0 40 Severity 2 0
Li 574 O 6 Severity 1 +4 B
p +
3 sl 93 Total 10 &
]
2 39y
K]
-
>

30
21
124
3 .
07/30  07/3L  08/0L  08/02  08/03  08/04  08/05  08/06

15:34 15:34
Date

The Executive Report is a high-level trend report. It identifies changes to the vulnerability
exposure of your network over time.

5 Biggest Categories

Category Confirmed (Trend) Potential (Trend) Information Gathered Total (Trend)

Windows 34 (+4) 0 - - 34 +4 0
Web server 14 0) - - - 14 (0) -
TCPNP 12 (+4) 0 - - 12 (+4)Q
SMB / NETBIOS 10 1)@ - . 10 +1)@
RPC 8 1)@ - . 8 +1g
Total 78 (+10) (3 - - 78 +10) [y

The “Top Vulnerability Categories” table in the Executive Report, illustrates the areas that need
the most work, and how much the exposure has changed, so you can allocate resources to cover
your most critical needs.

70



Vulnerability Management v

New v || Search | Filters v

Compliance Report...

Download...

Dashboard Scans Reports Remediation Assets KnowledgeBase Users

‘= Reports ' Reports IO Templates = RiskAnalysis = Searchlists = Setup

U Title ‘ Scan Report 4 Template Based... & | . Created Next
Scorecard Report PCI Scan Template...
Patch Report... . woschedule task found matching your filters. Please modify your fil
Authentication report
Remediation Report...

1. Within the Reports section, navigate to the “Schedules” tab.

2. Click the New button and select Scan Report > Template Based.

New Scan Report

Use the following form to create a new report on scan data.

Report Details

Title: Demo Scheduled Report

Report Template: * Executive Report *x Select

Report Format: * Portable Document Format (PDF) A

Report Source*

Select at least one asset group or IP to draw data from.

IPs/Ranges *k Select

ample: 192.168.0.87-192.168.0.92, 192.168.0.200

Asset Tags Include hosts that have | Any v | of the tags below.

Report Options

Asset Groups All % KO v “k Select

Launch Help

Add Tag

Scheduling *
Schedule this report to fun automatically at the time you specify.

Start: un29,2019 | 31 | 00:00
(GMT -06:00) United States, Texas (Central Standard Tin ¥ DST

Occurs: Monthly j Day 1 of every | 1

month

I ©OThe First j Monday j of every 1

month I

Ends after occurrences

Schedule Cancel

3. Type “Demo Scheduled Report” in the “Title” field.

4. Select “Executive Report” in the “Report Template” field.
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5. Select “Portable Document Format (PDF)” in the “Report Format” field.
6. Under Report Source, select the “All” Asset Group.

7. Under Report Options, click the “Scheduling” check box.

8. Leave the start date and time at their default values.

9. Select a time zone of your own preference.

10. Select “Monthly” in the “Occurs” field, along with the radio button option for the first
Monday of every month (see the illustration above).

11. Click the Schedule button to finish.
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LAB 6: Threat Protection (20 min.)
Activate Threat Protection

When activated, the Qualys Threat Protection application provides additional features to VM
that will help you create reports to identify vulnerabilities associated with various Real-Time
Threat Indicators:

INFRASTRUCTURE SECURITY (6)

Vulnerability Management In Trial
VM Map and scan your network, prioritize your critical

vulnerabilities and fix them.
Continuous Monitoring In Trial
CM Set up monitoring and alerting of new security risks

Certificate View In Trial
CERT Analyse and manage SSL/TLS certificates and

vulnerabilities

Container Security In Trial
CS Discover, track, and continuously protect Containers

and Images

Threat Protection Start Trial
TP Add threat intelligence fi our existing

AssetView

IT OPERATIONS (1)

AssetView In Trial
AV Asset Management, Tagging, and Search

1. From within the Application Picker, click the Threat Protection option.

Get Started for Free!

Threat Protection helps you proactively protect your assets by correlating
live threat intelligence feed with your data.

Start 14-Day Trial hl

2. Click the “Start 14-Day Trial” button, “Confirm”, and then “Close and Continue”
button.
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Reporting with Threat Protection RTIs

A vulnerability becomes a greater risk when it has an associated threat. Qualys Threat Protection will
help you identify the vulnerabilities associated with the following Real-Time Threat Indicators:

Public Exploit — Zero Day — Actively Attacked — High Lateral Movement — Exploit Pack —

Easy Exploit — No Patch Available — High Data Loss — Denial of Service — Malware.

Search Lists with Threat Protection RTls

You can use Threat Protection RTls in a report to drive remediation of your assets under immediate

threat.

Vulnerability Management
VM Automated Host Security Assessment and Reporting

1. Use the application drop-down menu to open the Vulnerability Management application

B W N

Click on the “Reports” section followed by the “Search Lists” tab.
Click the “New” button and select the option for “Dynamic List...”.

Type “Easy Exploit” in the “Title” field.

General Information

List Criteria

Comments

ThreatPROTECT RTI

ThreatPROTECT Real-Time Indicators (RTI) help you prioritize active security threats and

understand your threat exposure. Select the indicators you would like to report on.
ThreatPROTECT RTI >

Zero Day
Active attack have been observed in the wild but there is no patch from the vendor

Exploit Public
Exploit knowledge is well known and a working exploitation code is publically available.
Potential of active attacks is very high

Active Attacks
Active attacks have been observed in the wild. If there are no patches Qualys will mark it as
Zero day in addition to actively attacked.

High Lateral Movement
After a successful compromise, attacker has high potential to compromise other machines in
the network.

—’ Easy Exploit

The attack can be carried out easily and requires little skills or does not require additional
infomration

5. Under the “Threat Protection RTI” tab, click the option for “Easy Exploit”.

6. Click the “Save” button.

Create Patch Report with Threat Protection RTI

1. Click the “Reports” section and the “Templates” tab.

2. Click “New” and select “Patch Template...”.

3. Type “Patchable Vulnerabilities - Easily Exploited” in the “Title” field.




Report Title

Display

Filter

User Access

Cancel

Launch Help

& x

Configure Recommended Patches

We recommend you select our new patch evaluation method for the most accurate patches to be recommend:
is required (all applicable QIDs) for the hosts you want to report on.

Classic patch evaluation | @ QID based patch evaluation (new) | «

We'll recommend the most accurate patches when you have complete findings (all applicable QIDs) for thi
this template. Multiple patches may be required to fix a vulnerability and with this option we'll report all rec

Choose Host Targets

Asset Groups San Jose AG X « KO
IPs/Ranges *) Select

lo: 192.168.0.87-12.168.0.92, 192.168.0.200
Asset Tags Include hosts that have | Any |+ | of the tags below.

no tags selected

T - |

Click “Findings” in the navigation pane (left) and select the option for “QID based patch

evaluation (new)”.

Choose “AG: San Jose” as the host target.

New Patch Templ

Report Title
Findings
Filter

User Access

Launch Help

@ x

Detailed Results

Sorting and Grouping

Group by: * Patch

- =

Add the following data to report
QIDs that will be fixed by each patch
Available links for each patch
Patches from unspecified vendors

|+

Cancel

Display patch severity by:
O Assigned Severity: Assigned to the QID for the patch detection.
" Highest Severity: Highest across all QIDs found on the host that can be fixed by the patch

Test

Click “Display” in the
down menu.

navigation pane (left) and select “Patch” using the “Group by” drop-

Check all the boxes under “Add the following data to report.”




New Patch Template Launch Help x

Report Title
Selective Vulnerability Reporting
Findings
Use Complete reporting to show results for any and all vulnerabilities found or
Display use Custom to report on a selection of vulnerabilities.
“IComplete
Filter P

> ©cCustom *

User Access % Info Title ——
@ (@ EasyExploit CIearAlI;lJ

%) Info Title a

| Exclude QIDs

Cancel Test Save As... l

8. Click “Filter” in the navigation pane (left) and click the “Custom” radio button.

9. Click the “Add Lists” button and select the checkbox next to the “Easy Exploit” Search List you
built in the previous section, and then click “OK”.

10. Click the “Test” button to preview your report configuration settings.

) Patch Report
QUG'YS. Enterprise
A Report Summary
Company:  Qualys Trainin
pany: 4 0 Total Hosts Requiring Vulnerabilities
Created by: Qualys Manager Patches Patches Addressed
Created on: 06/02/2018 612 7 861
Includes hosts scanned since 05/03/2018.
View Report Targets...
PATCH OSTS requiring 'Linux Kemel hns_enet.c Local Denial of Service Vulnerab
Vendor ID s... |Title Published H | FEXN NS Name NetBIOS | OS Vulns
Commit log 3 Linux Kernel hns_enet.c Local Denial of S... 360 days ago 4 64.41.20. demo13.502.5jc01.. CentOS 6.4 1
Commit log 3 Linux Kernel 'drivers/scsiflibsas/sas_expa... 149 days ago s 64.41.20. demo14.502.5ic01.... Oracle Enterprise Linux 5.6 1
Commit log 3 Linux Kernel ‘mm/oom_kill.c’ Local Denial ... 185 days ago 4 64.41.20... demo15.502.5jc01.. Oracle Enterprise Linux 7.1 1
Commit log 3 Linux Kernel 'fs/ocfs2/file.c' Local Denial o... 199 days ago 4 64.41.20. demo020.502.5jc01.... CentOS 6.5 1
Commit log 3 Linux Kernel ‘net/rds/rdma.c’ Denial of Se. 178 days ago 4
KB410147... 5 Microsoft Windows Security Update May 2... 25 days ago 3
BashRemo.. 5  Bash Command Injection/Remote Code E. 3 years ago 3
Page 1/of25| b Pl ||Fitter X 1-2501612 {1 | Page 1lof1| » Pl | Filter X 1-40f4

11. Click the “Hosts” column header in the left pane, until patches with the greatest number of
hosts appear at the top of the list.

Knowing which patches impact the greatest number of hosts can be useful information, when
creating patch deployment schedules.



) Patch Report
QUO'YS. Enterprise
A Report Summary
Company:  Qualys Trainin
pany: v ing Total Hosts Requiring Vulnerabilities
Creatod by: Qualys Manager Patches Patches Addressed
Created on: 06/02/2018 612 7 861
Includes hosts scanned since 05/03/2018
View Report Targets...
PATCHES HOSTS requiring ‘Google Chrome Prior 10 67.0.3396.62 Multiple Vulnerabilities' (1)
Vendor ID Sev. | Title Published * Hosts FCDO DNS Name |Netslos |os Vulns
Google Chro.. 3 ‘Google Chrome Prior to 67.0.3396.62 Multip. 4 days ago 1 u 64.41.200. trn-win7.trn.qualys. TRN-WIN7 Windows 7 Ultimate 1
ELSA-2018-.. 3  Oracle Enterprise Linux Security Update for 18 days ago 4]
3 Google Chrome Prior to 66.0.3359.181 Multi... 18 days ago 1
CESA-2018:... 4 CentOS Security Update for kemel (CESA-2... 23 days ago 2
Google Chro. 4 ‘Google Chrome Prior to 66.0.3359.170 Multi... 23 days ago 1
Page 1)of2s| b M | Fiter X 1-2501612 Page 1 0f1 Filter X 1-10f1

12. Click the “Published” column header in the left pane, until the most recently published
patches appear at the top of the list.

These are the latest threats impacting your host assets.

13. Click the “Published” column header again, until the oldest patches appear at the top of the
list.

Outdated patches should be investigated to determine and record the reason for failing to apply
timely patches. Patchable vulnerabilities still remain the preferred targets of active exploits.

14. Close the report and return to the “New Patch Template” editor.

15. Click the “Save” button.



LAB 7: User Management (10 min.)

User accounts form the basis for privileges and access control within Qualys. This section will explore
creating users and the various levels of user privileges.

User Roles

User privileges are assigned and identified using various “User Roles”. Your Qualys student account has
the role of “Manager”.

The “Scanner” role carries the primary responsibility of mapping and scanning network resources.

The “Reader” role can create custom reports from existing scan and map data but cannot launch scans
or maps.

The “Remediation User” role provides the least privileges of all user roles It was designed for assigning
detected vulnerabilities to a specific person.

Contents Back  Print

Type In the word(s) to search for: User Roles Comparison (Vulnerability Management)
user roles comparison

@  The following table provides a comparison of privileges granted to user roles for vulnerability management.

& Highlight search results " . . .
@ Highlig Filled circle (®) = privilege is granted to the user role

circle (o) = privilege may be assigned by a Manager user

[Total Number of Search Results : 302 >
tions (such as asset groups, option profiles, schedules, and saved results),
Title Rank A privileges apply to user configurations created within their respective
User Roles Comparison

E n‘te r‘ “U Ser roles apply to personal configurations only. Remediation User has pre-defined
(Policy Compliance) 1

User Roles Comparison H bh h -
%‘;:2;::2::) « CO m p a r I SO n e re " ager Unit Manager Scanner Reader 5::’9"'3“0"

User Roles and
Permissions

Search results per page 10

[N}

w

) Configure your dashboard L] L] L] [ ]
User Settings 4 & ¥ 0 0 0
Manage Your Users 5 ange your Hiome page
Multiple Users 6 Change your password L] L] L] L] L]
Business Unit: Options 7 Reporting
When Adding Users Run reports e Y P >
Grant Users Access to
Scanner Appliances 8 Manage report templates L] L] L] L]
Manage Users 9 Manage distribution groups L L L] .
User-Defined Controls 10 Ignore vulnerabilities . . o °
FAQs
1 2 3 4 > Purge host information [ ] o ) o

To view a comprehensive comparison of all Vulnerability Management user roles:

1. Click the “Help” button and select the “Online Help” option.
2. Click the “Search” menu, enter “user roles comparison” in the “Search” field, and click €.

3. Click “User Roles Comparison (Vulnerability Management)” in the search results, to view the
VM comparison chart.



Create User Account

The next few steps will create a new user account, with a specific user roll and some basic privileges.

1. Navigate to the “Users” section, followed by the “Users” tab.
2. Click the “New” button and select the “User...” option.

3. Fillin the blank fields in the “General Information” section with your info. Use a valid email
address that you can get to from the computer you are seated at.

New User LaunchHelp [& %

General Information

User Role
Locale
User Role: * ‘ {Scanner j
User Role > Manager
Allow access to: Unit Manager
Asset Groups Auditor
Business Unit: * Scanner
Reader
Permissions
Contact
Options
Security

4. Click “User Roles” in the navigation pane (left) and choose “Remediation User” as your User
Role.

General Information

Asset Groups

Locale Use the selections below to designate which asset groups this user will have access to within this business unit

User Role Add asset groups: “ v Add Al |

Asset Groups > Add all shown

All

Permissions
AG: San Jose
Options

Security

e =s

5. Click “Asset Groups” in the navigation pane and add “AG: San Jose” to this account. Presently,
access permissions are provided to user accounts, using Asset Groups. This includes scanning,
reporting and remediation access privileges.

6. Click the “Save” button.



Your new user account is created in the “Pending Activation” status. To activate a new user
account, login to the new account using the credentials delivered to your email inbox.

Dashboard Scans Reports Remediation Assets KnowledgeBase Users

() Users VSN Business Units | Distribution Groups = ActivityLog =~ Setup

| New v || Search | | Fitters + 1-20f2 v

~ Name & Login Role Business Unit VIP Phone Disk Space Status Last Login Modified
~| Qualys Manager * quays2gn56 Manager Unassigned L1l (505) 867-5309 0 Active 06/24/2017 06/20/2017
Tom Smykowski quays2gj12 Remediation User Unassigned L1l (505) 867-5309 0 ( Pending Activation > 06/24/2017

Check your email inbox to collect the login
credentials for your new user.

7. Activate this account by opening the email sent by Qualys (subject: Qualys Registration — Start
Now) and using the provided credentials to login.

The email activation link can only be used once, so make sure you save the credentials.



LAB 8: Remediation (15 min.)

In this lab, you will create a Remediation Policy that assigns vulnerabilities to a specific user, and a
second policy that ignores vulnerabilities that will not be addressed or resolved.

Assign Vulnerability to User

This first policy will be used to assign remotely exploitable vulnerabilities, to the “Remediation User’
account created in the “User Management” lab.

4

Dashboard Scans Reports Remediation Assets KnowledgeBase Users

= Remediation " Tickets Setup

Search 0-00f0 v

New
Order . Title "Ue- « Business Unit Assign To Deadline  Modified

Reorder...
yolicy found matching your filters. Please modify your filters or add a new policy.
Download...

1. Navigate to the “Remediation section, and click the “Policies” tab.
2. Click the “New” button and select the “Rule...” option.

3. Type “Remotely Exploitable Vulnerabilities” in the “Title” field.

Rule Title Conditions
Tell us the hosts and vulnerabilities this rule applies to.
— 4 Hosts:
e © Assets Tags
Asset Groups: AG: San Jose « -
IPs/Ranges: *» Select
192.168.0.87-192.168.0.92, 192.168.0 200
Vulnerability:
x Info Title . Add Lists
€ (0 Remotely Exploitable Vulnerabilities v.1 « Clear All
X Info Title -
Exclude non-running kernels
Use this filter to exclude vulnerabilities found on a kernel that is not the active running kernel
Save | SaveAs.. | Cancel |

4. Click “Conditions” in the navigation pane (left) and replace “All” with “AG: San Jose” as the
host asset target for this policy.

5. Click the 29415 | hutton, just to the right of the “Vulnerability” dialog box.



6. Scroll down, select the “Remotely Exploitable Vulnerabilities v.1” check box, and click the
“OK” button.

Rule Title Actions

Tell us the action you want to take
Conditions

© Create tickets - set to Open
Actions >

Tickets will be created and assigned to a user with a deadline for resolution.

Assign to: * Tom Smykowski (Remediation User: quays2gj12 ) j B View

Set deadline: This ticket must be closed in| 5 days (Range: 1-730)
Include comment in ticket history:

Tom Smykowski's mitigation team is responsible for

otely exploitable vulnerabilities detected in
the San Jose lab.

Tom has five days to
Create ticket resolve remotely
exploitable vulnerabilities.

Do not create

Save Save As... Cancel |

Click “Actions” in the navigation pane (left), and assign all detected, remotely exploitable
vulnerabilities to the “Remediation User” account created in the “User Management” lab.

Change the value of the “Set deadline” field from 7 to 5 days.

Vulnerabilities that have not been mitigated or resolved within 5 days will be flagged as overdue.

Click the “Save” button.



Ignore Low Risk Vulnerabilities

Remediation Policies can be used to automate the process of ignoring vulnerabilities that you do not
plan to address or resolve.

1. From the “Remediation” section, click the “Policies” tab and create a new Remediation Rule
titled “Ignore Low Risk Vulnerabilities”.

New Rule Launch Help
Rule Title Conditions
Tell us the hosts and vulnerabilities this rule applies to
Condiions 4 Hosts:
. © Assets Tags
Asset Groups: sy « .
IPs/Ranges: *k Select
192.168.0.87-192.168.0.92, 192.166.0.200
Vulnerability:
% Info Title . Add Lists
€ (O  Low Severity Vulns (Sev. 1 and 2) no patch « M,
X' Info Title -
Exclude non-running kernels
Use this filter to exclude vulnerabilities found on a kernel that is not the active running kemel.

2. Click “Conditions” in the navigation pane (left) and replace “All” with “AG: San Jose” as the
host asset target for this policy.

3. Click the 29415 | putton, just to the right of the “Vulnerability” dialog box.

4. Scroll down, select the “Low Severity Vulns (Sev. 1 and 2) no patch” check box and click the
“OK” button.



9.

Rule Title Actions

Tell us the action you want to take
Conditions

Create tickets - set to Open

Actions >
© Create tickets - set to Closed/Ignored

Tickets will be created in the Closed/Ignored state for tracking. You have the option to reopen these tickets automatically.

Reopen ticketin | 365 days (Range: 1-730) or after )

Assign to: Manager: quays2gn56 ) j 2 View

Include comment ij

Reopen tickets

Vulnerabilities will reopen in one
year for further assessment.

Do not create

Save | SaveAs.. | Cancel |

Click “Actions” in the navigation pane (left), and select the “Create Tickets — set to
Closed/Ignored” radio button (the dialog box will change).

Configure the option to reopen vulnerabilities in 365 days (one year).

This option is convenient for those who wish to re-assess the risk of ignored vulnerabilities at
regular intervals.

“s

Assign “ignored” vulnerabilities to the “Manager” account, when they are reopened.
Click the “Save” button.

Remediation Policies are evaluated in order from top to bottom. Place the most important
policies at the top of the list.

Dashboard Scans Reports Remediation Assets KnowledgeBase Users

‘= Remediation ' Tickets [JIESM  Setup

New w || Search 1-20f2 v
Order . Title <Y Business Unit Assign To Deadline Modified
Reorder...
0 Remc¢ Unassigned Tom Smykowski 5 days 06/24/2017
Vulne Download...
1 Ignore Low Risk Vulnerabilities Unassigned Qualys Manager 365days 06/24/2017

From the “Policies” tab, click the “New” button and experiment with the “Reorder” option.
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An additional vulnerability scan will be required here, to see the results of the Remediation
Policies just created.

Dashboard Scans Reports Remediation Assets KnowledgeBase Users

©) Scans Maps  Schedules  Appliances  Option Profiles  Authentication

| New + | | search | | Fitters 1-20f2 v Eﬁ

Title Targets User Reference Date ~ Status

@ Custom Auth Scan v | 41.200.250 Qualys Manager scan/1498412108.04795 06/25/2017 Finished []

~) @ Initial Vulnerability Scan \rf:xnload 41.200.250 Qualys Manager scan/1498410163.04676 06/25/2017 Finished [T
i | Relaunch

Preview Actions v

Vulnerability Scan - Custon {

Target: 8 IP(s)

10. Navigate to the “Scans” section and the “Scans” tab.

11. Use the “Quick Actions” menu to “Relaunch” the “Custom Auth Scan.”

Create Remediation Report

With the creation of at least one remediation policy, you can build reports reflecting the progress of
your patching and mitigation activities.

Vulnerability Management ﬂ Help v  Qualys Manager (quays2gn56) v = Logout

Dashboard Scans Reports Remediation Assets KnowledgeBase Users
B

nill Reports QWS ' Schedules ~ Templates  Risk Analysis ~ Search Lists

‘ New w ‘ Search ‘ Filters w 0-00f0 v
. Scan Report 4 = -
View Report T iport Template User Format Created - Expires Size Status
Scorecard Report...
Map Report... No reports found.
Patch Report...

Authentication Report

Remediation Report... e

Compliance Report...
Asset Search Report...

Download...

1. Navigate to A) the “Reports” section, followed by B) the “Reports” tab.

2. Click the “New” button and select C) the “Remediation Report...” option.



o v s ow

New Remediation Report Launch Help

Use the following form to create a new report on remediation data.

Report Details

Title: Vulnerabilities per User

Report Template Tickets per User «

Report Format: * HTML pages

Report Source*
Select at least one asset group or IP to draw data from.

Asset Groups All

IPs/Ranges *& Select

192.168.0.87-192.168.0.92, 192.168.0.200
Asset Tags:

Include hosts thathave  Any v of the tags below.

Cancel j

*k Select

Add Tag

Type “Vulnerabilities per User” in the “Title” field.

In the “Report Template” field select the “Tickets per User” option.

Use the “HTML pages” report format.

Leave the “Report Source” and all other setting at their default values.

Click the “Run” button.

Monitor this column for
vulnerabilities that exceed
policy deadlines.

Overdue

oo oo oo

Total Tickets by Severity Level
Severity # of Tickets Op!
5 202 2
4 347 3
3 352 3
2 Il
1 3
Totals: 975 9
Tickets per User
Name # of Tickets Open Resolved
Tom Smykowski 975 975 0

Closed

0

Avg. Resolution

Overdue
N/A 0

Along with some useful statistics, the real beauty of this report is the “Overdue” column which
tracks the number of vulnerabilities that have exceeded policy due dates. This type of
information can be very useful for identifying bottlenecks in your mitigation processes and

activity.
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Appendix A: Mapping

Map reports are very useful tools when managing all host assets within your company or enterprise
architecture. Only mapping provides “discovery” data that will allow you to distinguish between
authorized and unauthorized hosts. When used properly, mapping can help you add a new host to your
Vulnerability Management subscription, approve other hosts that will not be added to your subscription,
and even find “rogue” devices within your network.

Mapping Targets

Unless you manage a limited number of hosts, it is considered a “best practice” to map you network or
enterprise architecture in small segments. You can accomplish this task using any of the basic mapping
targets:

e Asset Group
e Domain
e Netblock

Understanding the proper use of mapping targets will lead to the creation of successful map reports.

Target Domains

Tell us which domains and IPs to map. A separate map will be launched for each target.

Asset Groups Enter name of Asset Group here ﬁ *k Select

Assets from Asset Groups Domains

Checkboxes used only when
IPs targeting Asset Groups

Domains / Netblocks Enter domain name or IP range here B » select

qualys-test.com
www.qualys-test.com:[(192.168.0.1-192.168.0.254)
10.10.10.10-10.10.10.15

Asset Group

Although Asset Groups will be defined in detail later, within the Asset Management lab, a couple of key
points are required here in the discussion of mapping:

e Asset Groups only contain hosts that have already been added to your Vulnerability
Management subscription.

e The “Domains” and “IPs” checkboxes are used only when an Asset Group has been selected as a
target.

Domain

Another target option for mapping involves using a domain name. A domain name must be added to
the “Domains” tab, before it can be used as a target for mapping. Basic DNS reconnaissance is used to
collect information from a domain target. Additionally, TCP, UDP, and ICMP probes are used to validate
the DNS reconnaissance findings.

14



Netblock

A netblock must also be added to the “Domains” tab, before it can be used as a mapping target. The
“none” Domain is a special domain, used to add netblocks to the “Domains” tab. Various probes such as
TCP, UDP, and ICMP are used to locate LIVE hosts within the targeted netblock.

Add Mapping Target

To use any of the target types listed above, it must first be added to your account. The “Domains” tab is
used for adding mapping targets to the Vulnerability Management application (Asset Groups can also
serve as mapping targets).

Dashboard Scans Reports Remediatiog Assets KnowledgeBase Users

== Assets  AssetGroups  HostAssets  AssetSearch  Virtual Hosts [DSUETIS

C | New + || Search

Domain Mmai"s"@ . Netblock
I Download... '

qualys-test.com.

1. Navigate to the 1) “Assets” section, 2) “Domains” tab, click on the 3) “New” button and select the
“Domain” option.

New Domains LaunchHelp [& %
Domains .
Domains
Enter domains and netblocks in the field below. See the Help for proper formatting.
Whois
Domains: * | none:[64.41.200.243-64.41.200.250]
(ex: qualys-test.com:[192.168.0.87-192.168.0.92, 192.168.10.10-192.168.10.42])
Cancel Add

2. Add the following netblock to the “Domains” field:
none:[64.41.200.243-64.41.200.250]
DO NOT USE COPY AND PASTE (there is no blank space in the “none” domain).

The “none” domain can be used to target any netblock within your organization. Notice that the
netblock listed above contains two more IP addresses than the number of IPs already within your
subscription. It is a “Best Practice” recommendation to add all reserved IP address netblocks (RFC 1918)
to the “none” domain.

3. Click the “OK” button to acknowledge your scanning permission.
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Launch Map

In the next few exercise steps, you will use the “none” domain target to create a Map Report of the

hosts within the Qualys Training Network.

New w Search Filters w

Map... @

Schedule Map...

Title

Domain...
Asset Group...
Option Profile...

Download...

Dashbo Scans Reports Remediation

1. Use your mouse to navigate to the 1) “Scans” section, 2) “Maps” tab, click on the 3) “New” button

2.
3.

and select the “Map” option.

Launch Map Launch Help

To launch a map select the targets you want to discover and specify the map's settings.

General Information

Give your map a name, select a scan profile (a default is selected for you with recommended settings), and choose a
scanner from the Scanner Appliance menu for internal scans, if visible.

Title: Qualys training network

Option Profile: Initial Options (default) + [B View

Target Domains

Tell us which domains and IPs to map. A separate map will be launched for each target.

Asset Groups Select items... o v "% Select

Assets from Asset Groups Domains

IPs
Domains / Netblocks I nune;[64_41_200_243.54_41_200_250]I —> “x Select
Example: qualys-test.com

www.qualys-test.com:[192.168.0.1-192.168.0.254]
10.10.10.10-10.10.10.15

In the “Title” field type: “Qualys Training Network”.
Leave the Option Profile set to: Initial Options (default).

4. Under “Target Domains” click the “Select” link just to the right of the “Domains/Netblocks” field.
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[ JON ) Select Domains
& Qualys, Inc. [US] https://qualysguard.qg3.apps.qualys.com/fo/common/domain_browser.php

Search 1-10f1 v

Info Domain » Netblock Comments Approved Hosts|
i) none 64.41.200.243-64.41.200.250 I 0

Add Close

5. Check the “none” Domain and click the “Add” button.

6. Click the “Launch” button to begin mapping. It is normal for your map task to display the
“Queued” status, before changing to the “Running” status.

View and Use Map Results

When a map reaches the “Finished” status, you may view its results. Do not attempt to view map
results while the Status column displays the “Queued” or “Running” status.

9 Scans | scans Schedules Appliances Option Profiles Authentication Search Lists Setup
PECTUIR | New v || Search | | Fiters v 1-10f1 v E B
Title Targets Launched User Reference Date ~| status

9 Qualys training network @]  VidurRamnarayan  map/1541054686.27364 11/01/2018 at 12:14:46 (GMT+0530){ Finished

View Report
Download
Relaunch

Preview T

Map Scan - Qualys training network
‘Target: none:[64.41.200.243-64.41.200.250]

Scan launched by Vidur Ramnarayan (irann3sd97) | Start: 11/01/2018 at 12:15:18 (GMT+0530) | Ended: 11/01/2018 at 12:16:18 (GMT+0530) | | Scan Finished (00:01:00)

Mode: On-Demand
Option Profile: Initial Options
Hosts Found: 11

1. To view your finished map results, open the Quick Action menu and select the “View Report”
option.

If the “View” option is grayed-out, try refreshing your browser.
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Map Results

Filew View~ Help~
Actions: Add to a new Asset Group [ Apply

Results
none (11)
[ P DNS NetBIOS Router 0s ASLN
» 64.41.200.243 demo13.502.sjc01.qualys.com 66.151.157.90 Ubuntu / Tiny Core Linux / Linux 2.6.x SLN
» 64.41.200.244 demo14.s02.sjc01.qualys.com 66.151.157.90 Linux 2.4-2.6 / Embedded Device / F5 Networks Big-IP / Linux 2.6 SLN
» 64.41.200.245 demo15.s02.sjc01.qualys.com 66.151.157.90 Ubuntu / Tiny Core Linux / Linux 2.6.x SLN
» 64.41.200.246 demo16.s02.sjc01.qualys.com 66.151.157.90 Windows 2008 R2 / Windows 7 SLN
» 64.41.200.247 demo17.s02.sjc01.qualys.com  TRN-WIN7 66.151.157.90 Windows Vista / Windows 2008 / Windows 7 / Windows 2012 / Windows 8 / Windows 10 SLN
» 64.41.200.248 demo18.s02.sjc01.qualys.com S N
» 64.41.200.249 demo19.s02.sjc01.qualys.com  TRN-WIN2012-DC 66.151.157.90 Windows Vista / Windows 2008 / Windows 7 / Windows 2012 / Windows 8 / Windows 10 SLN
» 64.41.200.250 demo20.s02.sjc01.qualys.com 66.151.157.90 Ubuntu / Tiny Core Linux / Linux 2.6.x SLN
» 66.151.144.18 L
» 66.151.144.82 border5.pc2-bbnet2.sje.pnap.net L
» 66.151.157.90 qualys-16.edge1.sje.pnap.net 66.151.144.18 L
| P DNS NetBIOS Router os ASLIN
. Appendix

Legend

Symbol Descriptions

A Approved

S Scannable

L Live

N In Netblock

2. Scroll down to the “Results” to view the hosts that were discovered.

Each host is identified by its IP address and name (DNS or NetBIOS). If “Basic Information
Gathering” is enabled the map will also provide Router and OS information.

The columns that appear on the right side of the report are used to identify Approved hosts (A),
Scannable hosts (S), Live hosts (L), and Netblock hosts (N). A host is considered “scannable” if it has
already been added to your Vulnerability Management subscription. The “netblock” symbol is only
relevant when a netblock is selected as the mapping target.

Results
none (11)
\ IP DNS NetBIOS Router
» 64.41.200.243 demo13.s02.sjc01.qualys.com 66.151.157.90
» 64.41.200.244 demo14.s02.sjc01.qualys.com 66.151.157.90
» 64.41.200.245 demo15.502.sjc01.qualys.com 66.151.157.90
» 64.41.200.246 demo16.s02.sjc01.qualys.com  WIN2008R2 66.151.157.90
» 64.41.200.247 demo17.s02.sjc01.qualys.com  TRN-WIN7 66.151.157.90
» 64.41.200.248 demo18.s02.sjc01.qualys.com
v 64.41.200.249 demo19.s02.sjc01.qualys.com  TRN-WIN2012-DC 66.151.157.90

Services

Discovery Method Port

DNS

ICMP -

TCP 53

TCP 88

TCP 135

TCP 139

TCP 445

TCP RST -

ubpP 137

3. Click the arrow icon 4 to the left of a host to view its discovery method.

Notice there may be some host(s) that are outside of the IP range you mapped. They are not
members of the target netblock. They are typically discovered via traceroute. Hosts inside the IP
range you mapped were discovered in various ways (common TCP ports, UDP ports, and/or ICMP).
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Actions Menu

The “Actions” drop-down menu is provided to perform various actions on any host that appears in the
Map Results. To use the “Actions” menu: 1) use a checkbox to select a host, 2) choose an action from
the “Actions” menu, and 3) click the “Apply” button.

Map Results

Filer View~ Help~

Actions v Add to a new Asset Group
~eit Add to Asset Groups
Dur. Remove from Asset Groups

Launch Vulnerability Scan 4—
Tota

Launch Compliance Scan
Sca  schedule Vulnerability Scan ~ Scanner 10.4.47-1, Vulnerability Signatures 2.4.455-2)
Opti  Schedule Compliance Scan
Edit
Purge
Re Add to Subscription
Approve Hosts

Apply

00.£ 1 004

none (11)

‘ 1P DNS NetBIOS Router 0Ss

» 64.41.200.243 fdemo13.s02.sjc01.qualys.com 66.151.157.90 Ubuntu
» 64.41.200.244 fdemo14.s02.sjc01.qualys.com 66.151.157.90 Linux 2.
» 64.41.200.245 fdemo15.s02.sjc01.qualys.com 66.151.157.90 Ubuntu
» 64.41.200.246 fdemo16.s02.sjc01.qualys.com  WIN2008R2 66.151.157.90 Window.
» 64.41.200.247 fdemo17.s02.sjc01.qualys.com  TRN-WIN7 66.151.157.90 Window.
» 64.41.200.248 fdemo18.s02.sjc01.qualys.com

» 64.41.200.249 f[demo19.s02.sjc01.qualys.com  TRN-WIN2012-DC 66.151.157.90 Window:
» 64.41.200.250 fdem020.s02.sjc01.qualys.com 66.151.157.90 Ubuntu
» 66.151.144.18

» 66.151.144.82 border5.pc2-bbnet2.sje.pnap.net

» 66.151.157.90 qualys-16.edge1.sje.pnap.net 66.151.144.18

| [ DNS NetBIOS Router 0s

1. Close the Map Results (File > Close).

Scheduled Maps

You can use “differential reporting” to compare two maps to identify new hosts introduced into the
network, as well as retired hosts that have been removed.

Reporting like this relies on having regular snapshots of the network from which to make a comparison.

The next lab steps are designed to schedule a Map Report to run every day.
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Vulnerability Management v

Dashboard Scans Reports

@ Scans Scans Maps

New v | | Search | Filters w

Title Ta o o
Schedule Map...
Qualys nor @ 41.200.24
Domain...
Training
Asset Group...
Lab
Option Profile...
Download...

Navigate to the “Scans” section, followed by the “Maps” tab, click the “New” button and select
the “Schedule Map” option.

Configure the schedule with the following details:

Task Title
Title: * | Daily Map] ]
Task Owner: * Student User (Manager: quays2dz93 ) j

Option Profile: Initial Options (default) ~| B view

e Title: Daily Map
¢ Option Profile: Initial Options (default)
e Target Domains: none:[64.41.200.243-64.41.200.250]

Scheduling
Start: Nov 01,2018 57 | 00:00

(GMT +05:30) India v DST
Duration: )| Cancel 4 after 01 % hours 00 % minutes
Occurs: Daily +

1 days

| Ends after occurrences

e Scheduling: Start the scheduled task at a future date and time (time zone is required)
o Occurs: Daily
Click “Save”.
20



Export and View Map Results

Any Map Report can be downloaded using multiple file format options. Additionally, all maps can be
viewed in a “Graphic” mode.

1. Navigate to the “Maps” tab within the “Scans” section.

2. Use the Quick Actions menu to open up and view a Map that you have already created.

Map Results

Filev | Views Help~

Print —
rin t Group ﬂ Apply

Download 4—

Close

none (11)

\ P DNS

» [ | 64.41.200.243 demo13.s02.sjc01.qu
[ 64.41.200.244 demo14.s02.sjc01.qu
> 64.41.200.245 demo15.s02.sjc01.qu
» 64.41.200.246 demo16.s02.sjc01.qu
p [ | 64.41.200.247 demo17.s02.sjc01.qu
p | 64.41.200.248 demo18.s02.sjc01.qu

3. While viewing the map results, click the “File” menu and select the “Download” option.

Select Download Format: *

Extensible Markup Language (XML)
HTML pages

Portable Document Format (PDF)

B & B (@

Web Archive (MHT) -- Internet Explorer for Windows...

Experiment with different file formats. A CSV file can be easily imported into a spreadsheet.



Map Results

Filev | Views Help~

Print A
rin 't Group B Apply
Download ‘—

Close

none (11)

L [O)]r DNS
[ 64.41.200.243 demo13.s02.sjc01.qua
p | | 64.41.200.244 demo14.s02.sjc01.qua
p [ | 64.41.200.245 demo15.s02.sjc01.qua
p | 64.41.200.246 demo16.s02.sjc01.qua
p [ 64.41.200.247 demo17.s02.sjc01.qua
[ 64.41.200.248 demo18.s02.sjc01.qua

4. While viewing the same map results, click the “View” menu and then select the “Graphic Mode”
option.

Operating System Families

4

& Wmdows‘hﬂ @ Linux

Mac 0 Router n

Other ﬂ Unknown 0

5. Use the filters on the left to locate the Windows assets in the map results (right). Experiment with

different OS options.

6. Click the icon over any host to view its information in the preview pane.

You can also toggle the “Summary” and “Results” tabs at the top of the window to view a list of
assets discovered in the map.
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Appendix B: Asset Tag Examples

Provided here are some additional Asset Tagging examples, using different Asset Tag Rule Engines. The
first three Asset Tag examples, will be created using AssetView.

AssetView
A Discover assets and use dynamic tags to
keep your assets automatically organized @

1. Open the AssetView application.

2. Navigate to the “Assets” section, followed by the “Tags” tab.

Asset Name Contains Rule Engine

If your host asset names contain useful pieces of information (e.g., device type, function, owner,

location, etc...), the “Asset Name Contains” Rule Engine can help you create tags by parsing through host
asset names.

1. From the “Tags” tab, click the “New Tag” button.

2. Type “Qualys” in the “Name” field, and click the “Continue” button.

Rule Engine (*) REQUIRED FIELDS

Asset Name Contains \/

Re-evaluate rule on save *

Regular Expression*:

qualys\.com$ *
Ignore Case *

Test Rule Applicability on Selected Assets

Add Asset: v L¢ Test Applicability
© demo10.s02.sjc01.qualys.com

v) demo13.502.sjc01.qualys.com

4 demo08

Select “Asset Name Contains” from the “Rule Engine” drop-down menu.

Type “qualys\.com$” (omit quotes)in the “Regular Expression” field.

Select the “Ignore Case” check box, and the “Re-evaluate rule on save” check box.

o v kW

Use the “Test Rule Applicability on Selected Assets” section to validate your regex against
various host assets.

A properly constructed regex will place tags on hosts that have an asset name that ends with
‘qualys.com’.

7. Click “Continue” and “Finish”.
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Software Installed Rule Engine

The “Software Installed” Rule Engine can help you tag assets that are hosting targeted software

applications.

1. From the “Tags” tab, click the “New Tag” button.
2. Type “MySQL” in the “Name” field, and click the “Continue” button.

Rule Engine

Software installed N/
Re-evaluate rule on save*

Regular Expression*:

mysal
Ignore Case *

Test Rule Applicability on Selected Assets

b 4 demo10.s02.sjc01.qualys.com
) demo20.502.sjc01.qualys.com
© demo13.s02.sjc01.qualys.com

(*) REQUIRED FIELDS

Add Asset: N L¢ Test Applicability

Select “Software Installed” from the “Rule Engine” drop-down menu.

Type “mysgl” (omit quotes) in the “Regular Expression” field.

o v kW

various host assets.

Select the “Ignore Case” check box, and the “Re-evaluate rule on save” check box.

Use the “Test Rule Applicability on Selected Assets” section to validate your regex against

A properly constructed regex will place tags on hosts that have the MySQL database application

installed.

7. Click “Continue” and “Finish”.
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Vuln (QID) Exists Rule Engine

Asset Tags can be assigned to host assets using any QID in the Qualys KnowledgeBase using the “Vuln
(QID) Exists” Rule Engine.

1.

2.

From the “Tags” tab., click the “New” button.

Type “Antivirus NOT Detected” in the “Name” field, and click the “Continue” button.

Tag Creation Tum help tips: On | Off Launchhelp X

Step 2 of 3 Set the tag type and rules
1 Tag details 7 Rule Engine {*) REQUIRED FIELDS
Vuln(QID) Exist v
e Realitie v Re-evaluate rule on save
Vuln QID*

3  Review And Confirm
105294

Test Rule Applicability on Selected Assets

Add Asset:  Select an asset v ¢ Test Applicability
¢ tm-win7.trn.qualys.com @
%) tm-win2012-de.tm.qualys.com (=)

Cancel | Previous

Select “Vuln (QID) Exist” from the “Rule Engine” drop-down menu.

Type “105294” in the “Vuln QID” field (the Title for this QID is “Antivirus Product Not Detected
on the Windows Host”).

Select the “Re-evaluate rule on save” check box.

Use the “Test Rule Applicability on Selected Assets” section to validate your regex against
various Windows host assets.

A properly constructed regex will place tags on hosts that do NOT have an antivirus application
installed.

Click “Continue” and “Finish”.

Using the example above as a guide, create another tag to identify host assets that are
Windows Domain Controllers (QID 90036).
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Stale Host Tag

A retired host can add unwanted vulnerability findings to operational reports, such as a Qualys Patch
Report. Asset Tags can help you identify stale or retired hosts, so their vulnerability data can be
excluded from your day-to-day operational reports.

10.
11.
12.
13.

14.

15.

Vulnerability Management
VM Map and scan your network, prioritize your

Use the application drop-down menu to open the Vulnerability Management application.
Click the “Assets” section followed by the “Asset Search” tab.
In the Asset Groups section, type the word “All”.

At the bottom of the Asset Search, next to “Last Scan Date”, select “not within” and type “30”
for the amount of day.

Click the “Create Tag” button.

Give it a name of “Stale Hosts”.

You've created a tag that will tag hosts that have not been scanned in 30 days. You can use this as a
way to exclude hosts from your operational reports.
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Appendix C: Account Configuration

Before ending the training, it’s important that we cover some less conspicuous setup configurations of
Qualys. These are items that aren’t essential, but may be needed here and there.

Dashboard

Because we’ve mapped and scanned, some information will be populated in our Dashboard.

1. Navigate to the “Dashboard” section.

Dashboard Scans Reports Remediation Assets KnowledgeBase Users Like the new UI? Click here for details and feedback.

Top 10 vulnerabilities
Dashboard c.nou- Now Actwe Roopened [ New Soan |
Status within your permissions 1 59 624 2 Apache HTTP Server Multiple Cross-Sit...
Last Updated: 20 October 2011 Schedule —
Scan PHP "spl_object_storage_at tach" Use-...

Vulnerabilities by severity SSL Server Allows Anonymous Authentic...

SSH Protocol Version 1 Supported
150 ———
Cisco IS Telnet Service Remote Denia...
—
OpenSSH Signal Handling Vulnerability
———

Internet Information Services (iS) C...
100 — iz

Microsoft Windows Server Service Coul...

Most vulnerable hosts View All

Vulnerabilities

No vulnerable hosts

0 Level 5 Level 4 Level 3 Level 2 Level 1

o -

Title Date Status Title Next Launch
test 1012012011 Finished
test 1011372011 Finished

No upcoming schedules Latest reports View all

@ test
20 Oct 2011, 12:25:40

j patch
1 20 Oct 2011, 11:22:46

2. Customize some items on the Dashboard by clicking on the “Configure” link.

Dashboard c..q..

Qualys Home Page

What do you want to see when you login?

1. Click on your Qualys User ID (located just to the right of the Help button) and select “Home Page”.
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Home Page Setup LaunchHelp [ x

B Em
| Exceptions

Remediation

— Report
Report Templates
Compliance Dashboard
Policies
KnowledgeBase
iDefense Intelligence

2. Select the home page that best suits your needs, and click the “Save” button.

Excluding Hosts from Scans

In some cases, you may have IP addresses within a segment that do not need to be scanned, and they
will never need to be scanned. In this case, the “Excluded Hosts” section of the Setup menu comes in
handy.

1. Navigate to the “Setup” tab in the “Scans” section, and click on Excluded Hosts section.
2. A new screen will appear.

3. Click the “Edit” button.

4. Add the IP 64.41.200.243 to the list. Click “Add”.

5. Add a comment (the Comment field is required).

6. Click “Close”.

Tip: it’s a good practice to add comments about “why” this is excluded in the event of an audit.

7. Rerun a light scan over the IP Segment containing the IP address you just excluded. You
should not see the .243 address.

Keep in mind, once you exclude a host, it’s a global setting for your subscription, the IPs will be excluded

from ALL activity, even though it’s still listed in your subscription.

Remember in Remediation how we talk about automatically closing tickets once the scan shows the
vulnerability is no longer available? Well, under the “Setup” tab in the “Remediation” section, you will
find:
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Remediation Setup @ x

Transitions 4 Transitions

Timeframe for Tickets to Displ

Select options that grant privileges to alter ticket state for both users and the service.
Allow the service to mark Open tickets as Closed / Fixed
Allow Scanners and Readers to mark tickets as Closed / Ignored

~ | Allow Scanners and Readers to delete tickets

Cancel m

You may also need to determine if the lower privileged groups will be able to Close and Ignore tickets or

allow them to Delete tickets — both can be allowed here.

The Security function under the “Setup” tab in the “Users” section allows for the more critical security
settings for users and the service:

Security Setup

When set, connection to the service is only available from one of the secure IPs.

Restricted Access

) Allow connections from the following IPs only Allowed IPs:
1Ps/Ranges: T

Your current IP is: 103.83.215.82 << Modity

Delete
Delete All

Password Security
Password expires after| 1 3| months.
Lock account after | 3 4] failed login attempts

Allow user defined passwords
Minimum length of password is characters (Range: 8 - 16)
Password must contain alpha and numeric characters

Force password change at iniial login
Notity user to change password | 1 | days before expiration

Allow users to change expired password at login

VeriSign Identity Protection (VIP)

Select this option if you want to require all users to log into the Qualys GUI using VIP two-factor authentication. This setting impacts Ul access only.

Require VIP two-factor authentication for al users

You may want to restrict which IPs have the ability to connect to your QG Ul. For this reason, you can
restrict access. You can also set password security, even allowing users to set their own passwords.

Finally, let’s take a look at the “Report Share” section.
8. Navigate to the “Setup” tab in the “Reports” section, and click on “Report Share”.

9. Choose to “Enable Secure PDF Distribution”.
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Report Share Setup 2 x

Report Share

Secure PDF Distribution

When enabled, users have the option to generate encrypted PDF
reports and securely distribute them to users outside of the
subscription via email.

Enable Secure PDF Distribution

coen ==

10. Click “Save”.
11. Now navigate to Reports and select New > Authentication Report.

12. Click “Add Secure Distribution” and choose an email to send your report to.

New Authentication Report Launch Help

Use the following form to create a new authentication report on vulnerability data.

Report Details

Title:

Report Format: * Portable Document Format (PDF) N

File Encryption
Enter a password to encrypt this PDF report. Users will be required to enter this password to view the report. Be sure to communicate the|
password to those who need it.

Password: * |

Confirm: *

Distribution (optional)
You have the option to email this report to distribution groups. Are you running this report now? If yes, add your distribution groups here.
Are you scheduling this report? Go to the Scheduling option below and enter your distribution groups under Notification.

Distribution Groups: *k Add Group

* Remove Secure Distribution

13. Run the Report.

Now when you generate a PDF report you'll have the chance to enter a list of email addresses that you'd
like the report distributed to securely. As long as you have Adobe on your computer and you know the
report password, you'll be able to pull up the report...OUTSIDE of Qualys.

Configuring Business Risk

The Executive Report (and templates you might create) have a metric called “Business Risk.”

Average Security Risk [N » | Business Risk T W6/100

30



Business Risk is the product of the “Average Security Risk” and the rating set by the Asset Group’s

“Business Impact.” Let’s take a look at how the weights are calculated.

Choose “Business Risk” from the “Setup” tab under the “Reports” section.

Business Risk Setup

Business Risk

Title:| Critical
5 100
#
(-4 4 64
2
53 |36
4
“ 2 16
1 9
Cancel

Business Impact

High Medium
64 36

36 16

16 9

9 4

4 2

This is the method for calculating business risk in reports. Using the defaults if an asset group’s
business impactis High and security risk is 4, then business risk for the asset group is 36.

Minor Low

16

Restore Defaults l

These are the default values for Business Risk. As you can see, a level 5 vulnerability on a host whose

Asset Group is of “Critical” importance is weighted 100 times greater than that of a level 1 vulnerability
on a host whose asset group is of “Low” importance.
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Appendix D: Contacting Support

Overview

Try as we may, inevitably you will need to contact support and we support you 24x7.

With the Qualys interface, you will have all the necessary information at your fingertips. From the
Qualys User Interface, click on “Help” and then “Contact Support”.

Help ¥ | Student User (quays_tc51) v  Logout
Online Help

or details and feedback.
Contact Support...

Quick Start

Resources

Training

About

You’ll see our support center where you can find answers to your questions, learn from Qualys and
other security professionals at our Community, submit support tickets. Scroll down to see our phone list
with support contact numbers for your region.

Qualys Support =

Welcome to our support center

Search tips:
« Putquotes around your search phrase (e.g. “scan duration®)
« Use boolean operators: AND, OR and NOT

Search the Community Forum
Learn from Qualys and other security professionals

Not finding what you need?

Email us by completing the form below.

Product:* Select a Product v
Category: * Select a Category v
To:* Support <support@qualys.com> v
CC:

Subject: *

Message: *
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So then, the question becomes — what information do you need to send to Qualys? Well, that can
depend on the type of problems you are seeing.

False Positive

If you believe that you have identified a false positive, please provide us with additional information so
that we can resolve the issue as quickly as possible.

Please provide the following in this message:

Reasons you believe you have a false positive. Include steps you've taken to patch the system.

Was the issue reported during an authenticated scan? If yes, was the authentication
successful? There are several appendices in your scan results that provide information related
to authentication.

When was the vulnerability first detected? Have there been changes to the host since then?

For publicly-facing IPs, we can greatly expedite the investigation if we can perform a light scan
on the host. Do you grant permission for us to scan the host?

After receiving a ticket number from Support, send a follow-up email referencing the ticket number and
attach the following items:

A scan report with the vulnerability reported.

A packet capture of traffic to/from the affected service/port for its typical communications.
(only if requested by DEV)

System configuration information. For Windows, this is provided by systeminfo.exe and
MSinfo32.exe.

Additional information, such as a registry dump or a screenshot of the system showing that it
is patched and not vulnerable.

False Negative

On very rare occasions we may produce a False Negative. If you believe this to be the case, please
provide the following in your message:

IP address, DNS hostname or NetBIOS hosthname for the host.

QlD, if available, for the potential false negative.

Reasons you believe you have a false negative. Include steps taken to troubleshoot the issue.
When was the vulnerability last detected? Have there been changes to the host since then?

For publicly-facing IPs, we can greatly expedite the investigation if we can perform a light scan
on the host. Do you grant permission for us to scan the host?

After receiving a ticket number from Support, send a follow-up email referencing the ticket number and
attach the following items:

A scan report of the scan that did not identify the vulnerability.

33



Additional information, such as a registry dump or screenshot of your system.

Service Stopped Responding

This type of issue can have several causes, and rarely is caused by a test we have sent. Nevertheless, we
need to determine what has happened and help expedite resolution. Quite often, resolution does
require the vendor of the service to be involved in our troubleshooting effort.

Please provide the following in this message:

A description of the symptoms. When did the issue first appear? If the issue is reproducible,
please provide steps to reproduce the issue.

Detailed information for each affected system, including: operating system version and patch
level, IP address, the system's primary function and the location of the system on the network
(i.e. behind a firewall, in DMZ or behind a load balancer.)

Detailed information for each affected service, including: software name, exact version and
build or patch level, the port number that the affected service is running on and whether the
port is static or dynamic.

For publicly-facing IPs, we can greatly expedite the investigation if we can perform a light scan
on the host. Do you grant permission for us to scan the host?

After receiving a ticket number from Support, send a follow-up email referencing the ticket number and
attach the following items:

A scan report of the scan that caused the service to stop responding.
A packet capture of traffic to/from the affected service/port for its typical communications.
A list of open ports and services running on those ports.

o #0naWindows system, you can run the free tcpview.exe and save the output. This
program is available at:http://www.sysinternals.com/ntw2k/source/tcpview.shtml

o #0n a Linux system, you can run netstat -ntulp and save the output.

An image of the box is useful to help us reproduce the issue. For Windows machines, images
may be created using MS Virtual PC (free). For *nix, VMWare may be used. If the host has
custom software on it, then please also provide us with a copy of the software.

Additional information, such as screenshots and log files.

Scanner Appliance Issues

Before submitting a request to Support, please see the Qualys Scanner Appliance User Guide for
troubleshooting information. The user guide describes troubleshooting techniques you can use to
respond to errors and performance conditions when using the Scanner Appliance.

If you have followed the troubleshooting techniques and are still experiencing difficulty, please provide
us with additional information so that we can resolve the issue as quickly as possible.

Please provide the following in this message:
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= The error message on the LCD display of the Scanner Appliance.

= The IP configuration for the LAN interface (static or DHCP). For static configurations, include
the IP address, netmask, gw, dns1, dns2, wins and domain.

= |f WAN is enabled, provide the IP configuration for the WAN interface. For static
configurations, include the IP address, netmask, gw, dns1, dns2, wins and domain.

= |f proxy is enabled, identify the proxy software and list the proxy configuration. Indicate
whether a username and password is used but do not send us the password.

= How long is the timeout from when you hit Enter on "Really enable.." to when the "Network
Error" message appears?

=  When you use a laptop with the same network configuration on the same network port, are
you able to connect to the Qualys service at https://qualysguard.qualys.com?

Host Crash

Qualys scans are generally non-intrusive. If a scan has caused a host to crash then we will make resolving
this issue a top priority. We are eager to work with you and any third-party vendors to quickly isolate
and resolve the problem.

Please provide the following in this message:
= A description of the symptoms. When did the issue first appear? If the issue is reproducible,
please provide steps to reproduce the issue.

= Detailed information for each affected system, including: operating system version and patch
level, IP address, the system's primary function and the location of the system on the network
(i.e. behind a firewall, in DMZ or behind a load balancer.)

=  For publicly-facing IPs, we can greatly expedite the investigation if we can perform a light scan
on the host. Do you grant permission for us to scan the host?

After receiving a ticket number from Support, send a follow-up email referencing the ticket number and
attach the following items:

= Ascan report of the scan that resulted in the host crash.
= A packet capture of traffic to/from the affected service/port for its typical communications.
= Alist of open ports and services running on those ports.

o Ona Windows system, you can run the free tcpview.exe and save the output.

o Ona Linux system, you can run netstat -ntulp and save the output.

= Animage of the box is useful to help us reproduce the issue. For Windows machines, images
may be created using MS Virtual PC (free). For *nix, VMWare may be used. If the host has
custom software on it, then please also provide us with a copy of the software.

= Additional information, such as screenshots and log files.
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Appendix E: Qualys Cloud Agent Installation

Qualys Cloud Agent (CA) provides data collection and security services to host assets running supported
operating systems.

Because this is a training/learning activity, Qualys recommends performing the CA installation on a
“nonessential” lab host used for testing purposes.

If you elect to install CA on your “everyday” laptop or desktop computer, be sure to uninstall the agent
before your student trial account expires.

You must have administrative or root access to your target host to successfully perform the Cloud Agent
installation. The target host must have Internet access, and a clear path to the Qualys Cloud Platform.

** IMPORTANT: Please create or acquire your installation/target host prior to the start of class. Lab time
is not provided for this task.

Create Cloud Agent Activation Key

Before you can install Cloud Agent on a target host, you must first generate an activation key. Activation
Keys allow you to manage and control the distribution of agents throughout your organization.

d Agent

Clou
‘i}h rh s
agents on your hosts

pdated with network security by deploying

1. Use the Application drop-down menu to open the Cloud Agent application.

The Cloud Agent application is your command and control center for deploying and managing
agents.

Cloud Agent v Help v Qualys Manager v Log out

Dashboard  Agent Management

B
&% Agent Management [“agents  WNTPRTSTSYSN | Configuration Profiles
Status  Active Enabled Yes
New Key e 0 activation keys v
Activation Key Agents Created Modules

2. Click A) the “Agent Management” menu, followed by B) the “Activation Keys” tab, and then
click C) the “New Key” button.
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Each activation key will specify: the Qualys application modules supported, Asset Tags assigned

to agent hosts, or any activation key limitations.

New Activation Key Tum help tips: On | Off x

Create a new activation key

An activation key is used to install agents. This provides a way to group agents and better manage your
account. By default this key is unlimited - it allows you to add any number of agents at any time.

Title Mobile Device Key
Select | Create

(no tags selected)

Vulnerability Management Policy Compliance
15 Licenses Remaining 15 Licenses Remaining

- File Integrity Monitoring _ 10C Indication of Compromise
5 Licenses Remaining 5 Licenses Remaining

_| Set limits

‘ Click “Create” to add an Asset Tag. ’
Provision Key for these applications

Close Unlimited Key

Give this key the title of “Mobile Device Key”.
Select the check boxes for the VM and PC applications.

The FIM and 10C modules will be activated in a later lab exercise.
Do not set any limits on this activation key.

Potential limits include:
= Maximum number of agents installed (using this key)
= Key expiration date
If both limits are selected, the key will expire when the first limit is reached.

Click the “Create” link (just below the Title) to add an Asset Tag to this key.
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7.
8.

The “Tag Creation” wizard will walk you through the steps to create an Asset Tag. Adding an
Asset Tag will make it easier to identify agents installed with this key.

Tag Creation Tum help tips: On | OFf Launchhelp X

Step 1 0f 3 Provide information to help identify the tag

o Tag details w  Basic information (") REQUIRED FIELDS
Name*

2 JRagRue Mobile Device h
Review And Confirn
' ' e Tag Properties
Color Favorite
Default color v ~) Make this tag favorite

Parent tag (leave blank for root tag) Select | Create

(Select parent tag)

Description

Description for this tag
Place this "static" tag on all mobile devices.

Cancel Continue

Type “Mobile Device” in the “Name” field and click the “Continue” button.

Leave the Rule Engine set to the “No Dynamic Rule” option and click the “Continue” button,
followed by the “Finish” button.

The “No Dynamic Rule” is used here, because it allows you to control the placement of this Asset
Tag (i.e. no random or dynamic behavior).
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The “Mobile Device” tag will now be placed on all agent hosts created with this key. You will use
this same tag later, to assign agent hosts to their appropriate Configuration Profile.

New Activation Key Tum help tips: On | Off x

Create a new activation key

An activation key is used to install agents. This provides a way to group agents and better manage your
account. By default this key is unlimited - it allows you to add any number of agents at any time.

Title Mobile Device Key

Mobile Device > «

Provision Key for these applications

Select | Create

Vulnerability Management Policy Compliance

15 Licenses Remaining m 15 Licenses Remaining

_ File Integrity Monitoring _ 10C Indication of Compromise
5 Licenses Remaining 5 Licenses Remaining

_| Set limits

Close Unlimited Key

9. With the “Mobile Device” tag added to this key, click the “Generate” button.
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Once your activation key is successfully generated, it can be used with any of the supported
operating systems.

New Activation Key Tum help tips: On |OFF X

New activation key generated successfully

Give your key a name and add tags to easily find agents installed using this key. We'll associate the tags to the
agent hosts.

Activation Key R . e N e N 9

Key Type Unlimited key

Installation Requirements

BN  Windows Windows Client Versions
[} (.exe) Windows Server Versions
Red Hat Enterprise Linux
CentOS
5 ('r“‘::) OpenSUSE
il SUSE
Amazon Linux
Oracle Enterprise Linux
(.deb) Ubuntu
& Mac 0s X T—
6 (.pkg) Install instructions

(.rpm)

Click "Install instructions" to download and install the agent.
We'll walk you through the required steps. Or close this window and install the agent later.

Close

You can download the agent installation programs or acquire the installation commands
anytime; just click the “Install Instructions” button that matches your targeted OS.

10. For now, click the “Close” button.

The exercise steps that follow, provide instructions for a Windows, Mac, or Unix agent
installation. A single installation will suffice for this lab (i.e., you do not need to perform more
than one installation).



Windows Agent Installation

The installation steps that follow support Windows XP SP3 or greater. If your target host is running a
Mac or Unix-based OS, you may skip these steps and proceed to the next “OS Installation” section.

** IMPORTANT: You must have administrative access to the target Windows host, to successfully
perform the Cloud Agent installation steps that follow.

1. Open a Web browser (e.g. Edge, IE, Chrome, Firefox, etc...) on the target Windows host and
login to your student trial account (https://qualysquard.qg3.apps.qualys.com/).

If you are installing to a Windows Server, you will typically need to launch “Server Manager” and
disable the “IE Enhanced Security Configuration” option for the Local Server.

2. Open the Cloud Agent (CA) application, navigate to the “Agent Management” section, and
click the “Activation Keys” tab.

3. Use the “Quick Actions” menu of your activation key to select the “Install Agent” option.

[ | |
4. Click the “Install instructions” button for the ™ “Windows (.exe)” option.

Install Agents x

You are ready to install the agent.

Current agent version : 2.0.6.1
Hash-SHA-256 : 5092b133e7f6c6a8143f5c066cc3d3c479eabae51563b4d162dcc36e65e63450

Deploying in Azure Cloud

Windows Installation Requirements

« Click here for the list of supported operation system versions.
* To install the agent you must have local administrator privileges on your host.

* Your host must be able to reach the Qualys Cloud Platform or the Qualys Private Cloud
Platform over HTTPS port 443.

« Do you have a proxy? Learn more
Steps to Install the Windows Agent

Download the agent installer
File will be saved to your downloads area, as defined by your local system.

Copy QualysCloudAgent-2.0.6.1.exe to the host you want to monitor and run command, or
use group policy or a systems management tool. Click here to troubleshort
Press CTRL-C to

; : : copy
Copy and paste this command for installation:

QualysCloudAgent-2.0.6.1.exe CustomerId={" s o -
D R B e} ActivationId={ el e -

] oo

5. Copy and paste the installation command into a plain text document and save the document
as ‘windows_install.txt’ to the Desktop of your target Windows host.

6. Click the “Download .exe file” button and save the Cloud Agent installation file (.exe) to the
Desktop of your target Windows host.

7. After the download is complete, click the “Close” button.

The Desktop of your target Windows host should now contain both files: 1)
windows_install.txt and 2) “QualysCloudAgent” installation file (.exe).
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Command Line Installation

Although this lab uses a simple ‘command line’ technique to install Cloud Agent, other techniques
and/or third-party applications can be leveraged to automate your Cloud Agent deployments.

1. Open a “Command Prompt” window on the target Windows host.

C:\Users\gscan\Desktop>dir
Volume in drive C has no label.
Volume Serial Number is 8438-70OFF

Directory of C:\Users\gscan\Desktop

©01/02/2017 ©2:28 PM <DIR>
©1/02/2017 ©2:28 PM <DIR>

©1/02/2017 ©2:28 PM 1,928,224 QualysCloudAgent.exeh
©1/02/2017 ©2:27 PM 122 windows_install.txt

2 File(s) 1,928,346 bytes

2 Dir(s) 92,445,974,528 bytes free
C:\Users\gscan\Desktop>QualysCloudAgent.exe CustomerId={ - . - e Senomin }
[ActivationId={ . -l - PR —

Paste and execute the
installation command.

2. Navigate to the Desktop, or the directory that contains the Cloud Agent installation program
(QualysCloudAgent.exe).

3. Use the “dir” command to verify the existence of the installation program file.

If you do not see the “QualysCloudAgent” installation file (.exe) navigate to its correct location
before executing the installation command.

4. Open the text file that contains your Cloud Agent installation command (i.e.,
windows_install.txt).

5. Copy and paste the Cloud Agent installation command into the “Command Prompt” window
and press the “Enter” key.

The agent installation program will execute with your Activation Key and Customer ID.
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Validate CA Installation

To verify the success of your installation, look for the Cloud Agent process within Windows Task
Manager.

1% Task Manager - ] X
File Options View

Processes Performance App history Startup Users Details Services

~ 56% 48% 73% 0%

Name CPU Memory Disk Network
(7] Microsoft Skype 0% 2.7MB 0 MB/s 0Mbps A

E Microsoft Store Background Tas... 0% 41MB 0 MB/s 0 Mbps

¢ Microsoft Windows Search Inde... 0% 3.8 MB 0 MB/s 0 Mbps

0% 0.5 MB 0 MB/s 0 Mbps

@ Qualys Cloud Agent 0.6% 3.4 MB 0.1 MB/s 0 Mbps

Laz| RDP Clipboard Monitor 0% 1.6 MB 0 MB/s 0 Mbps
[#Z] RDP Session Input Handler 0% 0.9 MB 0 MB/s 0 Mbps
[®Z] Runtime Broker 0% 7.8 MB 0 MB/s 0 Mbps
o= Spooler SubSystem App 0% 14MB 0 MB/s 0 Mbps
Touch Keyboard and Handwriti... 0% 1.3 MB 0 MB/s 0 Mbps
[#Z] Touch Keyboard and Handwriti... 0% 0.2 MB 0 MB/s 0 Mbps
v
Fewer details End task

1. Open the Windows Task Manager and verify Qualys Cloud Agent is running (Ensure you are
viewing processes from all users).

2. Close the Windows Task Manager.



Locate Host ID

All agent host assets are automatically assigned a Universally Unique ID (UUID) by Qualys. For a

Windows host, this Host ID can be found in the Windows Registry.

3.

B Registry Editor

File Edit View Favorites Help

<

v

HKEY_LOCAL_MACHINE ~

BCDO0O000000
COMPONENTS
HARDWARE
SAM
Schema
SECURITY
SOFTWARE
Classes
Clients
Intel
Macromedia
Microsoft
0ODBC
OEM
Partner

Policies
Qualys
RegisteredApphication

VMware, Inc.
WOW6432Node

rrrrrrrr

>

Name
ab) (Default)

ab] ActivationID
{5\ CustomerlD

5] HostiD \

Type

REG_SZ
REG_SZ
REG_SZ
REG_SZ

Data

(value not set)

45ECB99F-AC65-4461-A7D9-8FBAF28ESE21

(HostID = UUID )

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Qualys

4. Close the Windows Registry Editor.

If the HostID is not displayed, your newly installed agent may still be completing some
preliminary tasks within its manifest.

From a “Command Prompt” window, open the Windows Registry Editor (i.e., regedit.exe) and
navigate to HKLM\SOFTWARE\Qualys.

The value in the “HostID” field will be used to track the vulnerability findings history for this host.
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View CA Log File (Log.txt)

You can use the Cloud Agent log file to monitor agent activity. You will find the log file for a Windows
host in the ProgramData (hidden) folder.

e -1 = y
“ Home Share View o
&« v « Local Disk (C:) > ProgramData » Qualys > QualysAgent « Search QualysAgent L
| ~
Name Date modified Type Size
s Quick access
Manifests 3/24/2017 12224 PM  File folder
| Desktop )
SelfPatch 2017 5:23 PM File folder
& Downloads ] Archive.tdt 27/20171:20PM  Text Document 5,121 KB
. =| Documents |%] Changelist.db 2 01PM  Data Base File 324 KB
&= Pictures |#] Config.db 2 5 Data Base File 6 KB
[ D Music 2] Default_Config.db Data Base File 6KB
| B Videos =] Log.xt « Text Document 410KB
|%] Snapshot.db Data Base File 12,816 KB
7@ OneDrive
= This PC
¥ Network
8 items E\ =

5. Use Windows Explorer or a Command Prompt window to navigate to the following directory
path:

C:\ProgramData\Qualys\QualysAgent

A Windows host may deny access to the QualysAgent folder. In this event, simply copy of the
QualysAgent folder to your Desktop and use the copy to complete the next step.

6. Use any text editor, such as Notepad, to open and view file Log.txt.
*Note: a Windows XP host uses a different directory path for its agent log file:
C:\Documents and Settings\All Users\Application Data\Qualys\QualysAgent

7. Once your Cloud Agent installation is complete and successfully validated, return to your
original host (and Web browser) to complete the remaining lab exercises.
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Mac OS Agent Installation

If you have already completed a Windows agent installation, or your target host is running a Unix-based
0S, you may skip these steps and proceed to the next section.

The installation steps that follow support Mac OS 10.12 or higher.

** IMPORTANT: You must have root or root-equivalent access to the target Mac host, to successfully
perform the Cloud Agent installation steps that follow.

1.

Open a Web browser (e.g. Chrome, Firefox, or Safari) on the target Mac host and login to your
student trial account (https://qualysguard.qg3.apps.qualys.com/).

Open the Cloud Agent (CA) application, navigate to the “Agent Management” section, and
click the “Activation Keys” tab.

Use the “Quick Actions” menu of your activation key to select the “Install Agent” option.

Click the “Install instructions” button next to the | “Mac (.pkg)” option.

Install Agents x

You are ready to install the agent.

Current agent version: 1.6.1.26
Hash-SHA-256 : 00395e343a31dd2bdf4074040b571cf3e1b77342019c22a3d6ac587e1a860292

Mac (.pkg) Installation Requirements

» Click here for the list of supported operation system versions.

» Your host must be able to reach the Qualys Cloud Platform or the Qualys Private Cloud
Platform over HTTPS port 443.

« To install the agent you must have 1) root privileges, 2) non-root with Sudo root delegation, or
3) non-root with sufficient privileges (VM only).

* Do you have a proxy? Learn more

Steps to Install the Mac Agent

Download the agent installer (file size 3.5 MB)
File will be saved to your downloads area, as defined by your local system.

Copy qualys-cloud-agent.x86_64.pkg to the host you want to monitor and run commands.
Click here to troubleshoot.
Press Cmnd + C to

copy
Copy and paste this command for installation (sudo access required):

sudo installer -pkg ./qualys-cloud-agent.x86_64.pkg -target /

sudo bash -c " if [[ -f /usr/local/qualys/cloud-agent/bin/qualys-cloud-agent.sh
11; then /usr/local/qualys/cloud-agent/bin/qualys-cloud-agent.sh
ActivationId= S S -

Close P8 Download .pkg

5. Copy and paste the installation commands into a plain text document and save the document

as ‘mac_install.txt’ to the Desktop of the target Mac host.
There are two (2) commands. Each command begins with ‘sudo’.

Click the “Download .pkg” button and save the Cloud Agent installation file (.pkg) to the
Desktop of your target Mac host.

After the download is complete, click the “Close” button.

The Desktop of your target Mac host should now contain both files: 1)
mac_install.txt and 2) “qualys-cloud-agent” installation file(.pkg).
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Command Line Installation

Although this lab uses a simple ‘command line’ technique to install Cloud Agent, other techniques
and/or third-party applications can be leveraged to automate your Cloud Agent deployment.

The Mac Agent installation file (.pkg) must be installed from a “Terminal” window. Do NOT attempt to
install this file using typical Mac GUI techniques.

1. Open a “Terminal” window on the target Mac host.

2. Navigate to the Desktop, or the directory that contains the Cloud Agent installation file (.pkg).

Air:desktop$ 1s -la

total 8352

drwx—————— + 8 256 Aug 6 15:21 .

drwxr-xr-x+ 34 1088 May 10 14:32 ..

-rw-r——r——@ 1 487 Aug 6 15:11fimac_install.txt

-rw-r——r——@ 1 3241714 Aug 6 15:12jqualys—cloud—agent.x86_64.pkg

3. Use the “Is” command to verify the existence of the installation package.

If you do not see the “qualys-cloud-agent” installation file (.pkg) navigate to its correct location
before executing the installation command.

4. Open the text file that contains your Cloud Agent installation commands (i.e., mac_install.txt).

5. Copy and paste only the first “sudo” command of this file into the “Terminal” window and
press the “Enter” key.

This first command unpacks and installs the Cloud Agent package.

6. When the first command has completed, copy and paste the remainder of the mac_install.txt
file (i.e., the second “sudo” command) into the “Terminal” window, and press the “Enter” key.

This second command runs a shell script that that restarts the Cloud Agent service and activates
your license key.

Validate CA Installation

To verify the success of your “command line” installation, look for the Cloud Agent process.

1. Use the “ps —e” command, to verify ‘qualys-cloud-agent’ is running.

ps -e | grep qualys

macBook:desktgp$ ps -e | grep qualys
1237 77 /Applications/QualysCloudAgent.app/Contents/Mac0S/qualys—cloud-agent|
1259 ttys@00® ™ @ grep qualys

Locate Host ID

All agent host assets are automatically assigned a Qualys Host ID (UUID). For a Mac host, this Host ID
can be found at /etc/qualys/hostid.

2. From a Terminal window, execute the following command:
sudo cat /etc/qualys/hostid

If the HostID is not displayed, your newly installed agent may
still be completing some preliminary tasks within its manifest.
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Locate CA Log File (qualys-cloud-agent.log)

You can use the Cloud Agent log file to monitor agent activity. You will find the log file for a Mac host in
the /var/log/qualys directory.

3. From a Terminal window, execute the following command:
sudo cat /var/log/qualys/qualys-cloud-agent.log

4. Once your Cloud Agent installation is complete and successfully validated, return to your original
host (and Web browser) to complete the remaining lab exercises.
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RPM-Based Agent Installation

If you have already completed a Windows or Mac OS agent installation, or your target host is running
Debian or Ubuntu OS, you may skip these steps and proceed to the next section.

RPM-based Linux operating systems include: Red Hat Enterprise Linux, CentOS, Fedora, OpenSuSE, SuSE,
Amazon Linux, and Oracle Enterprise Linux.

** IMPORTANT: You must have root or root-equivalent access to the target host, to successfully perform
the Cloud Agent installation steps that follow.

1. Open a Web browser (e.g. Chrome or Firefox) on the target UNIX host and login to your
student trial account (https://qualysguard.qg3.apps.qualys.com/).

2. Open the Cloud Agent (CA) application, navigate to the “Agent Management” section, and
click the “Activation Keys” tab.

3. Use the “Quick Actions” menu of your activation key to select the “Install Agent” option.

4. Click the “Install instructions” button next to the =" “Linux (.rpm)” option.

Install Agents x

You are ready to install the agent.

Current agent version : 2.0.2.79
Hash-SHA-256 : 89001da9caed3736e157df99e58a62ad20212cc5db51a4c1822898b53d67f8a

Deploying in Azure Cloud

Linux (.rpm) Installation Requirements

 Click here for the list of supported operation system versions.

* Your host must be able to reach the Qualys Cloud Platform or the Qualys Private Cloud
Platform over HTTPS port 443.

« To install the agent you must have 1) root privileges, 2) non-root with Sudo root delegation,
or 3) non-root with sufficient privileges (VM only).

« Do you have a proxy? Learn more
Steps to Install the Linux Agent

Download the agent installer (file size 3.5 MB)
File will be saved to your downloads area, as defined by your local system.

Copy qualys-cloud-agent-2.0.2.79.rpm to the host you want to monitor and run commands.
Click here to troubleshoot.

Press CTRL-C to
. . . . copy
Copy and paste this command for installation (sudo access required): _

sudo rpm -ivh qualys-cloud-agent-2.0.2.79.rpm
sudo /usr/local/qualys/cloud-agent/bin/qualys-cloud-agent.sh
ActivationId =i s 0 ol e
CustomerId=" «im s 0 St S it

Close [ Back Download .rpm

5. Copy and paste the installation commands into a plain text document and save the document
as ‘unix_install.txt’ to the Desktop of the target Unix host.

There are two (2) commands. Each command begins with ‘sudo’.
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6.

7.

Click the “Download. rpm file” button and save the Cloud Agent installation file (.rpm) to the
Desktop of your target Unix host.

After the download is complete, click the “Close” button.

The Desktop of your target Unix host should now contain both files: 1)
unix_install.txt and 2) “qualys-cloud-agent” installation file (.rpom).

Command Line Installation

Although this lab uses a simple ‘command line’ technique to install Cloud Agent, other techniques
and/or third-party applications can be leveraged to automate your Cloud Agent deployment.

7.
8.

9.

10.
11.

12.

Open a “Terminal” window on the target Unix host.

Navigate to the Desktop, or the directory that contains the Cloud Agent installation file (.rpm).

[gscan@centos7 Desktop]$ 1ls -la

total 3132

drwxr-xr-x. 3 gscan gscan 88 Jan 2 19:03 .

drwx——----—- . 16 gscan gscan 4096 Jan 2 18:50 ..

drwx--—----— . 3 gscan gscan 29 Nov 7 2Q15 0Old Firefox Data
-rw-rw-r--. 1 gscan gscan 3195390 Jan *

-rw-r--r--. 1 gscan gscan 204 Jan 2 18:40 unix install.txt

[gscan@centos7 Desktop]$ sudo rpm_-ivh qualys—cloud—agent.x86_64.rme

Paste and execute
the first command.

Use the “Is” command to verify the existence of the installation file.

If you do not see the “qualys-cloud-agent” installation file (.rom) navigate to its correct location
before executing the installation command.

Open the text file that contains your Cloud Agent installation commands (i.e., unix_install.txt).

Copy and paste only the first command line of this file into the “Terminal” window and press
the “Enter” key.

This first command unpacks and installs the Cloud Agent package.

When the first command has completed, copy and paste the remainder of the unix_install.txt
file (i.e., the second command) into the “Terminal” window, and press the “Enter” key.

This second command runs a shell script that that restarts the Cloud Agent service and activates
your license key.
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Validate CA Installation

To verify the success of your “command line” installation, look for the Cloud Agent process.

6972 tty7 00:00:00 Xorg
6984 ?
6985 ? Type “ps -e” from the command line.
6987 ?

6988 pts/1 00:00:00 bash
8404 pts/2 00:00:00 qualys—cloud—ag«

8420 pts/1 00:00:00 ps
24375 2 00:00:14 java
26814 ? 00:00:00 httpd

5. Use the “ps —e” command, to verify ‘qualys-cloud-ag’ is running.

ps -e | grep qualys

Locate Host ID

All agent host assets are automatically assigned a Universally Unique ID (UUID) by Qualys. For a Unix
host, this Host ID can be found at /etc/qualys/hostid.

6. From a Terminal window, execute the following command:
sudo cat /etc/qualys/hostid
If the HostID is not displayed, your newly installed agent may

still be completing some preliminary tasks within its manifest.
Locate CA Log File (qualys-cloud-agent.log)

You can use the Cloud Agent log file to monitor agent activity. You will find the log file for a Unix host in
the /var/log/qualys directory.

7. From a Terminal window, execute the following command:
sudo cat /var/log/qualys/qualys-cloud-agent.log

8. Once your Cloud Agent installation is complete and successfully validated, return to your
original host (and Web browser) to complete the remaining lab exercises.
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Debian or Ubuntu Agent Installation

If you have already completed a Windows, Mac OS, or RPM-Based Linux agent installation, you do not
need to perform these installation steps and may proceed to the next section.

** IMPORTANT: You must have root or root-equivalent access to the target host, to successfully perform
the Cloud Agent installation steps that follow.

1.

Open a Web browser (e.g. Chrome or Firefox) on the target UNIX host and login to your
student trial account (https://qualysguard.qg3.apps.qualys.com/).

Open the Cloud Agent (CA) application, navigate to the “Agent Management” section, and
click the “Activation Keys” tab.

Use the “Quick Actions” menu of your activation key to select the “Install Agent” option.

Click the “Install instructions” button next to the @ “Linux (.deb)” option.

Install Agents x

You are ready to install the agent.

Current agent version : 2.1.0.91
Hash-SHA-256 : 3979670e28b702242017a3ed362c9d9af224459dfabcb2de8ec8d3a1ed785936

Linux (.deb) Installation Requirements

« Click here for the list of supported operation system versions.

« Your host must be able to reach the Qualys Cloud Platform or the Qualys Private Cloud
Platform over HTTPS port 443.

« To install the agent you must have 1) root privileges, 2) non-root with Sudo root delegation, or
3) non-root with sufficient privileges (VM only).

* Do you have a proxy? Learn more

Steps to Install the Linux Agent

Download the agent installer (file size 3.5 MB)
File will be saved to your downloads area, as defined by your local system.

Copy qualys-cloud-agent-2.1.0.91.deb to the host you want to monitor and run commands.
Click here to troubleshoot.
Press CTRL-C to

copy
Copy and paste this command for installation (sudo access required):

sudo dpkg --install qualys-cloud-agent-2.1.0.91.deb
sudo /usr/local/qualys/cloud-agent/bin/qualys-cloud-agent.sh

ActivationId=e2bce151-4a3f-4012-b27e-3d156d4ed8ba
CustomerId=b48c8fb6-6b92-d0c7-804e-1e20felaflea

Close Back | L L)

5. Copy and paste the installation commands into a plain text document and save the document

as ‘unix_install.txt’ to the Desktop of the target Unix host.
There are two (2) commands. Each command begins with ‘sudo’.

Click the “Download. deb file” button and save the Cloud Agent installation file (.deb) to the
Desktop of your target Unix host.

After the download is complete, click the “Close” button.

The Desktop of your target Unix host should now contain both files: 1)
unix_install.txt and 2) “qualys-cloud-agent” installation file (.deb).
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Command Line Installation

Although this lab uses a simple ‘command line’ technique to install Cloud Agent, other techniques
and/or third-party applications can be leveraged to automate your Cloud Agent deployment.

13.
14.

15.

16.
17.

18.

Open a “Terminal” window on the target Unix host.

Navigate to the Desktop, or the directory that contains the Cloud Agent installation file (.deb).

ubuntu@ec2-ubul604:~$ 1ls -la

total 4000

drwxr-xr-x 4 ubuntu ubuntu 4096 Aug 29 15:12 .

drwxr-xr-x 5 root root 4096 Aug 9 14:40 ..

—rW——————— 1 ubuntu ubuntu 2801 Aug 29 15:17 .bash_history

-rw-r--r-- 1 ubuntu ubuntu 220 Aug 31 2015 .bash_logout

-rw-r-—-r-- 1 ubuntu ubuntu 3771 Aug 31 2015 .bashrc

drwx-—----- 2 ubuntu ubuntu 4096 Aug 7 21:39 .cache

-rw-r-—-r-- 1 ubuntu ubuntu 655 May 16 2017 .profile

-rw-r--r-- 1 ubuntu ubuntu 4058210 Aug 7+qualys—cloud—agent—z.o.2.79.deb
drwx-—----- 2 ubuntu ubuntu 4096 Aug 7 21%28 .ssh

-rw-r--r-- 1 ubuntu ubuntu 0 Aug 7 21:41 .sudo_as_admin_successful
—rW——————— 1 root root 2935 Aug 29 15:12 .viminfo

ubuntu@ec2-ubul604:~$ [

Use the “Is” command to verify the existence of the installation file.

If you do not see the “qualys-cloud-agent” installation file (.deb) navigate to its correct location
before executing the installation command.

Open the text file that contains your Cloud Agent installation commands (i.e., unix_install.txt).

Copy and paste only the first command line of this file into the “Terminal” window and press
the “Enter” key.

This first command unpacks and installs the Cloud Agent package.

When the first command has completed, copy and paste the remainder of the unix_install.txt
file (i.e., the second command) into the “Terminal” window, and press the “Enter” key.

This second command runs a shell script that that restarts the Cloud Agent service and activates
your license key.

Validate CA Installation

To verify the success of your “command line” installation, look for the Cloud Agent process.

9.

6972 tty7 00:00:00 Xorg

6984 2

6985 ? Type “ps -e” from the command line.
6987 2

6988 pts/1 00:00:00 bash
8404 pts/2 00:00:00 qualys—cloud—agQ—

8420 pts/1 00:00:00 ps
24375 2 00:00:14 java
26814 2 00:00:00 httpd

Use the “ps —e” command, to verify ‘qualys-cloud-ag’ is running.

ps -e | grep qualys
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Locate Host ID

All agent host assets are automatically assigned a Universally Unique ID (UUID) by Qualys. For a Unix
host, this Host ID can be found at /etc/qualys/hostid.

10. From a Terminal window, execute the following command:
sudo cat /etc/qualys/hostid

If the HostID is not displayed, your newly installed agent may
still be completing some preliminary tasks within its manifest.

Locate CA Log File (qualys-cloud-agent.log)

You can use the Cloud Agent log file to monitor agent activity. You will find the log file for a Unix host in
the /var/log/qualys directory.

11. From a Terminal window, execute the following command:
sudo cat /var/log/qualys/qualys-cloud-agent.log

12. Once your Cloud Agent installation is complete and successfully validated, return to your
original host (and Web browser) to complete the remaining lab exercises.
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CA Install Programs and Scripts

You can always return to the “Activation Keys” tab, to retrieve CA installation programs and scripts.

Cloud Agent v Help v Qualys Manager v Log out

Dashboard ~ Agent Management °

&% Agent Management | pgents  [NSTWACIYSYN - Configuration Profiles

Status  Active v Enabled Yes

L IO | New Key 1 activation keys (1 selected) v

Activation Key Agents Created Modules
) MyFirstKey 2 January 01, 2017 [ pc | 1t
500ch1e6-3ee2-4053-9644-ecca00467a6d Quick Actions
Install Agent
View Key Info
Edit Key
Disable Key

1. From the Cloud Agent application, navigate to A) the “Agent Management” section, and click
B) the “Activation Keys” tab.

2. Use the “Quick Actions” menu for any activation key and select the “Install Agents” option.

Install A x

A few things to know before you install agents

Give your key a name and add tags to easily find agents installed using this key. We'll associate the tags to
the agent hosts.

Activation Key - - - — - [}
Key Type Unlimited key
Total Count in use 2

Installation Requirements

HE  Windows Windows XP SP3 and above ‘ Installinstoict ‘
| (.exe) Windows Server Editions nstall instructions
Red Hat Linux 5 and above
CentOS 5.11 and above

& Linux Fedora ‘ Install instructions ‘
< (.rpm) openSUSE 12, 13 —
SUSE 12

Amazon Linux 2015.09 and above
@ Linux Debian 7, 8 ‘ Install instructions ‘
(.deb) Ubuntu 12, 14, 15 RiAsn it
£, Mac OS X Yosemite (version 10.10) ‘ Install instructi ‘
5 (.pkg) OS X El Capitan (version 10.11) nstall instructions

Click "Install instructions" to download and install the aaent.
cie ==

3. Click any “Install instructions” button to reproduce an installation script or download an
installation program, and then click the “Close” button.

55



Cloud Agent Inventory

At this point, you may return to your original host (and Web browser), if you installed Cloud agent on a
separate host.

It typically takes a few minutes for a new Agent Host to appear under the “Agents” tab.

&8 Agent Management Activation Keys ~ Configuration Profiles

Saved Searches ~

Agents
Search.. @ | Search 2
Install Now Agent | | Activation Jobs Click here to refresh view. wllp % v
Agent Host os Version Status/Last Checked-in ~ Configuration Agent Modules  Tags
ip-172-31-17-63.us-east-2.compute.inter... { Red Hat Enterprise Li... 20279 Provisioned Initial Profile o 3 Cloud Agent
172.31.17.63, 0:0:0:0:0:0:0:1 6 minutes ago Mobile Device
O EC2AMAZ-OIVAS8F £ Windows 206.1 Provisioned Initial Profile  °c ] Cloud Agent
172.31.31.200, feB0:0:0:0:f02c:3fb4:3ceb 17 minutes ago Mobilo Dovico

1. Click the “Widget” icon in the upper-right corner to refresh your view.

In addition to the “Mobile Device” tag created by your Activation Key, a “Cloud Agent” Asset Tag
is automatically placed on your agent host.

Additional objects and indicators will be added, as your newly installed agent continues to work
through its initial manifest.
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